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Disclaimer

Information in this manual is protected by copyright laws and is the property of Giga Computing.
Changes to the specifications and features in this manual may be made by Giga Computing
without prior notice. No part of this manual may be reproduced, copied, translated, transmitted, or
published in any form or by any means without Giga Computing's prior written permission.

Documentation Classifications

In order to assist in the use of this product, Giga Computing provides the following types of documen-
tation:
®  User Manual: detailed information & steps about the installation, configuration and use of this
product (e.g. motherboard, server barebones), covering hardware and BIOS.
B User Guide: detailed information about the installation & use of an add-on hardware or
software component (e.g. BMC firmware, rail-kit) compatible with this product.
®  Quick Installation Guide: a short guide with visual diagrams that you can reference easily for
installation purposes of this product (e.g. motherboard, server barebones).

Please see the support section of the online product page to check the current availability of these
documents.

For More Information

For related product specifications, the latest firmware and software, and other information please visit our website at
http:/www.gigabyte.com/Enterprise

For GIGABYTE distributors and resellers, additional sales & marketing materials are available from our reseller
portal: http://resellerb2b.gigabyte.com

For further technical assistance, please contact your GIGABYTE representative or visit
https://esupport.gigabyte.com/ to create a new support ticket

For any general sales or marketing enquiries, you may also message GIGABYTE server directly by email:
servergmp@gigabyte.com



Conventions
The following conventions are used in this user's guide:

NOTE!
| = l Pieces of additional
.
% information related to the current topic.

CAUTION!

& Precautionary measures to

avoid possible hardware or software problems.

WARNING!

A Alerts to any damage that might

result from doing or not doing specific actions.




Server Warnings and Cautions
Before installing a server, be sure that you understand the following warnings and cautions.

ﬁ WARNING!

To reduce the risk of electric shock or damage to the equipment:

+ Do not disable the power cord grounding plug. The grounding plug is an important safety
feature.

+ Plug the power cord into a grounded (earthed) electrical outlet that is easily accessible at all
times.

+ Unplug the power cord from the power supply to disconnect power to the equipment.

+ Do not route the power cord where it can be walked on or pinched by items placed against it.
Pay particular attention to the plug, electrical outlet, and the point where the cord extends from
the server.

A WARNING!

To reduce the risk of personal injury from hot surfaces, allow the drives and the internal
system components to cool before touching them.

A WARNING!

This server is equipped with high speed fans. Keep away from hazardous moving fan
blades during servicing.

& CAUTION!

+ Do not operate the server for long periods with the access panel open or removed. Operat-
ing the server in this manner results in improper airflow and improper cooling that can lead to
thermal damage.

+ Danger of explosion if battery is incorrectly replaced.

+ Replace battery with the same or equivalent type recommended by the manufacturer.

+ Dispose of used batteries according to the manufacturer’s instructions.

& CAUTION!

Risk of explosion if battery is replaced incorrectly or with an incorrect type. Replace the battery
only with the same or equivalent type recommended by the manufacturer. Dispose of used bat-
teries according to the manufacturer’s instructions.



&Electrostatic Discharge (ESD)

CAUTION!

ESD CAN DAMAGE DRIVES, BOARDS, AND OTHER PARTS. WE RECOMMEND THAT YOU
PERFORM ALL PROCEDURES AT AN ESD WORKSTATION. IF ONE IS NOT AVAILABLE,
PROVIDE SOME ESD PROTECTION BY WEARING AN ANTI-STATIC WRIST STRAP AT-
TACHED TO CHASSIS GROUND -- ANY UNPAINTED METAL SURFACE -- ON YOUR SERVER
WHEN HANDLING PARTS.

Always handle boards carefully, they can be extremely sensitive to ESD. Hold boards only by
their edges without touching any components or connectors. After removing a board from its
protective ESD bag or from the system, place the board component side up on a grounded, static
free surface. Use a conductive foam pad if available but not the ESD bag. Do not slide the board
over any surface.

System power on/off: To service components within the server, please ensure the power has
been disconnected.

e.g. Remove the node from the server chassis (to disconnect power) or disconnect the power
from the server chassis.

Make sure the system is removed from the rack before opening the chassis, adding, or removing
any non hot-plug components.

Hazardous conditions, devices and cables: Hazardous electrical conditions may be present
on power, telephone, and communication cables. Turn off the system chassis and disconnect the
cables attached to the system before servicing the chassis. Otherwise, personal injury or equip-
ment damage can result.

Electrostatic discharge (ESD) and ESD protection: ESD can damage drives, boards, and
other parts. We recommend that you perform all procedures in this chapter only at an ESD work-
station. If one is not available, provide some ESD protection by wearing an antistatic wrist strap
attached to chassis ground (any unpainted metal surface on the server) when handling parts.

ESD and handling boards: Always handle boards carefully. They can be extremely sensi-tive to
electrostatic discharge (ESD). Hold boards only by their edges. After removing a board from its
protective wrapper or from the system, place the board component side up on a grounded, static
free surface. Use a conductive foam pad if available but not the board wrapper. Do not slide
board over any surface.



Installing or removing jumpers: A jumper is a small plastic encased conductor that slips over
two jumper pins. Some jumpers have a small tab on top that can be gripped with fin-gertips or
with a pair of fine needle nosed pliers. If the jumpers do not have such a tab, take care when us-
ing needle nosed pliers to remove or install a jumper; grip the narrow sides of the jumper with the
pliers, never the wide sides. Gripping the wide sides can dam-age the contacts inside the jumper,
causing intermittent problems with the function con-trolled by that jumper. Take care to grip with,
but not squeeze, the pliers or other tool used to remove a jumper, or the pins on the board may
bend or break.
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1. Introduction

The Redfish Scalable Platform Management API ("Redfish") is a management standard using
a data model representation inside of a hypermedia RESTful interface. Because it is based
on REST, Redfish is easier to use and implement than many other solutions. Since it is model
oriented, it is capable of expressing the relationships between components in modern systems
as well as the semantics of the services and components within them. It is also easily extensible.
By using a hypermedia approach to REST, Redfish can express a large variety of systems from
multiple vendors. By requiring JSON representation, a wide variety of resources can be created in
a denormalized fashion not only to improve scalability, but the payload can be easily interpreted
by most programming environments as well as being relatively intuitive for a human examining
the data. The model is exposed in terms of an interoperable Redfish Schema, expressed in an
OData Schema representation with translations to a JSON Schema representation, with the
payload of the messages being expressed in a JSON following OData JSON conventions. The
ability to externally host the Redfish Schema definition of the resources in a machine-readable
format allows the meta data to be associated with the data without encumbering Redfish services
with the meta data, thus enabling more advanced client scenarios as found in many data center
and cloud environments.

Redfish API
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2. Redfish Request Methods

The following HTTP methods are provided on our Redfish APIs.

241 HTTP GET (Read)

Use GET requests to retrieve resource representation/information only. For any given HTTP GET
AP, if resource is found on server then it must return HTTP response code 200 (OK) — along
with response body which is JSON content. In case resource is NOT found on server then it must
return HTTP response code 404 (NOT FOUND). Similarly, if it is determined that GET request
itself is not correctly formed then server will return HTTP response code 400 (BAD REQUEST).

2-2 HTTP POST (Create)

Use POST APIs to create new subordinate resources, POST methods are used to create a new
resource into the collection of resources. In this case, either HTTP response code 200 (OK) or
204 (No Content) is the appropriate response status.

2-3 HTTP PATCH (Partial Update)

HTTP PATCH requests are to make partial update on a resource.

2-4 HTTP DELETE (Delete)

DELETE APIs are used to delete resources. A successful response of DELETE requests
SHOULD be HTTP response code 200 (OK) if the response includes an entity describing the
status, 202 (Accepted) if the action has been queued, or 204 (No Content) if the action has been
performed but the response does not include an entity.

Redfish API
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3. Redfish API

Resource API

Note

Iredfish/v1

[redfish/v1/odata

[redfish/v1/$metadata

Iredfish/v1/AccountService

[redfish/v1/AccountService/Accounts

[redfish/v1/AccountService/Accounts/{instance}

[redfish/v1/AccountService/Accounts/{instance}/Certificates

[redfish/v1/AccountService/Accounts/{instance}/Certificates/{instance}

ﬂgﬁﬂs&hlw IAaccountService/Accounts/{instance}/Certificates/{instance}/Actions/Certificate.

rRegéigaIM [AaccountService/Accounts/{instance}/Certificates/{instance}/Actions/Certificate.

[redfish/v1/AccountService/Configurations

Iredfish/v1/AccountService/ExternalAccountProviders/RADIUS

/Srg%ﬁ]sg/v1/AccountService/ExternaIAccountProviders/RADIUS/Oem/Ami/AdvancedRADIUS-

[redfish/v1/AccountService/Roles

[redfish/v1/AccountService/Roles/{instance}

[redfish/v1/AccountService/PrivilegeMap

[redfish/v1/CertificateService

Iredfish/v1/CertificateService/Actions/CertificateService.GenerateCSR

redfish/v1/CertificateService/Actions/CertificateService.ReplaceCertificate

[redfish/v1/CertificateService/CertificateLocations

Iredfish/v1/Chassis

[redfish/v1/Chassis/{instance}

[redfish/v1/Chassis/{instance}/Actions/Chassis.Reset

[redfish/v1/Chassis/{instance}/Power

[redfish/v1/Chassis/{instance}/LogServices

[redfish/v1/Chassis/{instance}/LogServices/Logs/Entries

[redfish/v1/Chassis/{instance}/LogServices/Logs/Entries/{instance}

[redfish/v1/Chassis/{instance}/LogServices/Logs

[redfish/v1/Chassis/{instance}/LogServices/Logs/Actions/LogService.ClearLog

[redfish/v1/Chassis/{instance}/NetworkAdapters

Redfish AP
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Resource API

Note

Iredfish/v1/Chassis/{instance}/PCleDevices

Iredfish/v1/Chassis/{instance}/PCleDevices/{instance}

Iredfish/v1/Chassis/{instance}/PCleDevices/{instance}/PCleFunctions/{instance}

[redfish/v1/Chassis/{instance}/Sensors

Iredfish/v1/Chassis/{instance}/Sensors/{instance}

[redfish/v1/Chassis/{instance}/Sensors/Energy

Iredfish/v1/Chassis/{instance}/Sensors/Power

Iredfish/v1/Chassis/{instance}/Thermal

[redfish/v1/Chassis/{instance}/Thermal/FanprofileService

[redfish/v1/Chassis/{instance}/Thermal/FanprofileService/Fanprofile

Iredfish/v1/Chassis/{instance}/Thermal/FanprofileService/SupportPCIEDevice

[redfish/v1/Oem/Ami/configurations

redfish/v1/CompositionService

redfish/v1/CompositionService/ResourceBlocks

redfish/v1/CompositionService/ResourceBlocks/{instance}

redfish/v1/CompositionService/ResourceZones

redfish/v1/CompositionService/ResourceZones/{ instance }

[redfish/v1/EventService

Iredfish/v1/EventService/Actions/EventService.SubmitTestEvent

Iredfish/v1/EventService/Subscriptions

Iredfish/v1/EventService/Subscriptions/{instance}

[redfish/v1/EventService/SubmitTestEventActionlnfo

[redfish/v1/JsonSchemas

[redfish/v1/JsonSchemas/{instance}

[redfish/v1/Managers

Iredfish/v1/Managers/{instance}

[redfish/v1/Managers/{instance}/Actions/Manager.Reset

Redfish API
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Resource API

Note

[redfish/v1/Managers/{instance}/Actions/RedfishDBReset

Iredfish/v1/Managers/{instance}/Actions/Oem/AMIManager.RedfishDBReset

redfish/v1/Managers/{instance}/Ethernetinterfaces

redfish/v1/Managers/{instance}/Ethernetinterfaces/{instance}

redfish/v1/Managers/{instance}/HostInterfaces

redfish/v1/Managers/{instance}/HostInterfaces/{instance}

redfish/v1/Managers/{instance}/HostInterfaces/{instance}/HostEthernetinterfaces

Iredfish/v1/Managers/{instance}/LogServices

[redfish/v1/Managers/{instance}/LogServices/{instance}

Iredfish/v1/Managers/{instance}/LogServices/{instance}/Actions/LogServices.ClearLog

Iredfish/v1/Managers/{instance}/LogServices/{instance}/Entries

Iredfish/v1/Managers/{instance}/LogServices/{instance}/Entries/{instance}

[redfish/v1/Managers/{instance}/NetworkProtocol

[redfish/v1/Managers/{instance}/NetworkProtocol/HTTPS/Certificates/{instance}

[redfish/v1/Managers/{instance}/Oem/Ami/RADIUS

Iredfish/v1/Managers/{instance}/RedfishDBResetActionInfo

[redfish/v1/Managers/{instance}/RemoteAccountService/LDAP/Certificates

[redfish/v1/Managers/{instance}/RemoteAccountService/LDAP/Certificates/1

{
{
{
{
{
{
Iredfish/v1/Managers/{instance}/NetworkProtocol/HTTPS/Certificates
{
{
{
{
{
{

Iredfish/v1/Managers/{instance}/RemoteAccountService/LDAP/Certificates/Oem/Ami/Client-
Certificates

[redfish/v1/Managers/{instance}/RemoteAccountService/LDAP/Certificates/Oem/Ami/Client-
Certificates/1

[redfish/v1/Managers/{instance}/ResetActionInfo

Iredfish/v1/Managers/{instance}/Seriallnterfaces

[redfish/v1/Managers/{instance}/VirtualMedia

{

{
[redfish/v1/Managers/{instance}/SerialInterfaces/{instance}

{

{

Iredfish/v1/Managers/{instance}/VirtualMedia/{instance}

Redfish API
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Resource API

Note

[redfish/v1/Managers/{instance}/VirtualMedia/{instance}/Actions/VirtualMedia.InsertMedia

Iredfish/v1/Managers/{instance}/VirtualMedia/instanc}/Actions/VirtualMedia.EjectMedia

[redfish/v1/Managers/{instance}/Actions/Oem/AMIVirtualMedia.ConfigureCDInstance

{
{
{
{

[redfish/v1/Managers/{instance}/Actions/Oem/AMIVirtualMedia.EnableRMedia

Iredfish/v1/Registries

Iredfish/v1/Registries/{instance}

[redfish/v1/Registries/{instance.json}

[redfish/v1/SessionService

Iredfish/v1/SessionService/Sessions

[redfish/v1/SessionService/Sessions/{instance}

Iredfish/v1/Systems

Iredfish/v1/Systems/Capabilities

[redfish/v1/Systems/{instance}

Iredfish/v1/Systems/{instance}/Actions/ComputerSystem.Reset

[redfish/v1/Systems/{instance}/Bios

Iredfish/v1/Systems/{instance}/Bios/Actions/Bios.ResetBios

Iredfish/v1/Systems/{instance}/Bios/Actions/Bios.ChangePassword

Iredfish/v1/Systems/{instance}/Bios/SD

[redfish/v1/Systems/{instance}/Boot/Certificates

Iredfish/v1/Systems/{instance}/Boot/Certificates/{instance}

[redfish/v1/Systems/{instance}/Boot/Certificates/{instance}/Actions/Certificate.Rekey

Iredfish/v1/Systems/{instance}/Boot/Certificates/{instance}/Actions/Certificate.Renew

Iredfish/v1/Systems/{instance}/Bootoptions

[redfish/v1/Systems/{instance}/Bootoptions/{instance}

[redfish/v1/Systems/{instance}/Ethernetinterfaces

Iredfish/v1/Systems/{instance}/Ethernetinterfaces/{instance}

Redfish AP
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Resource API

Note

Iredfish/v1/Systems/{instance}/Ethernetinterfaces/{instance}/VLANs

[redfish/v1/Systems/{instance}/Ethernetinterfaces/{instance}/VLANs/{instance}

[redfish/v1/Systems/{instance}/LogServices

[redfish/v1/Systems/{instance}/LogServices/{instance}

Iredfish/v1/Systems/{instance}/LogServices/{instance}/Entries

{
[redfish/v1/Systems/{instance}/LogServices/{instance}/Actions/LogService.ClearLog

{

{

Iredfish/v1/Systems/{instance}/LogServices/{instance}/Entries/{instance}

[redfish/v1/Systems/{instance}/Memory

[redfish/v1/Systems/{instance}/Memory/{instance}

[redfish/v1/Systems/{instance}/MemoryDomains

[redfish/v1/Systems/{instance}/NetworkInterfaces

Iredfish/v1/Systems/{instance}/NetworkInterfaces/{instance}

[redfish/v1/Systems/{instance}/Processors

[redfish/v1/Systems/{instance}/Processors/{instance}

Iredfish/v1/Systems/{instance}/Processors/{instance}/AccelerationFunctions

Iredfish/v1/Systems/{instance}/SimpleStorage

[redfish/v1/Systems/{instance}/SimpleStorage/{instance}

Iredfish/v1/Systems/{instance}/Storage

Iredfish/v1/Systems/{instance}/Storage /instance}

Iredfish/v1/TaskService

[redfish/v1/TaskService/Tasks

[redfish/v1/TaskService/Tasks/{instance}

[redfish/v1/TelemetryService

Iredfish/v1/TelemetryService/Actions/ TelemetryService.SubmitTestMetricReport

Iredfish/v1/TelemetryService/LogServices

Iredfish/v1/TelemetryService/LogService/Actions/LogService.ClearLog

Redfish API
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Resource API

Note

[redfish/v1/TelemetryService/LogServices/MetricReportLog

[redfish/v1/TelemetryService/LogServices/MetricReportLog/Actions/LogService.ClearLog

[redfish/v1/TelemetryService/LogServices/MetricReportLog/Entries

[redfish/v1/TelemetryService/LogServices/MetricReportLog/Entries/{instance}

[redfish/v1/TelemetryService/MetricDefinitions

Iredfish/v1/TelemetryService/MetricDefinitions/{instance}

[redfish/v1/TelemetryService/MetricReportDefinitions

[redfish/v1/TelemetryService/MetricReportDefinitions/{instance}

Iredfish/v1/TelemetryService/MetricReports

[redfish/v1/TelemetryService/MetricReports/{instance}

[redfish/v1/TelemetryService/Triggers

Iredfish/v1/TelemetryService/Triggers/{instance}

Iredfish/v1/UpdateService

Iredfish/v1/ UpdateService/Actions/SimpleUpdate

[redfish/v1/UpdateService/Firmwarelnventory

[redfish/v1/UpdateService/Firmwarelnventory/{instance}

Iredfish/v1/UpdateService/SimpleUpdateActioninfo

Redfish AP
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4. Common Field to all Schemas

- @odata.context

- @odata.id

- @odata.type - @odata.etag
-ld

- Name

5. ServiceRoot

[GET] /redfish/v1
- Oem
-Ami
- Configurations
- RtpVersion
-1d
- Name
- Description
- RedfishVersion
- Systems
- Chassis
- Managers
- Tasks
- AccountService
- EventService
- SessionService
- Registries
- JsonSchemas
- UpdateService
- CompositionService
- TelemetryService
- Links
- Sessions
- JobService
- Product
- ProtocolFeaturesSupported
- ExcerptQuery
- ExpandQuery
- ExpandAll
- Levels
- Links
- MaxLevels
- NoLinks
- FilterQuery
- OnlyMemberQuery
- SelectQuery

Redfish AP
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-UuID

- Vendor

- CertificateService
- Oem

6. ODATA

[GET] /redfish/v1/$metadata

7. $metadata
[GET] /redfish/v1/odata

-LDAP
- Authentication
- AuthenticationType
- Username
- Password
- LDAPService
- SearchSettings
- GroupNameAttribute
- GroupsAttribute
- UsernameAttribute
- RemoteRoleMapping
- ServiceEnabled

Redfish AP
=20 -



8. AccountService

[GET] /redfish/v1/AccountService
[PATCH] /redfish/v1/AccountService

-AccountLockoutCounterResetAfter
- AccountLockoutDuration
- AccountLockoutThreshold
- Accounts
- AuthFailureLoggingThreshold
- Description
-ld
- MaxPasswordLength
- MinPasswordLength
- Name
- Oem
-Ami
- Configuration
- Roles
- ServiceEnabled
- Status
- Health
- State
- PrivilegeMap
- ActiveDirectory
-Authentication
- Configuration
- Username
- Password
-RemoteRoleMapping
-ServiceEnabled
- AccountLockoutCounterResetEnabled
- AdditionalExternalAccountProviders
- LDAP
- Authentication
- AuthenticationType
- Username
- Password
- LDAPService
- SearchSettings
- GroupNameAttribute
- GroupsAttribute
- UsernameAittribute
- RemoteRoleMapping
- ServiceEnabled

Redfish API
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8-1 Account Collection

[GET] /redfish/v1/AccountService/Accounts
[POST] /redfish/v1/AccountService/Accounts
- Description
- Members@odata.count
- Members
- Name
- Oem

POST
Request:

POST htwps://{{ip}}/redfish/vl/AccountService/Accounts
Content-Type: application/json

Example POST Request Body:
{

"Name": "TestUser Account",
"Description": "Test User Account",
"Enabled": true,

"Password": "superuser",
"UserName": "user_account",
"Roleld": "Operator",

"Locked": false,
"PasswordChangeRequired": false

}

8-1-1 Accounts

[GET] /redfish/v1/AccountService/Accounts/{instance}
[PATCH] /redfish/v1/AccountService/Accounts/{instance}
[DELETE] /redfish/v1/AccountService/Accounts/{instance}

- Description
- Enabled
-ld
- Links
- Role
- Locked
- Name
- Roleld
- UserName
- Password
- PasswordChangeRequired
- O0em
- Actions
- Certificates
- AccountTypes
- SNMP

Redfish API
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- AuthenticationProtocol
- EncryptionProtocol

8-1-1-1 CertificateCollection

[GET] /redfish/v1/AccountService/Accounts/{instance)/Certificates
- Description
- Members
- Members@odata.count
- Name
- Oem

8-2 PAM Configuration

[GET] /redfish/v1/AccountService/Configurations
[PATCH] /redfish/v1/AccountService/Configurations
-ld
- Name
- PAMEnabled
- PAMOrder

8-3 Radius Authentication

[GET] /redfish/v1/AccountService/ExternalAccountProviders/RADIUS
[PATCH] /redfish/v1/Managers/{instance}/Oem/Ami/RADIUS
- ServiceEnabled
- ExtendedPrivilege
- ServiceAddress
- Secret
- ExtendedPrivilege
- KVMAccess
- VMediaAccess
- AdvancedRADIUS Setting
- Timeout
- AccountProviderTypes
- Oem

8-3-1 AdvancedRADIUSSetting

[GET] /redfish/vi/AccountService/ExternalAccountProviders/RADIUS/Oem/Ami/
AdvancedRADIUS Setting
[PATCH] /redfish/v1/AccountService/ExternalAccountProviders/RADIUS/Oem/Ami/
AdvancedRADIUSSetting

- RADIUSAuthorization
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8-4 Role Collection

[GET] /redfish/v1/AccountService/Roles
[POST] /redfish/v1/AccountService/Roles
- Description
- Members@odata.count
- Members
- Name
- Oem

POST
Request:

"POST hitvs://{fipi¥/redfishivl/dccountService/Roles
| Content-Type: application/json
Example POST Request Body:

8-4-1 Role

[GET] /redfish/v1/AccountService/Roles/{instance}
[PATCH] /redfish/v1/AccountService/Roles/{instance}
[DELETE] /redfish/v1/AccountService/Roles/{instance}

- AssignedPrivileges

- Description

-l1d

- IsPredefined

- Name

- Roleld

- OemPrivileges

- Actions

- Oem
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9. CertificateService

[GET] /redfish/v1/Certificate Service
[POST] /redfish/v1/Certificate Service/Actions/Certificate Service. Generate CSR
[POST] redfish/v1/CertificateService/Actions/ CertificateService.ReplaceCertificate

- Action

-ld

- Name

- Description

- CertificateLocations
- Oem

POST
Request:

Examle POST Request Body:

Request:

Redfish API
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Example POST Request Body:

941

"CertificateString": "---—-BEGIN CERTIFICATE-----
\nMITEOzCCAyOgAWIBAgITAOSc/Hd0c/0GMA0GCSqGSIb3DQEBCWUAMIGTMQswCQYD\nVQQGEWIVU
ZEQMA4GA1UECAWHR2VvemdpY TERMASGA 1UEBwwITm9yY 3Jve3MxNDAy\nBgNVBAoMKOFtZXIpY2F
ulE11Z2F0cmVuZHMgSW50ZXITuYXRpb25hbCBMTEMgKEFN\nSSkxGzAZBgNVBASMEINIenZpY2UgUHIVY
2V2c29yczEUMBIGA 1UEAWWLbWVnYXJh\nYy5jb20xHjAcBgkqhkiGIwOBCQEWD3N1cHBvenRAYW1pLmN
vbTAeFw0xOTA4Mjcx\nMzAzMDBaFw0zNDA4MiMxMzAzMDBaMIG7MQswCQYDVQQGEwIVUZEQMA
4GA1UECAWHnR2Vvemdp Y TERMASGA 1UEBwwWITm9y Y 3Jve3MxNDAyBgNVBAoMKO0FtZXIpY2FulE11\nZ
2F0cmVuZHMgSW50ZXJuYXRpb25hbCBMTEMgKEFNSSkxGzAZBgNVBASMEINIenZp\nY2UgUHIvVY2Vzc2
9yczEUMBIGA 1 UEAWWLbWVnYXJhYy5;b20xHjAcBgkqhkiGIw0B\nCQEWD3N1cHBvenRAY W 1pLmNvbTC
CASIWDQYJKoZIhvcNAQEBBQADggEPADCCAQoC \nggEBAPjhY 7RBUSKLGB3yHZAEK9ZmIvIhe/ ImRZIW
TT77g81y5e02L9BiIsctpTm\n2cIMGBRwFgCiOyZqkldU2Mu2ze ALS31Bkvx12/00loG/MkvVxc0IMINWWEUO
Q2Az\njGu7X+bEKSAQAYZFZIWSYf4hnadEtzh53rkdk9mK Yp101YfnAqZ+zgIMxXuzIS TM\nEGh7iemTtwozs
LTHIWIH6cIKNm 7 TmsL7ILIfEQUP4wBTIBf1nmVe80fdNoDC+FB\nvXwSuvHISwIt4Nd2hthIGLIGGRITKGF
E7FsqxVzBVb2anp8U44VDV69guPo47X1S\n2y Y XHPNwWZmw9zm7mDSTCRILKT20CAWEA AaNAMD4wCQ
YDVROTBAIWADALBgNVHQSE\nBAMCBeAwJAYDVRORBBOWG4ILbWVnYXJhYy5jb22CDDE20S4yNTQu
MC4xNzANBgkq\nhkiGO9WOBAQsFAAOCAQEAZI3ILVGGYVRG6LI+Au7gY Sw9T+k+CpXgzorF+yReSJo/h\n/kfS
MPPgH6yY+5)a4Z9kQ57nTfnaBqmHnEhwhAQrPVAPd3iKYEHNHO4u0gB4ZnkA \nyeL A4vM3KG5510Iry8o
BhYuvwZwE3YhtYNNocZd1ct5A8zImpeuS4ffPwWFGZGmV \nfiDSGa4NdzLr1auPtSFUgbsmSVOFNPNhYNRP
YVHRMYh+orv727sIrxocr4BI3ncq\nUGNAPvVowSQQrmmOWsSjv285F3BileE1b61SDksiiZ41 YL cr8twBeTqS5gjc9
1qVh\nY7Ms4UrZYTIhYxq00VGplADOn+LLIGEZIMXAR6SkeQ==\n-——-END CERTIFICATE-——--\n-——-
BEGIN RSA PRIVATE KEY---—-

\nMITEowIBAAKCAQEA+OFtEFTmQs YHfIdI+IST1mb28mF 7/WZFmVZNPvuDyLLI6j Y \nv0GlIixy210bZyUw
YFHAWAKM7JmqSV1TYy7bN4ALfUGS/HXb846Wgb8ySOXFzT0y\ns1bARTRDYDOMa7tf5sQpIBABjMVkh
ZIh/iGdp0S30HneuR2T2YpinXTVh+cCpn70\nD0zFe70XxMwQaHuI6Z03CjOwtMeXAilfpwgo2btOawvsguls
RBQ/jAFMKF/WeZV7\nzR902gMLAUGIBK68cinAi3g13aG2EjouXoZEmsoY UTsWyrFXMFVvZqenx TjhUNX \n
r2C4+jteVLbJhcc83BmbD30buY PIMIEkspPbQIDAQABAOIBA CTpiNgbOELimIkW\np7z3ErAiljOe1/aW/nWL
40cxNkWYa4m6yStUIWPMhmfINT3dw1SEqz689vDjrYC2\nXNEZ877e7ftN 1ncLI+wjob7slJEay SN9GB/xJeMdt
UB3ZMQIruTvGW8+f3e60HG\nrDH8210MnA AMUzQxZtRE6gtg YKsfF SyxgMc+X4i1hZUszA 1TKa2uXk+6X
mEEtuCu\noaduSKmHM00xh5ph4JCb1HgSxrR Vjunsd+x1zNPFcchjz4VSCRQ6gDPI/EzmrF1 \nTtdnsW8gFzh6
v6faHe11bCDrXIG3wDlqOWPHm7Vk0TqToMgEceEu+DcLenEun2iK\nrtWD13SECgYEA/xyzJOenwIEVuxHizb
8H7ZwgYV5k1j0ygzRFEGf+vrD18a09HR+\nbSKmqG1oZi0Dorat1wQb3L5gg0 YRiYP1SPGqdFDaDgdn9jcuVF
QpQ+5jsLB8V03\noAUmSEB9Yk3eGZ1XAZro+FzGb5BsZyaG0QILnCcQx/GeIZ+G751gIt8 Cg YEA+bS]\nKu0Xr
BaBrGCs9880SpuebEQg07zZHITvN+ea2ZRIN7cDOXsSpsTQs1IsQ4pwIhOD\ng0Jv3CTFKCqK2inXA3ST+Uz
ImvIPDg31+Y3qbpA+ZBY;G8rp7v4uSibBBFkbxJuV\n1S8oVQbIfljdTfnypK 5+ TPTNigdC5IBzAuqUjzMCgYBO
+VHjIBOSFXdDWY YnVOpr\ntuTaAJA38dG803g604RpbkXvd13NCQVXQUYtgE0Y XJelK;83kfiSkkxFphoPOv
CT\niF31S7CevuxGeQdsKa7Sol0yunZ3F4kDS5 I TFI 7pXk7ya8S TRdaA2vIZ+1zaRz4V\nSy82IGt/Ynd4gNcSUZV
W/QKBgQCKdeubauMK51dxKA/903Ai80/9+18cr3B482bE\nycTSCD772p0RCyimCMvjX40iTOgqHEN3TCg
UFtavIBZzZKWspY Tz1WCqbosOx+Q98\nEa/9KD904e8JA5B6jbVAM+cC8Bwy/ketb/2eViplogKvmlVz9/57mbdu
TLIWEIr\nPn6qfQKBgEqLIShURu6pytGIfF6CVPT1DiXXvzAvjSKWwdWpwob3BFI+82T9jNgt\nVv441iirH4iz
d71zPNv56vb3F4D21Y4zAfWhfrMytrv8aKghDyyZq5Qo6mXmz5hq\nd071CuwqgoRn6UGSgZWs+B/Oh16xPYk
WZmZOYEZaoE7ubEtzB7qW\n-—--END RSA PRIVATE KEY-—-",

"CertificateType": "PEM",

"CertificateUni" : {"@odata.id":"/redfish/v1/M: /Self/NetworkPs VHTTPS/Certificates/1"}

}

CertificateLocations

[GET] /redfish/v1/Certificate Service/CertificateLocations

-ld
- Name
- Description
- Links
- Certificates
- Action
- Oem
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9-2 CertificateCollection

[GET] /redfish/v1/AccountService/Accounts/{instance)/Certificates
[GET] /redfish/v1/Managers/{instance}/NetworkProtocol/HTTPS/Certificates
[GET] /redfish/v1/Systems/{instance}/Boot/Certificates

- Description

- Members

- Members@odata.count

- Name

- Oem

9-2-1 Certificate

[GET] /redfish/v1/AccountService/Accounts/{instance}/Certificates/{instance}

[GET] /redfish/v1/Managers/{instance}/NetworkProtocol/HTTPS/Certificates/{instance}

[GET] /redfish/v1/Systems/{instance}/Boot/Certificates/{instance}

[GET] /redfish/v1/Managers/{instance}/RemoteAccountService/LDAP/Certificates/1

[GET] /redfish/v1/Managers/{instance}/RemoteAccountService/LDAP/Certificates/Oem/Ami/
ClientCertificates/1

[POST] /redfish/v1/AccountService/Accounts/{instance}/Certificates

[POST] /redfish/v1/Systems/{instance}/Boot/Certificates

[POST] /redfish/v1/Managers/{instance}/RemoteAccountService/LDAP/Certificates

[POST] /redfish/v1/Managers/{instance}/RemoteAccountService/LDAP/Certificates/Oem/Ami/
ClientCertificates

[DELETE] /redfish/v1/AccountService/Accounts/{instance}/Certificates/{instance}

[DELETE] /redfish/vi/Managers/{instance}/RemoteAccountService/LDAP/Certificates/1
[DELETE] /redfish/vi/Managers/{instance}/RemoteAccountService/LDAP/Certificates/Oem/Ami/
ClientCertificates/1

POST
Request:

POST https://{{ip} }/redfish/v1/AccountService/Accounts/{ManagerAccountld}/Certificates
POST https:/{{ip} }/redfish/v1/Systems/ {ComputerSystemId}/Boot/Certificates

POST https://{{ip} }/redfish/v1/AccountService/LDAP/Certificates

POST https://{{ip} }/redfish/v1/AccountService/LDAP/Certificates/Oem/Ami/ClientCertificates
Content-Type: application/json
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Example POST Request Body:

{

"CertificateString": "-~----BEGIN CERTIFICATE-----
\nMIIC2DCCA0ICCQDIKFHKCkpC2zANBgkqhkiGIWOBAQSFADCBSJELMAKGA 1UEBhMC \nVVMxDZAN
BeNVBAgMBk9yZWdvbjERMASGA 1 UEBwwIUG9ydGxhbmQXEDAOBgNVBAoM\nBONvbnRvc28xDDAKBg
NVBASMAOFCQZzEcMBoGA IUEAwwTbWFuY Wdlci5jb250b3Nv\nL m9yZzEgMB4GCSqGSIb3DQEJARYRY W
RaW5AY29udG9zby5vemexGjAY BgNVBCKM nEXRIc3RDb250Y WNOUGVyc29uMRY wFA YDVQQqDA10ZX
NOR212ZW50Y W 1IMRUWEWYD'nVQQrDAX0ZXNOSW5pdGIhbHMXFDASBgNVBAQMC3RIC3RTAXTuY W1
IMB4XDTESMTIX'nOTAyNTgONVoXDTIWMDExODAYNTg0NVowgflxCzATBgNVBAY TAIVTMQ8WDQYD
VQQI'nDAZPcmVnb24XxETAPBgNVBACMCFBvenRsY W3SkMRAwDgYDVQQKDAADb250b3NvMQww\nCeY
DVQQLDANBQkMxHDAaBgNVBAMME2 1 hbmFnZXIuY29udG9zby5vemexIDAeBgkq nhkiGIWOBCQEWE
WEKbWIiQGNvbnRve28ub3/nMRowGAYDVQQpDBF0ZXN0Q29udGFj\ndFBlenNvbjEWMBQGA 1UEK gwN
dGVzdEdpdmVuTmFtZTEVMBMGA 1 UEKwwMdGVzdEln\naXRpY WxzMRQWEgYDVQQEDAZXNOU3Vy
bmFZTBcMAOGCSqGSIb3DQEBAQUAAOSA\nMEgCQQC2vTAZtvPrByReb06526 E/nTRvEymt4Goowjet6sOkE
m/WnJumTt0/eJfk\n2j5c+XSg6qlwemZOZA+NZVLTDFUjAgMBAAEWDQYJK0ZIhveNAQELBQADQQCsYyR
Y\n3RX7£LQrOM/LgHCHF9ke9mF8Ksock AQIZLkXuwSZHe6+0b7p60e Wrdiuil6cpmO\nb32QIGFIK Wq8TXD
“n-----END CERTIFICATE-----\n-----BEGIN PRIVATE KEY-----

\nMIIBVgIBADANBgkqhkiGIWOBAQEFAASCAUAwggESAgEAAKEAtrOwWGbbz6wekXm90 \nuc+hP5+0b/Mpre
BqKMI3rerNJH5v 1 pybpk7dP3iX5No+XPl100OqtclImTmQPjWVS\n+wxVIWIDAQABAKEANGjOWeNLolF/KTM/
KYGLATdoQ1fFVrH4jtwCIeZAjlygCliT\nKeb1 AOsO/jxKFaK/ZUUVkSIWomxnZBy641r+AQIhANpX0+K7kUU
m4L7x1VgFfRUR\nal8ns1MneAKbLO0z0j+NjAiEA 1KFjSAJIkil fkakXtixdiZz9GdRbgLBFM4¢ZIXIT\n00ECIQCN
kCIdwBTI7BMNWghD4IMfryGjfj8DK/Tkmo6Ja4sbFWIhAKF 1 FweNyXh2\nvt06gsa6uiZY 6pbLY8UfkJabCUUo
0evBAiIAZW38GApvY qlQeSRQcHTMX/LN6a6NY \nJlxeaUXwCcsluw==\n-----END PRIVATE KEY-----\n",
"CertificateType": "PEM"

b

9-2-1-1 Rekey

[POST] /redfish/vi/AaccountService/Accounts/{instance}/Certificates/{instance}/Actions/
Certificate.Rekey

[POST] /redfish/v1/Systems/{instance}/Boot/Certificates/{instance}/Actions/Certificate. Rekey

POST
Request:

POST https:/{{ip} }/redfish/v1/AaccountService/A {i }/Certificates/ {instance }/Actions/Certificate. Rekey
POST https:/{{ip} }/redfish/v1/Systems/ {instance}/Boot/Certificates/ {instance }/Actions/Certificate. Rekey
Content-Type: application/ison

Example POST Request Body:

{
"KeyBitLength": 512,
"ChallengePassword" : "challengepassword"

}

9-2-1-2 Renew
[[POST] redfish/vi/AaccountService/Accounts/{instance}/Certificates/{instance}/Actions/
Certificate.Renew
[POST] /redfish/v1/Systems/{instance}/Boot/Certificates/{instance}/Actions/Certificate. Renew
- Oem
- Actions
-1d
- Name
- Description
- Issuer
- KeyUsage
- Subject
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- ValidNotAfter

- ValidNotBefore
- CertificateString
- CertificateType

POST
Request:

Example POST Request Body:

Example POST Request Body:

Redfish API
_29-



10. Chassis Collection

[GET] /redfish/v1/Chassise
- Description
- Name
- Members@odata.count
- Members
- Oem

101 Chassis

[GET] /redfish/v1/Chassis/{instance}
[PATCH] /redfish/v1/Chassis/{instance}
[POST] /redfish/v1/Chassis/{instance}/Actions/Chassis.Reset
-ld
- Name
- Description
- ChassisType
- Manufacturer
- Model
- SKU
- Sensors
- SerialNumber
- PartNumber
- PCleDevices
- AssetTag
- IndicatorLED
- Linkss
- ComputerSystems
- ComputerSystems@odata.count
- ManagedBy
- ManagedBy@odata.count
- Drives
- Drives @odata.count
- Storage
- Storage@odata.count
- ResourceBlocks
- ResourceBlocks @odata.count
- ContainedBy
- Contains
- Contains @odata.count
- PowerBy
- PowerBy @odata.count
- CooledBy
- CooledBy @odata.count
- ManagersinChassis
- ManagersinChassis @odata.count
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- Processors
- Processors @odata.count
- Actions
- Status
- LogServices
- Thermal
- Power
- PowerState
- NetworkAdapters
- Assembly
- Oem
- UUID
- Location
- HeightMm
- WidthMm
- DepthMm
- WeightKg
- MediaControllers
- EnvironmentalClass

POST
Request:

POST hittps://{{ip}}/redfish/v1/Chassis/Self/Actions/Chassis.Reset

Content-Type: application/ison

Request Body:

The ResetType can be one of the following values: "On", "ForceOff", "GracefulShutdown",
"ForceRestart".

Example POST Request Body:

{
"ResetType" : "On"

10-1-1 Power

[GET] /redfish/v1/Chassis/{instance} /Power
[PATCH] /redfish/v1/Chassis/{instance}/Power
- Description
-ld
- Name
- PowerControl
- Name
- Memberld
- PowerMetrics
- IntervallnMin
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- MinConsumedWatts
- MaxConsumedWatts
- AverageConsumedWatts
- Relatedltem@odata.count
- PhysicalContext
- PowerConsumedWatts
- PowerRequestedWatts
- PowerAvailableWatts
- PowerCapacityWatts
- PowerAllocatedWatts
- PowerLimit
- LimitinWatts
- LimitException
- CorrectionIinMs
- PowerControl@odata.count
- Voltage
- Memberld
- Name
- SensorNumber
- Status
- ReadingVolts
- UpperThresholdNonCritical
- UpperThresholdCritical
- LowerThresholdNonCritical
- LowerThresholdCritical
- MinReadingRange
- MaxReadingRange
- Relatedltem
-OwnerLUN
- UpperThresholdFatal
- LowerThresholdFatal
- PhysicalContext
- Relatedltem (Relatedltem@odata.count)
- Voltages@odata.count
- PowerSupply
- Memberld
- Name
- LinelnputVoltage
- PowerCapacityWatts
- LastPowerOutputWatts
- Model
- FirmwareVersion
- SerialNumber
- PowerlnputWatt
- PowerOutputWatts
- PowerSupplyType
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- LinelnputVoltageType
- PartNumber
- SparePartNumber
- Status
- Location
- EfficiencyPercent
- HotPluggable
- Relatedltem
- Redundancy
- Oem

10-1-2 LogServices (Support services after version 12.41.07)

[GET] /redfish/v1/Chassis/{instance}/LogServices
- Description
- Members
- Members@odata.count
- Name
- Oem

10-1-2-1  Log Service
[GET] /redfish/v1/Chassis/{instance}/LogServices/Log
[PATCH] /redfish/v1/Chassis/{instance}/LogServices/Log
[POST] /redfish/v1/Chassis/{instance}/LogServices/Log/Actions/LogServices.ClearLog

-1d

- Name

- Description

- ServiceEnabled

- MaxNumberOfRecords

- OverWritePolicy

- DateTime

- DateTimeLocalOffset

- Actions

- Status

- Entries

- LogEntry Type

- Oem

POST
Request:

POST https://{{ip}}/redfish/vi/Chassis/Self/LogServices/SEL/Actions/LogServices.ClearLog
Content-Type: application/json

Request Body:

t
}
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10-1-2-1-1  Entry Collection
[GET] /redfish/v1/Chassis/{instance}/LogServices/Log/Entries
- Description
- Members
- Members@odata.count
- Name
- Oem

10-1-2-1-1-1 Entry
[GET] /redfish/v1/Chassis/{instance}/LogServices/Log/Entries
-ld
- Name
- Description
- Severity
- Created
- EventTimestamp
- EntryType
- EntryCode
- SensorType
- SensorNumber
- Message
- Messageld
- Links
- OriginOfConfition
- Oem
- Eventld
- MessageArgs
- OemLogEntryCode
- OemSensorType

10-1-3 Sensor Collection

[GET] /redfish/v1/Chassis/{instance}/Sensors
- Description
- Members
- Members@odata.count
- Name
- Oem

10-1-3-1  Sensor
[GET] /redfish/v1/Chassis/{instance}/Sensors/{instance}
- PeakReading
- PeakReadingTime
- Reading
- ReadingType
- Oem
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- Accuracy

- AdjustedMaxAllowableOperatingValue
- AdjustedMinAllowableOperatingValue
- ApparentVA

- ElectricalContext

- LoadPercent

- Location

- MaxAllowableOperatingValue
- MinAllowableOperatingValue
- PhysicalContext

- PhysicalSubContext

- PowerFactor

- Precision

- ReactiveVAR

- ReadingRangeMax

- ReadingRangeMin

- ReadingUnits

- SensingFrequency

- SensorResetTime

- Status

- Thresholds

- VoltageType

10-1-3-2  Sensor Energy
[GET] /redfish/v1/Chassis/{instance}/Sensors/Power
-ld
- Name
- Oem
- Reading
- ReadingType
- PeakReading
- PeakR

10-1-3-3  Sensor Power
[GET] /redfish/v1/Chassis/{instance}/Sensors/Power
-ld
- Name
- PeakReading
- PeakReadingTime
- Reading
- ReadingType
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10-1-4 Thermal

[GET] /redfish/v1/Chassis/{instance} /Thermal
- Description
-1d
- Name
- Temperatures
-Name
-Memberld
-SensorNumber
-Status
-ReadingCelsius
-UpperThresholdNonCeritical
-UpperThresholdCritical
-LowerThresholdNonCritical
-LowerThresholdCritical
-PhysicalContext
-OwnerLUN
- UpperThresholdFatal
- LowerThresholdFatal
- MinReadingRangeTemp
- MaxReadingRangeTemp
- Relatedltem
- DeltaReadingCelsius
- DeltaPhysicalContext
- MaxAllowableOperatingValue
- MinAllowableOperatingValue
- AdjustedMaxAllowableOperatingValue
- AdjustedMinAllowableOperatingValue
- Fan
- Memberld
- Name
- PhysicalContext
- Status
- Reading
- LowerThresholdNonCritical
LowerThresholdCritical
- MinReadingRange
- MaxReadingRange
- Relatedltem (Relatedltem@odata.count)
- OwnerLUN
- UpperThresholdNonCritical
- UpperThresholdCritical
- UpperThresholdFatal
- LowerThresholdFatal
- Redundancy
- HotPluggable
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- Location

- SensorNumebr
- Oem
- Redundancy
- Actions

10-1-4-1  FanprofileService (GBT)
[GET] /redfish/v1/Chassis/{instance}/Thermal/FanprofileService
- Fanprofile
-1d
- Name
- SupportPCIEDevice

10-1-4-1-1  Fanprofile
[GET] /redfish/v1/Chassis/{instance}/Thermal/FanprofileService/Fanprofile
[PUT] /redfish/v1/Chassis/{instance}/Thermal/Fanprofile Service/Fanprofile
-1d
- Name
- arrProfile
-arrPolicy
- arrDuty
- arrFanSensor
- arrHexDevicelD
- arrHexVendorID
- arrRef
- arrSensor
- iAmbientSensor
- iAmbientSensorTemp
- iCpuTdp
- ilnSDR
- ilnitDuty
- iPCIEDeviceEnable
- iPolicyType
- iSensorCode
- strName
- strVersion
- strMode
- strVersion

10-1-4-1-2 SupportPCIEDevice
[GET] /redfish/v1/Chassis/{instance}/Thermal/FanprofileService/SupportPCIEDevice
[PUT] /redfish/v1/Chassis/{instance}/Thermal/Fanprofile Service/SupportPCIEDevice
-1d
- Name
- arrPCIEDevices
- hexDevicelD
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- hexVendorID
- strName
- strVersion

10-1-5 NetworkAdapterCollection

[GET] /redfish/v1/Chassis/{instance}/NetworkAdapters
- Description
- Members
- Members@odata.count
- Name
- Oem

10-1-6 PCleDevice Collection

[GET] /redfish/v1/Chassis/{instance}/PCleDevices/{instance}
- Members
- Members@odata.count
- Name
- Description
- Oem

10-1-6-1 PCleDecice
[GET] /redfish/v1/Chassis/{instance}/PCleDevices/{instance}

-Id

- Name

- Description

- Status

- Manufacturer

- Model

- SKU

- SerialNumber

- PartNumber

- AssetTag

- FirmwareVersion

- Links

- PCleFunctions

- PCleinterface

- Oem

- DeviceType

- Assembly
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10-1-6-1-1 PCleFunction
[GET] /redfish/v1/Chassis/{instance}/PCleDevices/{instance}/PCleFunctions/{instance}
Id
- Name
- Description
- Status
- DeviceClass
- Vendorld
- ClassCode
- Link
- Functionld
- FunctionType
- Deviceld- Revisionld
- Subsystemld
- SubsystemVendorld
- Actions
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11. CompositionService

[Get] /redfish/v1/CompositionService
[Patch] /redfish/v1/CompositionService

- Description

-ld

- Name

- ResourceBlocks

- ResourceZones

- ServiceEnabled

- Status

- Oem

111 ResourceBlocks Collection

[Get] /redfish/v1/CompositionService/ResourceBlocks
- Description
- Members
- Members@odata.count
- Name
- Oem

1111 ResourceBlocks

[Get] /redfish/v1/CompositionService/ResourceBlocks/{instance}
[Patch] /redfish/v1/CompositionService/ResourceBlocks/{instance}
-1d
- Name
- Description
- Status
- Compositi