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Chapter 1 Getting Started

11 Software Requirement

+ Client machine with 8GB RAM.

+ If the client machine has 4GB RAM, there will be lag in video/keyboard/mouse functionality.
Supported Browsers

+  Chrome latest version.

+ Edge latest version

*  Firefox (with limited support).

a Note: It is advisable to use Chrome or IE for H5Viewer since Firefox has its own memory limitations.

1-2 Gigabyte Management Console Network Configuration
Follow the instruction to enable the console redirection function.

1. You can gather the IP address on the POST screen.

GIGABYTE"

Or, Go to BIOS setup menu.

Select Server Management.

Select BMC network Configuration.

Define Configuration Address source to DynamicBmcDhcp or Static.
Save and Exit.

The BMC IP Address will appear on the Station IP address parameter.

No ko

Server Mgmt

—-BMC network configuration—- Select to configure LAN
channel parameters

Lan channel 1 statically or
dunamically(by BIOS or
Station IP address 10.1.7.141 BMC) . Unspecified option
Subnet mask 255.255.255.0 will not modify any BMC
Router IP address 10.1.7.253 network parameters duri
Station MAC address 18-C0-4D-05-2A-0A BIDS phase

ng

Real-time get BMC network address

+: Select Screen

ti: select Item
Enter: Select

+/-: Change Opt.

Fi: General Help

F3: Previous Values
F3: Optimized Defaults
F10: Save & Exit

ESC: Exit

8. Save the configuration and exit BIOS setup menu.

Getting Started
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1-3 Log In Gigabyte Management Console

To access the Gigabyte Management Console, the MegaRAC utility will prompt you to enter the User Name and
Password.

GIGABYTE

Please Login

Userv\vamo

Password ©
Remember Username

Forgot Password?

English

The fields are explained as follows:
For basic login to the MegaRAC UI, use the following login:

* Username: root
» Password: Refer to unique MB serial number.
+ US - English: Changes the interface language.

—) NOTE!
N, If your motherboard / server version is older than G9 (upgrade version), then use the following login:
Username: root
Password: OpenBmc

This serial number can be found on the serial number sticker located on the motherboard of every GIGABYTE server
motherboard and system. The unique pre-programmed password will be the last 11 characters of the serial number.
For example, for the below serial number, the password will be “JG4P6400027

TR
0027 .

| /A/JG4PB4 O

GIGABYTE will also affix new stickers that display the unique BMC password (example below) to both the product box
(packaging) and to the CPU cover (for motherboards sold separately) or the server chassis.

Unique BMC 1|V TAN

Password JG4P6400027

Please see the reference guide below / attached for where to find locations of this sticker according to product / model
type.

Getting Started
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Products that have been implemented with this change will be indicated as version G9 on the “Upgrade Version”
sticker located on the motherboard / motherboard anti-static packaging / server chassis / server packaging.

UPG VER: G[J1 G[12 613 G K G5
G[J6 617 618 o9 G[]10-

Remember Username: Check this option to remember your login credentials.

Forgot password: If you forget your password, you can generate a new one using this link.

Enter the user name, click on Forgot Password link. This will send the newly generated password to the configured
Email-ID for the user.

1-3-1 Required Browser Settings:

Allow file download from this site: For Internet Explorer, Choose Tools ->Internet Options ->Security Tab, based
on device setup, select among Internet, Local intranet, trusted sites and restricted sites. Click Custom level

In the Security Settings - Zone dialog opened, under settings, find Downloads option, Enable File download option.
Click OK to the entire dialog boxes.

For all Other Browsers, accept file download when prompted.

Enable javascript for this site: The icon indicates whether the javascript setting is enabled in browser.

Enable cookies for this site: The icon indicates whether the cookies setting are enabled in browser.

a Cookies must be enabled in order to access the website.

1-4 Quick Button and Logged-in User
The user information and quick buttons are located at the top right of the Web GUI. A screenshot of the logged-in user
information is shown below.

Power ‘. Refresh (&) root ~

Power: This option shows Server power status and click the power icon to the Server power operations page.
Refresh: Click the icon to reload the current page.

root

The logged-in user information shows the logged-in user, his/her privilege and the four quick buttons allowing you to
perform the following functions:

Profile setting: Click the root icon to change Profile settings.

Getting Started
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1-5 Menu Bar
The menu bar displays the following:

Settings

Security and access

Resource management

Getting Started
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Dashboard

+ Virtual Front Panel
+ Date & Time

+ Current Users

+ Virtual Media

+ Screen Preview

+  System Information
+  Network

+ Temperature

+ Voltage

* Fan

+ Power information
+ CPU information

+ Event Log

Settings

« Alerts

+ Alerts Policies
 Alerts Email

« Date & Time

+ Networks

« VLAN

« SNMP

« |kvm & Virtual Media
* Syslog Settings
+ Fan Profile

Logs
+ System Event Log
* Host Video Recorder

Security and access
« Sessions

« Current Users

« LDAP

+ Users

+ Policies

+ Security Settings

« |P Access Control

Hardware status BIOS

+  System information « Main

* FRU information + Advanced

*  CPU Information « AMD CBS

¢+ DIMM information «  AMD PBS Option
* Inventory and LEDs *  Security

+ Sensor Readings + Power

* NIC information *+ Boot

+ NVMe information

+  System Component

« SMBIOS

Operations Storage

+ Factory reset + Storage System
+ KVM + Controller

+ Firmware + Physical Devices
*+ Unit Reset * Logical Devices
+ SOL console + EventLog

« Server power operations

+ Virtual Front Panel

+ Virtual Media

Getting Started
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Chapter 2 Enter Gigabyte Management Console

21 Overview

Usage

Overview used to show the overall/important Host status in single page.

To open the Overview page, click Overview from the menu bar. It displays the following:

OAB Power 3 Refresh @ root~

Server power operations

Current status

Server status

> Operations off

Last power operati

ration
Fac 2025-11-27 03:44:07 UTC

Reboot BMC

SOL console

@ Settings

KvM
Operations

@ Security and access v

] Resource management v

Overview includes the following information:
+  System information

« Status information

+ CPU information (AMD platform only)

Click the "View more" to display detailed information.

Gigabyte Server Management Console
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2-2 Dashboard

The Dashboard page gives the overall information about the status of a device.

To open the Dashboard page, click Dashboard from the menu bar. It displays the following:

@ Buit on OpenaMC
B3 Overview
Logs v
B Hardware status v
Operations v
Settings v
@  Security and access v
Resource managemer v
% BIOS ~
Main

Dashboard

Virtual Front Panel

Status Chassis

Virtual Media
Device 1
Device 2
Device 3
Device 4

Device 5

System Information

BMC Uptime :
Active BMC Firmware Build Time
Active BMC FW Rev :

BMC Chipset :

FAN Table Version :

Temperature
Healthy  Name
Unknown  DIMMTEMP_BO
Unknown  DIMMTEMP_CO
Unknown  DIMMTEMP_DO
Unknown  DIMMTEMP_EO
Unknown  DIMMTEMP_FO

System event log

Event

= Time Stamp

Date & Time

2025/03/27
Thursday

Power

06:12

(2]

No disk emulation set
No disk emulation set
No disk emulation set
No disk emulation set

No disk emulation set

¢

2 hours, 58 minutes, 4 seconds

Tue Mar 25 19:53:19 2025

24.06.00.0000
AST2600-A3
00.0
@] Voltage
a
l Healthy
oK
oK
oK
oK
oK
v
Sensor
Controller
Name

utC

Screen Preview

Current Users c
User
T 1P Addi
Name ype ress
Web
root 10.8131.117
(HTTPS)
Web
root (me) 10.8.13086
(HTTPS)
&

Name

GPU1_VIN

GPU3_VIN

GPU7_VIN

GPU9_VIN

P3V_BAT

Severity

Network

Dedicated NIC (1)
IP Address

Gateway

Subnet Mask

IPv6 Static Address
IPv6 Dynamic Address

MAC Address

Sensor Type

Dedicated NIC (2)

108.131.76

108.131.253

255.255.255.0

10-ff-e0-30-a2-f8

Fan c

.
Healthy Name
Critical FANT
Critical FAN2
Critical FAN3
Critical FAN4
Critical FANS

-

.

Description I

Gigabyte Server Management Console
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Dashboard
A brief description of the Dashboard page is given below.

Virtual Front Panel
Displays Status LED, Chassis LED, and Power LED.

Date & Time
Displays BMC Date and Time.

Current Users
Displays connections status,included User Name, Connect Type, IP Address.

Screen Preview
Displays Virtual Media devices.

Virtual Media
Displays KVM screen.

System Information
Displays the technical information for the system.

Network
Displays Dedicated NIC and Shared NIC Network configurations (IP Address, Gateway, Subnet Mask, IPv6 Static
Address, IPv6 Dynamic Address, MAC Address).

Temperature
Displays Host Temperature sensors Healthy and Name.

Voltage
Displays Power Voltage Healthy and Name.

Fan
Displays Host Fan Healthy and Name.

Power Information
Displays current power consumption reading and power cap enabled status.

CPU Information
This section provides details about the CPU installed in each socket of the system. The following information is
displayed for each socket: The various options of CPU information are given below:
* Family ID: This identifies the processor family.
* Model ID: This shows the specific model identifier for the processor.
+ Stepping ID: This is an identifier for the processor's stepping.

Event Log
Displays the list of event logs occurred by the different sensors on this system.

Gigabyte Server Management Console
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2-3 Logs
2-3-1 System Event Log

System event log

© BMCSEL BMC Audit Log

Select event log category
System event log

© All Events
Host video recorder

£ Hardware status Severity category

Information [ Warning [ Critical

= Operations

BMC Timezone © Client Timezone  GMT+08:00
ecurity and access Filter by time
Start 2025/11/26 00 00 End 2025/11/26 23 59

g  Resource management

%, BIOS s L
| > T S5 1 & 8MC I BIOS [ BPB B System Software
v 1/5 > => -
Clearlog | Refresh Log 2 / . - Total Event Log: 58 event entries

v EventID Time Stamp Sensor Name Controller Severity Sensor Type Description

58 Mon Nov 24 22:01:38 2025 Bios Event BIOS Information System Event OEM System Boot Event - Deasserted

57 Mon Nov 24 22:01:33 2025 SYS_80_FAN_10 BMC Information Fan Lower Non-critical - going low - Asserted
56 Mon Nov 24 22:01:33 2025 SYS_80_FAN_10 BMC Information Fan Lower Critical - going low - Asserted

55 Mon Nov 24 22:01:33 2025 SYS_80_FAN_9 BMC Information Fan Lower Non-critical - going low - Asserted
54 Mon Nov 24 22:01:33 2025 SYS_80_FAN_9 BMC Information Fan Lower Critical - going low - Asserted

53 Mon Nov 24 22:01:33 2025 SYS_80_FAN_6 BMC Information Fan Lower Non-critical - going low - Asserted
52 Mon Nov 24 22:01:33 2025 SYS_80_FAN_6 BMC Information Fan Lower Critical - going low - Asserted

51 Mon Nov 24 22:01:33 2025 SYS_80_FAN_3 BMC Information Fan Lower Non-critical - going low - Asserted
50 Mon Nov 24 22:01:33 2025 SYS_80_FAN_3 BMC Information Fan Lower Critical - going low - Asserted

49 Mon Nov 24 22:01:33 2025 SYS_80_FAN 8 BMC Information Fan Lower Non-critical - going low - Asserted
48 Mon Nov 24 22:01:33 2025 SYS_80_FAN_8 BMC Information Fan Lower Critical - going low - Asserted

47 Mon Nov 24 22:01:33 2025 SYS_80_FAN_S BMC Information Fan

BMC SEL
This page displays the list of event logs occurred by the different sensors on this device.

Select event log category
The category could be either All Events, BMC Generated Events, BIOS Events, System Software Generated
Events, SMI Handler Events, System Management Software Events, OEM Events, Remote Console Software
Events, Terminal Mode Remote Console Software Event.

Severity category

* Information: This category includes non-critical events that provide general information about the system's
operation.

« Warning: Events in the warning category indicate potential problems that may not require immediate attention.

 Critical: Critical logs represent serious problems that usually require immediate attention. These events may
indicate system failure, hardware failure

Save Log
Click on the Save Log button to save all Log entries.

Clear Log
Click on the Save Log button to remove all Log entries.

Refresh Log
Click on the Refresh Log button to redisplay all of the current set of event records. The Log does not automatically
refresh, in order to allow review of the entries.

Gigabyte Server Management Console
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% NOTE!
N,

Supbort circular mode only. The circular mode means older SELs will be automatically cleared when the SEL is almost
full.

BMC Audit Log
Audit Log page will display all the system events occurred in this device that has been already configured.

Save Log
Click on the Save Log button to save all Log entries.

Clear Log
Click on the Save Log button to remove all Log entries.

Refresh Log
Click on the Refresh Log button to redisplay all of the current set of event records. The Log does not automatically

refresh, in order to allow review of the entries.

2-3-2 Host Video Recorder

Host video recorder

B Durnp File List

System event log

Host video recorder Dump file not found.

Hardware status

<> Operations

Video Log Setting

@ Settings

W Security and access Enable Video Log
& Resource management Video Quality Normal +
), BIOS
Video Trigger
Watchdog Timer Event. Chassis Power Off Event.

Chassis Reset. 0S SEL Event.

Pre-Event Video Recording

Maximum Dumps a . Input Pre-Event maximum dumps of the video.

Duration (Seq) 0 .| Thelength of video file recording (in Sec)

Enabled Remote Storage

Save

Dump File List
This page displays dump file list.

Video Log Setting

Enable Video Log
Toggle to enable/disabled host video recorder feature.

Video Quality
Select the video quality as Low, High, and Normal from the Video Quality drop-down list.

Gigabyte Server Management Console
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Video Trigger
Video Trigger Settings is used to configure the events that will trigger auto video recording function.
Event List shows the list of available events to be configured. The events are:

+ Watchdog Timer Event

+ Chassis Power Off Event

* Chassis Reset

* Host Crash Event (CATERR/IERR for Intel, CPER for Nvidia, and RAS error for AMD ...etc)

Pre-Event Video Recording
Pre-Event Video Recording is to edit the Pre-Event video recording configurations.

* Maximum Dumps: Enter the pre-event maximum dumps of the video.
* Duration (Sec): Select the duration in seconds (10-60) from the drop-down list.

Enabled Remote Storage
Check to enable the Remote Video Support. NOTE: By default, video files will be stored in the local path of BMC. If
remote video support is enabled, then the video files will be stored only in the remote path, not within BMC.

Gigabyte Server Management Console
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2-4 Hardware status
The Hardware Status page displays the following information:
+  System Information
+ FRU information
+  CPU information
+ DDR information
* Inventory and LEDs
+ Sensor readings
* NIC Informatiion (BIOS)
* NIC Informatiion (BMC)
*  NVMe/HDD information
+ System Components
« SMBIOS

2-4-1 System Information

This page displays information about system information.
To open the System Information page, click System Information from the menu bar. It displays the following:

System information

2 a Summary
System event log
Host Power Status : Host is currently On
BMC Uptime : 4 Hour(s) 39 Min(s) 33 Second(s)
Active BMC Firmware Build Time : Fri Nov 21 04:43:29 2025

B Hardware status ~ Active BMC FW Rev : 2406
. AST2600-A3
01234567890123456789AB
01234567890123456789AB
Product Serial Number : 01234567890123456789AB

System information

FRU information

CPU information Host Interface : off
DDR information

Inventory and LEDs
o
Web Session Timeout
NIC information (BMC)

NVME/HDD information
(BIOS)

S
System Firmware Versions

BIOS Version : DR10_MCTP
Microcode Version : 08002147
UEFI Platform Infrastructure Version : 170

©  Security and access

el Resource management

Gigabyte Server Management Console
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2-4-2 FRU Information

The FRU page is a simple display page for basic system ID information, as well as System product information.
To open the FRU Information page, click FRU Information from the menu bar. It displays the following:

@ sui Power

Overview

FRU information
Device Fru0 <

Host video recorder . .
Chassis Information

e PartNumber : 01234567
tem information Serial : 01234567890123456789A8

Type: Rack Mount Chassis

Product Information

AssetTag : 01234567890123456789AB
FRUFileld :

Menufacurer Giga Computig

Name : XL43-ZX0-AAS2-000
PartNumber : 000000000001

Serial : 01234567890123456789A8

Extra 1:
NVME/HDD information
(BIOS) .
Board Information

System component FRUFileld :
BIOS Manufacturer : Giga Computing

ManufacturerDateTime : 2025-10-27T05:49:00+00:00
O Name : MZX3-MG1-000
ngs ; PartNumber : 123456789AB
Serial : 01234567890123456780AB
urity and access: FRUDevicelD : 0
Resource manage! . Language : English
Extra T: NULL

BIOS

Device
Select to display FRUO or FRU1 information.

2-4-3 CPU Information

This page displays installed CPU information.
To open the CPU Information page, click CPU Information from the menu bar. It displays the following:

Power 3 Refresh @ root~

A cpud
1d: cpud
Manufacturer: Advanced Micro Devices, Inc.
Speed: 27 GHz
Voltage: 09V
Socket Type: Socket SP5
Status: Populated, CPU Enabled
Processor Signature: 0x178bfbff00b0021
L1Cache: 17 Mg
L2Cache: 112 M8
L3Cache: 448 MB
Socket: PO
Number of Cores: 128
TotalThreads: 256
Name: AMD EPYC 9755 128-Core Processor
~ cpul
1d: cput
Manufacturer: Advanced Micro Devices, Inc.
Speed: 27 GHz
Voltage: 09V
Socket Type: Socket SP5
Status: Populated, CPU Enabled
Processor Signature: 0x178bfbff00b0021

urity and access LiCache: 17 M8

L2Cache: 112 M8

Resource managet L3Cache: 448 MB
Socket: p1

BIOS Number of Cores: 128
TotalThreads: 256
Name: AMD EPYC 9755 128-Core Processor

Gigabyte Server Management Console
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2-4-4 DDR Information

This page displays installed DDR information.
To open the DIMM Information page, click DDR information from the menu bar. It displays the following:

@ Buit on OpenBMC

B3 Overview

©

System information
FRU information

CPU information

DDR information
Inventory and LEDs
Sensor readings

NIC information (BIOS)
NIC information (BMC)

NVME/HDD information
(BIOS)

System component

Operations
Settings

Security and access
Resource manageme

BIOS

DDR information

Q Ssearch

¢ slot Number

DIMM_PO_AO

2-4-5 Inventory and LEDs

1 items

4 Size & Type +

Power

Speed + Manufacturer ¢ Serial Number ¢ Part Number

32768 MB DDR5 4800 MHz Micron Technology 802COF2151336CD6FO MTC20F104551RC48BA2

This page displays Inventory and LEDs information.
To open the this page, click Inventory and LEDs from the menu bar. It displays the following:

@ s

55

B

Overview

Dashboard

Host video recorder
Hardware status

ystem information
FRU information
CPU information
DDR information
Inventory and LEDs
Sensor readings
NIC information (BIOS)
NIC information (BMC)

NVME/HDD information
(B10S)

NVMe information (BMC)
System component
SMBIOS

Operations

Settings

ty and access
Resource managemef
BIOS

Main

Advanced

AMD CBS

AMD PBS Option
Security

Power

o0t

Inventory and LEDs

LED light control

Power status
On

System identify LED
Off

Quick links to hardware components

3 System
1 BMC manager
1 Chassis

System

v system

BMC manager

Chassis

D

DIMM slot

Q Search

D

3 DIMM slot
3 Fans
3 Power supplies

Power

1 Processors
3 Assemblies

Hardware type Health Location number Identify LED
system © ok - off
Health Location number Identify LED
@ ok
Health Location number Identify LED
Reading
0items
Health Location number Identify LED

Q Refresh

& Refresh

root ~

root ~

Gigabyte S
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2-4-6 Sensors Readings

This page displays Sensor Readings information.
To open the this page, click Sensor Readings from the menu bar. It displays the following:

@ Buiton OpenBMC | O 2 Power O Refresh

£ Haraware status

System information SeﬂSOr readmgg

FRUInrE Use this page to see the sensor readings and their thresholds.

CPU information

Select a sensor type category All Sensors el

DDR information

Auto Refresh(sec) 60 =
Inventory and LEDs

Refresh | Show threshol Toggle Sticky Header
NIC information (BIOS) Sensor Readings: 101 sensors.
information
NIC information (BMC; © Healthy © Name ¢ status Current value

NVME/HDD information _ CPUO_Status Processor Presence Detected 0x8080
(B10S)
_ CPU1_Status Processor Presence Detected 0x8080
SysiemisieeE _ PS1_Status Presence Detected 0x0180
SMBIOS
Unknown PS2_Status No state defined 0x0080
5 Operations
Settings Unknown PS3_Status No state defined 0x0080
i scuniyaUCREC Unknown PS4 _Status No state defined 0x0080
Resource managem
N P ehysicalscry Normal 0x0080
Main P sstem event Log Normal 0x0080
_ CPUO_TEMP Normal 32 degrees C |
_ CPUT_TEMP Normal 36 degrees C |
E  ovvreve o Normal 28 degrees C |~
Unknown DIMMTEMP_BO Not Available No Reading
Unknown DIMMTEMP_CO Not Available No Reading
Unknown DIMMTEMP_DO Not Available No Reading
Unknown DIMMTEMP_EO Not Available No Reading
Unknown DIMMTEMP_FO Not Available No Reading
Unknown DIMMTEMP_GO Not Available No Reading
Unknown DIMMTEMP_HO Not Available No Reading
Unknown DIMMTEMP_I0 Not Available No Reading
Unknown DIMMTEMP_JO Not Available No Reading
Unknown DIMMTEMP_KO Not Available No Reading
Unknown DIMMTEMP_LO Not Available No Reading
Unknown DIMMTEMP_MO Not Available No Reading
Unknown DIMMTEMP_NO Not Available No Reading
Unknown DIMMTEMP_00 Not Available No Reading
Unknown DIMMTEMP_PO Not Available No Reading
Unknown DIMMTEMP_QO Not Available No Reading
Unknown DIMMTEMP_RO Not Available No Reading
Unknown DIMMTEMP_SO Not Available No Reading
Unknown DIMMTEMP_TO Not Available No Reading
Unknown DIMMTEMP_UO Not Available No Reading
Unknown DIMMTEMP_VO Not Available No Reading
Unknown DIMMTEMP_WO Not Available No Reading
Unknown DIMMTEMP_X0 Not Available No Reading
| X At or below lower critical threshold 0RPM |~
[ At or below lower critical threshold 0RPM |
| AW B¢ r halw lnwr critical thrachnld A roM Ins
Unknown DIMMTEMP_X0 Not Available No Reading
| X At or below lower critical threshold 0RPM |~
_ FAN2 At or below lower critical threshold ORPM |~
. At or below lower critical threshold 0RPM |
| Y At or below lower critical threshold 0RPM |~
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Sensor owner

Displays the Sensor Owner information.
Select a Sensor Type Category

+ All Sensors

« Management Subsystem Health

+ Button / Switch

* Processor

*  Drive Slot

+  Watchdog2

+ Critical Interrupt

* Memory

+  Power Supply

* Physical Security

«  Power Unit

+ System Event

+ Event Logging Disabled

+ Voltage Sensors

+ All Sensors

+ Fan Sensors

+ Temperature Sensors

« OEM Sensors

Auto Refresh(sec)
Select the Auto Refresh time by drop-down list. Option available: 5/ 10/ 15/ 30/ 60/ 150/ 300/ Never

Refresh
Click on the Refresh button to refresh the page.

Show Thresholds
Click on the Show Thresholds button to view non-critical, critical and non-recoverable thresholds.

Gigabyte Server Management Console
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2-4-7 NIC Information (BIOS)

This page displays all detected NICs on this device. It allows you to on-board NICs, add-on NICs.
To open the this page, click NIC Informatiion (BIOS) from the menu bar. It displays the following:

Power 3 Refresh @ root~

B3 Overview

NIC information (BIOS)

S A~
Port Class Component Device Vendor Deviceld Vendorld Subsystemld
System event log
~

51:00.0 Network controller SoC Ethernet Controller X710 for 10GBASE-T Intel Corporation Ox15FF 0x8086 0x1000
Host video recorder

51:00.1 Network controller SoC Ethernet Controller X710 for 10GBASE-T Intel Corporation Ox15FF 0x8086 0x0000
B Hardware status
System information

NVME/HDD information
(BIOS)

System component

SMBIOS

Security and access

[ Resource management

% BIOS

2-4-8 NIC Information (BMC)

This page displays all detected NICs on this device. It allows you to on-board NICs, add-on NICs.
To open the this page, click NIC Informatiion (BMC) from the menu bar. It displays the following:

Power 3 Refresh @® root~

NIC information (BMC)

s
stem event log

Total NIC : 1

Ethernet Controller 10G X550T
~ Interface : NCSIOverRBT
Total Port Numbers : 2

~
Host video recorder
~

B Hardware status
g :
ystem information Vendor Name: Intel Corporation

FRU information Device Name: Ethernet Controller 10G X550T
U nioi Subsystem Name: Intel Corporation
Subdevice ID: 1000
DDR information
Firmware Name: X550 FW Ver
Inventory and LEDs INC-SI Firmware Version (Hex): 00.00.03.60
NIC information (BIOS) Port0 - Link Status Link is Down
NIC information (BMC) MAC Address 10FFE0:80:47:D0

NVME/HDD information
(Bla=) Port1-  LinkStatus Link is Down

NVMe information (BMC) MAC Address 10:FF:E0:BO:47:D1
System component
SMBIOS.

Operations v

Manufacturer: Intel Corporation

Settings
Security and access

Resource management

Gigabyte Server Management Console
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2-4-9 NVMe/HDD Information (BIOS)

This page displays all detected NVMe device and other hard drive devices in this system.
To open the this page, click NVMe/HDD informatiion (BIOS) from the menu bar. It displays the following:

NVME/HDD information (BIOS)

& Logs ~
System event log
Host video recorder
= ~

E  Hardware status

System information

NIC information (BIOS)
NIC information (BMC)

NVME/HDD information
(BIOS)

System component

SMBIOS

= Operations o
ettings
ecurity and access

e2 Resource management

®  BIOS

Gigabyte Server Management Console
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2-4-10 SMBIOS

To enable this function, turn on the host and wait for the BIOS to upload the relevant data.
Display the SMBIOS.

Save: Click to save the settings.

Reset: Click to reset the changes.

Power 3 Refresh @ root~

o SMBIOS

Dashboard

Type: 0
System event log

Host video recorder
Type: 1
3 Hardware status

System information Type: 2

FRU information
Type: 3
CPU information
DDR information
Type: 4
Inventory and LEDs

Sensor readings

Type:7

NIC information (BIOS)

Type:8
NIC information (BMC) b

NVME/HDD information

(BIOS) Type:9

System component
Type: 11
SMBIOS

Operations Type: 12

ings

Type: 13
urity and access e

ource management

Type: 15

¥ BIOS

Type: 16

Type: 17

Type: 18

Type: 19

Type: 20

Type: 24

Type: 32

Type: 38

Type: 39

Type: 40

Type: 41

Type: 44

Type: 127

Type: 128

Type: 130

Type: 131

Type: 132

Type: 133

»
&
7

" w

n
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2-5 Operations
2-5-1 Factory Reset

In Web GUI, this option is used to reset the factory defaults of the device firmware, BIOS settings, BMC settings.
Warning: Please note that after entering reset factory widgets, other web pages and services will not work.
All open widgets will be closed automatically. The device will reset and reboot within a few minutes.

To open Factory Reset page, click Operations > Factory Reset from the menu bar. A sample screenshot of the
Factory Reset Defaults Page is shown below.

Power O Refresh (@ root~

Factory reset

g
&
a

0 Reset options

System event |
- 0 © Reset server settings

Resets firmware settings including: BIOS settings (the specific reset items relate to the BIOS implementation).

b
g
2
a

Host video recorder

£ Hardware status

»

System information
Reset BMC settings

FRU information This option resets BMC settings, including: all BMC account data, all changed passwords, all policies, LDAP configurations, network addresses, and time of day.
CPUniGHE Preserve Configuration

DDR information

Inventory and LEDs Click on the restore button to reset to Factory defaults settings.

N This operation cannot be undone. All remote sessions will be ended, and all users and network interfaces will be disabled. Click Confirm to continue,or click
Sensor readings

ancel
NIC information (BIOS) m
NIC information (BMC)

NVME/HDD information
(BIOS)

System component

SMBIOS

= ations ~

Factory reset

Firmware
Reboot BMC
SOL console

Server power operations.

Preserve Configuration: Select the settings to be preserved.
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Reset: Click on the Reset button to reset factory settings.
2-5-2 KVM

The system and browser requirements for Remote Control are given below.
System Requirements
+ Client machine with 8GB RAM.

+ If the client machine has 4GB RAM, there will be a lag in the video/keyboard/mouse functionality.

To open KVM, click Operations > KVM from the menu bar. A sample screenshot of the KVM Page is shown below.

KVM

= 3 HTMLS iKVM Viewer
System event log

Host video recorder O Content Auto Scale Bxclusive Mode
Window Auto Resize O share Mode

B Hardware status
System information

FRU information
CPU information

Java iKVM Viewer

DDR information

NOTE: Please enable the executable bit of the download jar file if double-click cannot launch the iKVM viewer.

Inventory and LEDs

NIC information (BIOS)
NIC information (BMC)

Keyboard Macro

NVME/HDD information
(B10S)

System component
SMBIOS

ogs
~
> Operations. ~
Factory reset
KVM
v

You can view and modify keyboard macro on this page. Button Name is optional. Find more supported key detail in user guide.

Key Sequence Button Name
7 | Ctrl+ Alt + Del Ctrl + Alt + Del
:
:
:
T 10
©@  Security and access ~
e
@ Resource management v

®  BIOS v

A detailed description of the menu items is given below.

HTML5 iKVM Viewer
Click the Launch button to launch the H5viewer window.

Gigabyte Server Management Console
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Keyboard Marco
You can view and modify keyboard macro on this page. Button Name is optional.

NVME/HDD information
(®10S) Keyboard Macro

System component
You
SMBIOS

can view and modify keyboard macro on this page. Button Name is optional. Find more supported key detail in user guide.

3 Operations. o Key Sequence Button Name

Ctrl + Alt + Del Ctrl + Alt + Del
Factory reset

Enter Enter Key

1
[
Reboot BMC e

SOL console 5 | space Space Key
CapslLk

:
Virtual front panel 7
Virtual media 8
Boot config 5

@  Settings v

KvM

©  Security and access v
@ Resource management v
v

S BIOS

Java iKVM Viewer
Click the Download button to download the Java iKVM Viewer jar file.

iKVM Setting Panel

HTML5 iKVM Viewer

&

,  Logs ~
System event log

Hostvidooleeoi © Content Auto Scale Exclusive Mode
Window Auto Resize © Share Mode

B Hardware status ~
System information

Content Auto Scale
If this function is enabled, the iIKVM display area will be scaled to fit the window automatically.

Window Auto Resize
If this function is enabled, the window size will be resized to the size of iIKVM display area automatically.

Share Mode
If this function is enabled, the iIKVM Server should try to share the desktop by leaving other clients connected.

Exclusive Mode
If this function is enabled, the iIKVM Server should give exclusive access to this client by blocking all other clients.

Exclusive Mode rule:
1. Only the first connection can activate Exclusive mode.

2. If the second connection or other enable Exclusive mode, they can't eject other connection.
3. Some of client can not connect due to Exclusive mode, the viewer should show the reason.

Gigabyte Server Management Console
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1. Client Mode status (Share Mode or Exclusive Mode)
2. Host resolution

3. IKVM update frame per second

4. Current virtual keyboard layout

NOTE! If it shows (View Only) in front of the title indicator, which means the user can not control mouse, keyboard,
power control menu, ipmi menu, keyboard menu and option menu.

Remote Mouse
+ Control the host remotely via mouse.
+ Supported mouse operations: left click, right click, middle click, move, drag and drop, mouse wheel.

Remote Keyboard

+ Control the host remotely via a keyboard.
+ Supported keys: all keys on a standard keyboard.

Keyboard | Options | User List gEESY | Video | IPMI | Power Control

Virtual Keyboard

Keyboard Macro >

Virtual Keyboard
+ Virtual Keyboard is an on-screen keyboard.
+ Click the button Keyboard -> Virtual Keyboard to launch the virtual keyboard.

* The language layout of the virtual keyboard can be changed.
1. Right click on the virtual keyboard to open the language layout menu.
2. Select a language to change the keyboard layout.

+ Winkey usage: It depends on host OS.
1. WinKey + <other key>: WinKey Shortcuts
2. Double-click WinKey: Open and close the Start Screen or Start Menu

Gigabyte Server Management Console
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Keyboard Macro

+ This feature provides many hotkeys, shortcuts, and macros for use with a keyboard.

Go to Keyboard -> Keyboard Macro
1. Keyboard Macro list
Default Macro
Ctrl+Alt+Del
Alt+Tab

Alt+Esc
Ctrl+Esc
Alt+Space
Alt+Enter
Alt+Hypen
Alt+F4
Alt+PrntScn
PrntScn

F1

Alt+F1

Pause

Options

Keyboard | Options

Custom Macro: Users can define at web > Remote Control > Keyboard Macros page
Hold key: When the hold key is enabled, it will emulate when the user presses a key.

User List giES

Video

IPMI | Power Control

Keyboard/Mouse Hotplug

Preferences

Keyboard Mouse Hotplug
Click to activate Keyboard Mouse Hotplug.

Preferences
Click to open preferences.

Keyboard | Options | User List

Video | IPMI | Power Control

Preferences

Mouse

Enable Input

Absolute Mode

(Windows, Ubuntu, RHEL 6.x, SLES 12 and later)

Relative Mode
(Rest of the Linux)

Single Mode

Keyboard

Enable Input

Host Keyboard Input
Host Keyboard Layout

Repeat Key Delay

Gigabyte Server Management Console
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Input
Mouse

+  Allow different modes of mouse to be set on the BMC, so that the client can use the mouse control correctly.
+ If enabling mouse input, it will send mouse events from client to host, and vice versa.

* Mouse mode (depends on the host OS).
* Absolute mode - use the absolute location on srceen to address.
* Relative mode - use the bias value to move Host cursor (Ex: X axis +1 means move to left a unit).
+ Single mode - behavior like Relative mode. But the client cursor is hidden to avoid user confusion with

Host cursor image.
NOTE!

+ Use absolute mode first. When absolute mode not work, use candidate relative/single mode to move the
cursor. (eg: bios envirnment)

+ Single mode can be regarded as enhanced relative mode. It provides a better user experience.

+ Enter and Exit single mode
¢ Enter: Click the viewer GUI to enter.
* Exit: press esc or combo key ctrl+6 to leave.

Keyboard

*  Host keyboard input switch:
* Host keyboard input switch is used to make client keyboard layout(Not virtual keyboard) mapping host
keyboard layout.
+ For example, If client keyboard layout is JP and the host keyboard layout is US, and then you press "=" on
the client keyboard, the host will display "*" character.

* Host keyboard Layout:
+ Set Host keyboard Layout's language.

+ Provide multi language keyboard layouts to be used, as well as setting the key press repeating timeout
period.
+ If enabling keyboard input, it will send keyboard events from the client to host, and vice versa.
+ Change virtual keyboard layout.
* Adjust key down repeat delay. Range is 0 - 1000 ms.

Gigabyte Server Management Console
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Display

Image Quality
Control the host screen Quality. The more, the sharper the screen becomes.

Preferences

v Image Quality
[ Quality Level . [ ]
Session
Session
Preferences
o Image Quality
Quatte e -
Session
Timeout

« The "Session Timeout" contains two options:
1. Enable Session Timeout:
«  Enable or disable session timeout
2. Set Session Timeout:
+  Set the value of the session timeout.
«  The value of session timeout is between 1 to 99999 minutes.

Additional Confirmation Window
+ If the network is disconnected for some reason, this dialog will appear to notify user.
+ This dialog user can chose the reconnect or not

Confirm

Connection is closed, do you want fo

reconnect?

Gigabyte Server Management Console
-30-



User List

Keyboard | Options | User List gEES | Video | IPMI | Power Control

Chat Room

Chat Room

User List

You join 14:42
Type your message...
0/ 500

1. Click to open chatroom.
2. Greet message. Include user joined and leave.
3. Normal message bubble. Show the user name, ip address and time.
4. Whisper message bubble.
5. Input message area. Press "Enter" key or click "Send" button to send message.

*  How to whisper other user
+ You can also send whisper messages by using the format on the message @<username> <message>
* Notice: Currently, the maximum size of message is 500 words.

User List
+  Click to open the userlist.
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User List

Name IP address
root 10.8.130 86
1. Show number of users who are using iKVM.
2. Click to open userlist window
3. 3Drag area
4. IKVM users, the yellow head bar is current privilege owner who can control ikvm, and the grey head is not.
+ The user can click the Privilege Request button to request iKVM control privileges.
+ The user who has control privileges will receive the privilege request from the (Video only) user.
Other session requests the
privilege
Requester: root
From 192.168.9.28
Video

+  Click to open record functions.

Keyboard | Options | User List REES | Video

IPMI ‘ Power Control

Start Recording

Stop Recording

Screen Capture

Set Record Time

Timer Record For 2 Minute(s)
Video Play

Video Pause

Video Refresh

Zoom - 100% +
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1. Start to record video of iKVM. The video format is webm.

2. Stop the video recording then save file to local filesystem. Capture the screen of iKVM then save PNG file to local
filesystem.

Setup recording time for timer recording function, default value is 1 minute. Maximum is 180 minutes.

This is will be displayed as Timer recording for x minute(s) which x depends on recording time. Clicking this
function will record video for x minutes. User can use the "Stop recording" function to save

the video before timeout.

Play the host display

Pause the host display

Refresh the host display

Zoom in/out the host display

B w

© N O

IPMI
+  Click to open ipmi window.

Keyboard | Options | User List gEEY | Video | IPMI | Power Control

IPMI Command

10. Enter the ipmi command to input field and press "Enter" key to send.
11. The ipmi request command.
12. The ipmi response command.

+ NOTE: So far, the maximum size of command is 500 words.
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Power Control
+  Click to open power control function.

o=

Keyboard

Options

A.C. Power On the Host CRB Board
A.C. Power Off the Host CRB Board
Emulates OS Software Shutdown
A.C. Power reset Host CRB Board
A.C. Power Cycle Host CRB Board

User List Y | Video | IPMI | Power Control

Power On Host

Power Off Host - Immediate
Graceful Shutdown (ACPI Off)
Reset Host

Power Cycle Host
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2-5-3 Firmware

This page takes you through the process of firmware up gradation. A reset of the box will automatically follow if
the upgrade is completed or canceled. An option to Preserve All Configuration is available. Enable it, if you wish to
preserve configured settings through the upgrade.

B XL43-Z S2-000 01234567890123456789A8B Power 3 Refresh (@ root~

Firmware

System event log

Host video recorder

unnin e e
B Hardware status ~ Version Version
24.06.90 Unknown
System information
FRU information

CPU information BIOS

Running image
Inventory and LEDs
Sensor readings Version
DR10_MCTP
NIC information (BIOS)
NIC information (BMC)

NVME/HDD information Component
(®10S)

CPLD MB Firmware Version CPLD SCM Firmware Version CPLD BP Firmware Version
System component

Version Version Version
9 7 a

Server power operations
Firmware Type
Virtual front panel

Select Firmware Type
Virtual media

Boo config (et

L]
Update Firmware

File Source
Select the file source:

+  Workstation: Upload the firmware file directly from your local computer.
« TFTP Server: Download the firmware file from a remote server over the network using TFTP.

Firmware Type
+ BMC
+ Active (physical BMC flash2)
+ Backup (physical BMC flash1)
+ Both

« BIOS
* Active (physical BMC flash2)
+Backup (physical BMC flash1)

+ MBCPLD

+ SCMCPLD
+ BPBCPLD
+ SKU

Select the firmware type by the drop-down list. Click Add file and Click Start update button to process the firmware
update.

NOTE! Firmware images are required to be in the .tar file format.
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2-5-4 Reboot BMC

Click Reboot BMC to process BMC rebooting.

When you reboot the BMC, your web browser loses contact with the BMC for several minutes. When the BMC is back
online, you may need to log in again.

@ BuitonOpenBMC | 012345678 B XL43 00 23456789AB Power QO Refresh @ root~

& Logs ~ Last BMC reboot
2025-11-24 10:52:20 UTC
System event log
When you reboot the BMC, your web browser loses contact with the BMC
Host video recorder for sey minutes. When the BMC is back online, you may need to log in
again.
B Hardware status ~ o
System information
Reboot BMC
FRU information

2-5-5 SOL Console
To open SOL Page page, click Operations > SOL Console from the menu bar. A sample screenshot of the
SOL COnsole Page is shown below.

@) Buitton OpenaMC | 0 XL43 Power D Refresh @ root~

[ oo
°OL console

SOL console redirects the server's serial port output to this window.
NIC information (BIOS) Service: @ On Columns: Rows: )
123 40 Open in new tab
Status: @ Connec ted

NIC information (BMC)

NVME/HDD information
(BIOS)

System component
SMBIOS.

32 Operations. ~
Factory reset

Virtual media
Boot config

@ Settings o
J  Security and access

e Resource management v

Service: Configure the SOL service state (Enable/Disable).
NOTE! The activation process requires approximately 20-22 seconds before the service becomes fully
operational. Recommended to set a large value for Rows.

Status: Displays the connection status.

Columns: This setting defines the horizontal resolution of the console display.

Rows: This setting defines the vertical resolution of the console display.
NOTE! Set a larger value is recommended.
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2-5-6 Server power operations

This page allows you to view and control the power of your server.

To open Server power operations, click Operations > Server power operations from the menu bar. A sample screenshot
of Server power operations is shown below.

Power 3 Refresh @ root~

Server power operations

& Logs v

Current status

Server status

E  Hardware status ~
= off

<> Operations ~

- - Last power operation
oo 2025-11-27 03:44:07 UTC
B
Reboot BMC
Operations
SOL console
Server power operations Power on

Virtual front panel
Virtual media
Boot config

@ Settings v
@  Security and access v
g Resource management v

?  BIOS ~

Current Status: Display server power operations.
Operations: Click to the button to process the power operation.

Gigabyte Server Management Console
-37-



2-5-7 Virtual front panel

This page shows the power status of the server.

To open Virtual front panel, click Operations > Virtual front panel from the menu bar. A sample screenshot of Virtual
front panel is shown below.

@ suit on OpenBMC Power O Refresh @ root~

:
Tt |
Virtual front pane

This page shows the power status of the server.
Power Control

NVME/HDD information
(BIOS)

System component
SMBIOS.

32 Operations. 2
Chassis Identify (UID) Control
You can tur on/off/blinking UID Control.

Curren it UID Status Off
Turn Off
u

@ K

©  Security and access v e

NMI (Non-Masking Interrupt)

Power Cycle Host

Power Control
This page shows the power status of the server. The following power control operations can be performed:

Power On Host
Selecting this option will power on the host.

Reset Host
Selecting this option will hard reset the host without powering off.

Power Off Host - Inmediate
Selecting this option will immediately power off the host.

Graceful Shutdown (ACPI Off)
Selecting this option will soft power off the host.

NMI (Non-Masking Interrupt)
Selecting this option will immediately interrupt the host.

Power Cycle Host
Selecting this option will immediately power off the host, then power it back on after one second.

NOTE! All power control actions are done through the BMC and are immediate actions. It is suggested to gracefully
shutdown the operating system via the iKVM interface or other interface before initiating power
actions.

Perform Action
Click to execute the selected remote power command.
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2-5-8 Virtual Media
This page enables the mounting of remote NFS/HTTPS images and exposes them to the system as local storage.
To open Virtual Media, click Operations > Virtual Media from the menu bar. A sample screenshot of Virtual Media is

shown below.

@

System event log

B Hardware status ~
System information
A

Inventory and LEDs

(BIOS)
3> Operations
Factory reset

Virtual media

Boot config

S  Setings v

rity and access

@ Resource management

Virtual media

Device 1

No disk

No
Device 3 No

No

No disk

Image Share on Network

Select Device Device 1 ¢

Share Host Samba =

192.168.0.100

Path To Image /path/to/image.so

User (Optional) Username

Password (Optional) ]

HTML5 VM Viewer

Java VM Viewer

Image Share on Network
Select Device: Select virtual media Device.
Share Host: Select the host.

Path To Image: Enter the path to image. Note: Support .iso, .img or .ima file, and folder "/".

User (Optional): Enter the User account.
Password (Optional): Enter the Password.

Actions
Save

Click on the Save button to save the settings.

Mount

Click on the Mount button to mount the image file.

Unmount

Click on the Unmount button to unmount the image file.

Power

O Refresh

® root ~
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Test Steps

1. Prepare a file server such as Samba, HTTPS or NFS. We will share media from the network.
2. Select Device: Select a device you want to use.

3. Share Host: Choose which file server you want to use for sharing media: Samba, HTTPS, or NFS. And enter ip
address of file server.

Path To Image: Enter the path to the file you want to share from the file server.

User: Enter the user, if access to the file requires authentication.

Password: Enter the password, if access to the file requires authentication.

Save: Must be click on the Save button before click on the Mount button.

Mount: Mount the image file.

Unmount: Unmount the image file.

©ooN R

HTML5 VM Viewer
Click 'Launch' button to launch the Virtual Media window.

Java VM Viewer
Click ' Download ' button to download the VMviewer (.jar) file.
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2-5-9 Boot Config

This page Display boot configuration information.

To open Boot Config, click Operations > Boot Config from the menu bar. A sample screenshot of Boot Config is shown
below.

Power 3 Refresh @ root~

Boot config

Logs .
e | Boot Option
System event log

~
Host video e Boot Source Override
Disabled *
B Hardware status A~
Mod
System information ode
Lega *
FRU information =
U — Boot Device Selector
None *
DDR information
Inventory and LEDs
NIC information (BIOS)
NIC information (BMC)
| womemanono |

NVME/HDD information

(BIOS) You can order options and drag between active and inactive options.

SysamCo I Active Options Inactive Options
SMBIOS EFI PXE 0 for IPva (10-FF-E0-39-82-B8)
= rations ~
EFI PXE 0 for IPV6 (10-FF-E0-39-82-88)
Faclory reset
N

EFI HTTP[IPv4](10-FF-E0-39-82-B8)

EFI HTTP[IPV6](10-FF-E0-39-82-B8)

Firmware

& ings
| O secrity and s R
urity and access v

EFI PXE 1 for IPv4 (10-FF-E0-39-82-B9)

KvMm
- EFI PXE 1 for IPv6 (10-FF-E0-39-82-B9)

EFI HTTP[IPv4](10-FF-E0-33-82-B9)
EFI HTTP[IPV6](10-FF-E0-33-82-B9)

EFl Internal Shell

Boot Option: Select the device to boot.
Boot Order: Priority the Boot Order.

Actions
Save: Click on the Save button to save the option settings.
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2-6 Settings
2-6-1 Alert

This page displays alerts information.
To open Alert page, click Settings > Alert from the menu bar. A sample screenshot of the
Alert Page is shown below.

@ suiton ope 012345 L Power O Refresh

B3 Overview

Alerts

B shboard
Logs PEF
B Hardware status
To configure the global PEF configuration, please click here
Operations
N
4 No. PEF Enable # Policy Set Sensor Type Sensor Name Assertion Condition PEF Actions I
1 No 1 Reserved No Sensor N/A N/A 2
Alert policies
2 No 0 Reserved No Sensor N/A N/A 2
Alert email
Dete and L 3 No 0 Reserved No Sensor N/A N/A pa
5 Na o Reservad No Sensor N/A N/A & v

iKVM and virtual media
SNMP Trap
Backup restore
Fan Profile LAN Channel Dedicated NIC (1) B

SNMP Trap Ovi v O3

Alert Destination

LAN Channel Dedicated NIC (1) i
Enable Alerting ©

Alert Destination #1

O sNMP Send SNMP Alerts to IP IP:default port 162

Email Send Email to mail@example.com

Alert Destination #2

O sNMP Send SNMP Alerts to IP IP:default port 162

Email Send Email to mail@example.com

Alert Destination #3

O sNMP Send SNMP Alerts to IP IP:default port 162

Email Send Email to mail@example.com

Alert Destination #4

O snmP Send SNMP Alerts to IP IP:default port 162

Email Send Email to mail@example.com

Alert Destination #5

O snmP Send SNMP Alerts to IP IP:default port 162

*) Email Send Email to mail@example.com

Save
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2-6-1-1 PEF Configuration

Platform Event Filter (PEF) provides a configurable mechanism that enables the BMC to determine and
execute predefined system actions in response to both externally received and internally generated event
messages. Supported actions shall include system power-off, system reset, and the initiation of alert generation.
The PEF configuration shall consist of a global configuration section and up to 28 individually defined event filter
entries, each of which must specify event-matching conditions and the corresponding system response.

-000 01234567890123456789AB Power 3 Refresh @ root~

Alerts

PEF

To configure the global PEF configuration. please click  here
.
4 No. PEF Enable 4 Policy Set Sensor Type Sensor Name Assertion Condition PEF Actions I

1 No 1 Reserved No Sensor N/A N/A 2
2 No 0 Reserved No Sensor N/A N/A 2
3 No 0 Reserved No Sensor N/A N/A 2

4 No 0 Reserved No Sensor N/A N/A 2

Navigate to Alerts Page: Find the PEF section.

Global PEF Configuration:

PEF Enable: This setting controls whether the entire PEF system is active.
. Options: Enable / Disable

Log Event on Filter Action: This setting determines whether events should be logged when a filter action is triggered.
. Options: On/ Off

PEF Actions: These are the actions that can be taken when a filter is triggered. Multiple actions can be selected.
. Options: Alert, Power Off, Reset, Power Cycle, Graceful Shutdown, Diagnostic Interrupt

Configuring Event Filters:
« You can configure up to 28 event filters, each with its own settings.
+  Event Filter Enable: This setting controls whether the specific event filter is active.
. Options: On/ Off

Alert: This setting determines whether an alert should be sent when the filter is triggered.
. Options: On/ Off

Event Filter Action: These are the actions that will be taken when the filter is triggered. Multiple actions can be
selected.
. Options: Alert, Power Off, Reset, Power Cycle, Graceful Shutdown, Diagnostic Interrupt

Policy Set: An option allows you to specify a set of actions that should be taken when this event filter is triggered.
Sensor Type: This setting specifies the type of sensor to monitor. You can choose a specific type or select "Match All"
to include all sensors of that type.

. Example: Temperature, Voltage, Fan, etc.

. Match All: Select this option to include all sensors type.

Sensor Name: This setting specifies the name of the sensor to monitor. You can choose a specific sensor or select
“Match All" to include all sensors under the specified type.

. Example: Sensor1, Sensor2, etc.

. Match All: Select this option to include all sensors under the specified type.
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Assertion Condition (BIT EVENT): This setting specifies the conditions under which the event filter will be triggered.
You can select multiple conditions.

Save the Settings: Click the Save button to save the configuration. A dialog message pops up when the setting is
successfully configured.

2-6-1-2 SNMP Trap Configuration

SNMP (Simple Network Management Protocol) TRAPs allow the system to send notifications to a network
management system when specific events occur.

SNMP Trap

LAN Channel Dedicated NIC (1)

SNMP Trap Ovi Ovac O3

mmmmmmm ty String public

Navigate to Alerts Page: Go to the Settings Alerts and find the SNMP Trap sections.

Configure SNMP TRAP:
LAN Channel Selection: Choose between Shared NIC or Dedicated NIC for SNMP TRAP.
Note: Each LAN Channel's settings are saved separately, but only one set of settings can be saved at a time.

SNMP Version: Select the SNMP version to use:
SNMP vi/v2c:
*  Enter the community string.

SNMP v3:

+ Authentication Protocol: Choose the authentication protocol (e.g., MD5, SHA).
* Authentication Passphrase: Enter the authentication passphrase.
* Security Level: Select the security level:
+ authNoPriv: Authentication without privacy.
* authPriv: Authentication with privacy, which requires additional settings:
* Privacy Protocol: Choose the privacy protocol (e.g., DES, AES).
* Privacy Passphrase: Enter the privacy passphrase.
» SNMP TRAP Destination: Enter the SNMP TRAP destination IP address.
+ Severity Level: Set the severity level of events to be trapped.
+ Save the Settings: Click the Save button to save the configuration. A dialog message pops up when the
setting is successfully configured.

Q Success X
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2-6-1-3 Alert Policies Configuration

Policies
4 No. Group Number  Enable Action
1 1 No always send alert to this destination
2 N/A No always send alert to this destination
Datcandin 3 N/A No always send alert to this destination
4 N/A No lways send als o this destination

N/A

N/A

N/A

ination Selector

vent Specific Alert String

The alert policy defines how alerts are sent based on specific conditions and destinations.

Description of each field of Policy table

Alert String Key

N/A

N/A

N/A

N/A

The Alert Policy Table allows you to configure how alerts are delivered to various destinations. Each policy entry
specifies different parameters that determine the alert behavior, including the destination and conditions under which

the alert is sent.

Policy Table

Group Mumber 1 s

Enable

Actian always send alert to this destination
LAN Channel Dedicated NIC (1) s
Destination Selector 1 =

Event Specific Alert String

Alert String Key 1 .

A

Modlfy Alert Policy Entry by clicking the modify button of each entry:

No: The entry number in the policy table.

Group Number: This value identifies the entries belonging to a particular policy set. When an Alert Action is
taken, the BMC will scan the Alert Policy Table and will attempt to generate alerts based on the entries that
form the policy set.

Enable: Yes means this entry enabled, and No means this entry disabled.

Action: When an Alert Action is taken, the BMC will scan the Alert Policy Table and will attempt to generate
alerts based on the entries that form the policy set.

LAN Channel: Specifies the LAN channel to use for sending the alert.

Destination Selector: Channel determines which set of destination is used.

Event Specific Alert String: Yes means to use SEL decoded strings as the result alert string. No means the
Alert String Set / Selector sub-field is interpreted as an Alert String Selector that provides a direct pointer to
the desired Alert String from the PEF Configuration Parameters.

Alert String Key: Sets the Alert String data. The string data that should be used is dependent on the Channel
and Alert Type.
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Important
+  Within the same group, entries with a lower No. will be executed first. This means that the order of entries in a
group determines the priority of execution.
+ If Event Specific Alert String is Yes, the default message will be display.
+ If Event Specific Alert String is No, the selected Alert String Key will be used.

If Event Specific Alert String is No, and the selected Alert String Key is empty, you will receive a blank
message without any information about the event.

The default message example:

« RID:0002 TS:01/11/2024 21:10:50 SN:Physical Scrty ST:Physical Security (Chassis Intrusion) ED:General

Chassis Intrusion ET:Asserted EC:Critical RID:0002 RT:02 TS:65A0595A GID:0020 ER:04 ST:05 S#:E8
ET:6F ED:00 FF FF EX:02 FF FF FF FF FF FF FF
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2-6-1-4 Alert String Key Configuration

Alert policies

Alert String Key

BT ‘
Date and tim 3 &
o .

Al
VLAN

Modify Alert String Key by clicking the modify button of each entry:
+ PEF can be configured to handle two types of events: real sensor events from the BMC and virtual sensor
events, as detailed below.
* Save the Settings: Click the Save button to save the configuration. A dialog message pops up when the
setting is successfully configured.

2-6-1-5 Alert Example

*  Enter the string you want to display.

+ Real sensor events can be directly selected in the PEF configuration via the WebUI by specifying the
sensor type and name.

+ Virtual sensor events, such as those generated by the BIOS, cannot be directly selected and require
specific settings.

+ Since System Event Log (SEL) entries generated by the BIOS or by virtual sensors are not associated with
any physical BMC sensors, the PEF alert mechanism cannot match them using standard sensor identifiers.
To enable PEF alert handling for these SELs, configure the Sensor Type and Sensor Name fields to “Match
All", and specify the appropriate Assertion Condition bits required for the intended event-trigger behavior.

+ If the event is from a real sensor on the BMC, please refer to examples System Event Log Cleared and All
Temperature sensor upper threshold. For BIOS or Virtual Sensor Events, refer to examples BIOS Event
(Example of Critical Interrupt: Front Panel NMI & PCle AER Error) and BIOS Event(Example of Memory:
Correctable ECC & Uncorrectable ECC).

The table below lists the BIOS events and virtual sensor events:

From Sensor Type Assertion Condition bit(s)
BMC Drive Slot 0

BMC BMC Recovery Detect(OEM) 0

BMC BMC/BIOS Backup Log(OEM) 01,2,3

BMC BMC/BIOS Update Log(OEM) 01,2,3,4,5,6,7,8,9

BMC BIOS Switch Log(OEM) 0,1

BMC Memory 01,4

BMC Critical Interrupt 4,5

BMC AMD EPYC CPU ERROR(OEM) 1,2
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2-6-1-6 System Event Log Cleared
1. Go to Setting->Alert email and SMTP setup page.

9AB Power 3 Refresh @ root~

Alert email

SMTP

SMTP Server Domain/IPv4/IPv6

SMTP Passwore d
SMTP Server Port Number

SMTP SSL/TLS Enable on @ Off
StartTLS Enable On @ Off

Authentication Method On Manual @ Off

Clear

2. Go to Setting->Alert -> and Alert Destination setup page. Save the settings, and then click Send Test Alert. You
will receive a email intended for testing purposes only, containing no real information.

. Alert Destination © Suceess *
&« Logs . Alert Destination #1: A test slert has been
5 AR Shared NIC (2) = sent to the destination. Please check if you
E Hardware status o received the alert.

e 9 o

Alert Destination #1

SNMP Send

© Email Send Email to anthony.wong@gigacompu
t Destination #2

© snme Send SNMP Alerts to IP
Email Send Email to

Event that generated this alert:

RID:FFFE TS:12/31/1969 23:59:59 SN:Test Trap ST:Platform Alert ED:Platform Event trap generated ET: EC:OK

RID:FFFE RT:00 TS:65920B5A GID:0040 ER:03 5T:24 S#:00 ET:6F ED:02 80 00 EX:00 00 00 00 00 00 00 00

Gigabyte Server Management Console
-48 -



3. Set up the PEF and save the configuration.In the following example, the SEL cleared is used to illustrate the
procedure.

Modify PEF Configuration x

Enter the information for the alert below and press Save.

Event Filter Enable [ @]
Alert o
Event Filter Action @ ) Power Off @ ) Reset @ ) Power Cycle
@ ) Graceful Shutdown @ ) Diagnostic Interrupt
Policy Set ‘ - o
Sensor Type ‘ Event Logging Disabled +
Sensor Name ‘ e o ‘

Assertion Condition

[] bit0 Correctable Memory Error Logging Disabled

[ ] bit1 Event Type’ Logging Disabled.

bit2 Log Area Reset/Cleared

["] bit3 All Event Logging Disabled

[] bit4 SEL Full.

[] bit5 SEL Almost Full

["] bité Correctable Machine Check Error Logging Disabled

4. Go to Alert Policies Page, set up the Policies.

Policy Table *
Group Number 1 B

Enable [ o]

Action always send alert to this destination s

LAN Channel ‘ Shared NIC (2) +

Destination Selector 1 :

Event Specific Alert String @ _

Alert String Key 1 5

Cancel Save

5. Set up Alert String Key

Strings Table x

No.

1 =

Alert String Key alert string example

6. Go to System Event Log Page and clear log.

QRefiesh @ root~
B8 Dashboard Syst E L
i Y 9
System Event Log © suCsEL BMC Audit Log
Sefectevent og categor
Host Video Recorder e
* AllEvents
Har
Operations Severty eategory
| B nomation B Waming [ Critical
BMC Timezone @ Clent Timezone GMT+08:00
Alett Policies Filter by time
St end
ST 2024708716 % w 2024708716 = s
Date & Time .
@ o1c @ 505 B S e
Networks
Gartog w v ”n ;
e 4 Event 1D Time Stamp Sensor Name Controller Severity Sensor Type Description
KM & Vitual Media
1 Tue Aug 06 09:15:02 2024 st BhC Information Event Logging Disabled Log Area Reset/Cleared - Asserted

Syslog Settings
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7. Check mailbox.

2-6-1-7 All Temperature sensor upper threshold

1. After configuring the PEF settings, save the configuration. In the following example, the Upper Threshold of the Al
Temperature Sensors group is used to illustrate the procedure.

Modify PEF Configuration X

Enter the information for the alert below and press Save.

Event Filter Enable [ @]

Alert [ o]

Event Filter Action Power Off Reset Power Cycle
Graceful Shutdown Diagnostic Interrupt

Policy Set 1 Py

Sensor Type Temperature E

Sensor Name Match All -

Assertion Condition
bit0 (LNC going low for threshold)
bit1 (LNC going high for threshold)
bit2 (LC going low for threshold)
bit3 (LC going high for threshold)
bit4 (LNR going low for threshold)
bit5 (LNR going high for threshold)
bité (UNC going low for threshold)
bit7 (UNC going high for threshold)
bit8 (UC going low for threshold)
bit9 (UC going high for threshold)
bit10 (UNR going low for threshold)
bit11 (UNR going high for threshold)

Cancel m

2. When Sensor Name is set to Match All, the Assertion Condition field does not display a description of the
corresponding event, as each sensor type may have different event definitions and settings. For instance, in
the case of a temperature sensor, bit 7 and bit 9 typically represent “UNC Going High” and “UC Going High”,
respectively.

3. Go to Alert Policies Page, set up the Policies.

Policy Table *
Group Number 1 %

Enable «©

Action always send alert to this destination <

LAN Channel Shared NIC (2) A

Destination Selector 1 =

Event Specific Alert Sting @D

Alert String Key 1 a

Cancel Save

4. Raise the temperature to above the threshold.
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5. Check mailbox.
*+ In the following example, shows two Temperature sensor crossed the threshold.
+ CPUO_TEMP
+ VDDCR_0_PO_TMP

Event that generated this alert:

RID:0004 TS:08/06/2024 01:23:56 SN:CPUO TEMP ST:Temperature ED:Upper Non-critical - going high ET:Asserted EC:Non-Critical

RID:0004 RT:02 TS:66B17B2C GID:0020 ER:04 ST:01 S#:01 ET:01 ED:57 5F 5F EX:01 FF FF FF FF FF FF FF

Event that generated this alert:
RID:0007 TS:08/06/2024 01:28:55 SN:VDDCR 0 PO Temperature ST:Temperature ED:Upper Critical - going high ET:Asserted EC:Critical

RID:0007 RT:02 TS:66B17C57 GID:0020 ER:04 ST:01 S#:0E ET:01 ED:59 3B 3B EX:02 FF FF FF FF FF FF FF
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2-6-1-8 BIOS Event (Example of Critical Interrupt: Front Panel NMI & PCle AER Error)

Modify PEF Configuration X

Enter the information for the alert below and press Save.

Event Filter Enable «©

Alert [ @]

Event Filter Action Power Off Reset Power Cycle
Graceful Shutdown Diagnostic Interrupt

Policy Set 1 -

Sensor Type Match All =

Sensor Name Match All s

Assertion Condition

bit0 assertion event
bit1 assertion event
bit2 assertion event
bit3 assertion event
bit4 assertion event
bit5 assertion event
bit6 assertion event
bit7 assertion event
bit8 assertion event
bitg assertion event
bit10 assertion event
bit11 assertion event
bit12 assertion event
bit13 assertion event
bit14 assertion event

Cancel Save

Event that generated this alert:

RID:000B TS:08/06/2024 01:40:36 SN:Bios Event ST:Critical Interrupt ED:Front Panel NMI / Diagnostic Interrupt ET:Asserted EC:Critical

RID:000B RT:02 TS:66B17F14 GID:0001 ER:04 ST:13 S#:21 ET:6F ED:00 FF FF EX:02 00 00 00 00 00 00 00

Event that generated this alert:
RID:0010 TS:08/06/2024 01:47:48 SN:Bios Event ST:Critical Interrupt ED:PC| SERR(PCI Bus=0x0 Dev=0xA Func=0x0) ET:Asserted EC:Critical

RID:0010 RT:02 TS:66B180C4 GID:0003 ER:04 ST:13 5#:08 ET:6F ED:A5 00 50 EX:02 00 00 00 00 00 00 00
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2-6-1-9 BIOS Event(Example of Memory: Correctable ECC & Uncorrectable ECC)
As described in the BIOS Event section, BIOS-generated events do not correspond to actual BMC sensors. Therefore,
for PEF configuration, both Sensor Type and Sensor Name should be set to “Match All’, and all relevant Assertion
Condition bits should be selected in this example.

Modify PEF Configuration X

Enter the information for the alert below and press Save.

Event Filter Enable «©

Alert o«

Event Filter Action Power Off Reset Power Cycle
Graceful Shutdown Diagnostic Interrupt

Policy Set 1 =

Sensor Type Match All =

Sensor Name Match All s

Assertion Condition

bit0 assertion event
bit1 assertion event
bit2 assertion event
bit3 assertion event
bit4 assertion event
bit5 assertion event
bit6 assertion event
bit7 assertion event
bit8 assertion event
bitg assertion event
bit10 assertion event
bit11 assertion event
bit12 assertion event
bit13 assertion event
bit14 assertion event

Cancel Save

Event that generated this alert:

RID:0010 TS:08/06/2024 01:47:48 SN:Bios Event ST:Critical Interrupt ED:PC| SERR(PCI Bus=0x0 Dev=0xA Func=0x0) ET:Asserted EC:Critical

RID:0010 RT:02 TS:66B180C4 GID:0003 ER:04 ST:13 5#:08 ET:6F ED:A5 00 50 EX:02 00 00 00 00 00 00 00

Event that generated this alert:
RID:0004 T5:08/15/2024 15:18:48 SN:Bios Event ST:Memory ED:Uncorrectable ECC / other uncorrectable memory error(DIMM_FQ) ET:Asserted EC:Critical

RID:0004 RT:02 TS:66BE1C58 GID:0003 ER:04 ST:0C S#:08 ET:6F ED:A1 00 50 EX:02 00 00 00 00 00 00 00

Please refer Appendix for Assertion Condition (BIT EVENT) References
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2-6-2 Alert Email
Display alert email information.

B XL43-ZX0-A 000 01234567890123456789AB Power 3 Refresh @ root~

sssssss

ssssssss

SMTP Server Port Number 25

ssssss L/TLS Enable on @ Off
StartTLS Enable On © Off

Navigate to the Alert Email Page: Find the Alert Email section.
Configure SMTP Settings:

SMTP Server Domain/IPv4/IPv6 Address: Enter the domain name or IP address (IPv4/IPv6) of the SMTP
server.
Sender Email Address: Provide the email address that will appear as the sender of the alert emails
SMTP User: Enter the username for the SMTP server authentication.
SMTP Password: Enter the password for the SMTP server authentication.
SMTP Server Port Number: Specify the port number used by the SMTP server (commonly 25, 465, or 587).
SMTP SSL/TLS Enable: Enable or disable SSL/TLS encryption for the SMTP connection.
+  Options: On / Off
StartTLS Enable: Enable or disable StartTLS for the SMTP connection.
+  Options: On / Off
Authentication Method: Choose the method of authentication for the SMTP server.
+  Options: On / Manual / Off
*  On: The system will automatically handle authentication.
« Manual: If selected, choose one of the following methods:
«  PLAIN: Simple base64-encoded authentication.
*  CRAM-MD5: Challenge-response authentication mechanism.
«  EXTERNAL: Use an external mechanism for authentication.
« LOGIN: Two-step authentication with separate username and password steps.
+  Off: No authentication will be used.

Important Notes:
Click Save button to save all configurations.

SSL/TLS and STARTTLS: Only one of these should be enabled at a time. If both are enabled, STARTTLS

will typically be used.

+  SSL/TLS: Provides encryption from the start of the connection on a dedicated port (commonly port 465).

+ STARTTLS: Begins as an unencrypted connection and then switches to encryption after the STARTTLS
command is issued (commonly used on ports 25 or 587).

Authentication Method: If "Off" is selected for Authentication Method, SSL/TLS and STARTTLS settings will

not be used.

Save the Settings: Click the Save button to save the configuration. A dialog message pops up when the setting is
successfully configured.
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2-6-3 Alert Destination Configuration

Alert Destination

& Logs
LAN Channel Dedicated NIC (1) +
B Hardware status
Enable Alerting ©
SR Alert Destination #1
@ Settings O sNvP Send SNMP Alerts to IP IP:default port 162
Alerts Email Send Email to mail@example.com
Alert Destination #2
© SNMP Send SNMP Alerts to IP IP:default port 162
O sNMP Send SNMP Alerts to IP IP:default port 162
Email Send Emai to mail@example.com
Alert Destination #4
O snvp Send SNMP Alerts to [P IP:default port 162
emal Send Email 0 mail@example.com
Alert Destination #5

0 snvp Send SNMP Alerts to [P IP:default port 162

@  Security and access v

il Send Er | e il
gl Resource management v Email end Email to mail@example.com

®  BIOS ~ Send Test Alert

Navigate to the Alert Page: Find the Alert Destination section.
LAN Channel Selection:
Select LAN Channel:
* Select LAN Channel: Choose either Dedicated NIC or Shared NIC from the dropdown menu. Each NIC
has its own separate configuration.
* Enable Alerting: Toggle the switch to enable or disable alerting for the selected NIC.
+ StartTLS Enable: Enable or disable StartTLS for the SMTP connection.

Configure Destinations:
You can configure up to 5 alert destinations. For each destination, you can choose between SNMP and Email.
*  Alert Destination #1 to #5:
*  SNMP:
* Select SNMP: Choose the SNMP option to send SNMP alerts.
* Enter IP Address: Provide the IP address and port for SNMP alerts in the format
192.168.1.1:1234. If no port is specified, the default port 162 will be used.
* Email (SMTP):
+ Select Email: Choose the Email option to send alerts via email.
* Enter Email Address: Provide the email address to which alerts should be sent.

Save the Settings: Click the Save button to save your configurations for the selected NIC.
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Send Test Alert: You can click the Send Test Alert button to test the alert settings.

« The system sequentially dispatches alert messages to each configured destination and automatically
bypasses any entries with undefined parameters (i.e., missing IP address or email address).

+  During the test procedure, the system generates a diagnostic email or SNMP trap containing no
operational data; its sole purpose is to validate the alert configuration and verify network connectivity
between the host system and the designated SNMP server.

+  For each transmission attempt, the interface displays either a success or failure status, as illustration
below:

9 Error x
Alert Destination #5 : The test alert failed.

Check configurations then try again.

© Success X
Alert Destination #3 : A test alert has been
sent to the destination. Please check if you
received the alert,

e Success ®
Alert Destination #4 : A test alert has been

sent to the destination. Please check if you

received the alert.

@ Success X
Alert Destination #1 : A test alert has been
sent to the destination. Please check if you

received the alert.

° Success ®

Alert Destination #2 : A test alert has been
sent to the destination. Please check if you
received the alert.

« Ifan alert transmission fails, verify that the selected NIC has proper network reachability to the target
SNMP or SMTP server, and ensure that the SMTP email parameters are correctly configured.
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2-6-4 Date and Time

@ suit on OpenBMC 01 00 01234567%

Overview

Date and time

Dashboard

S Logs
| @ Tochange how date and time are displayed (either UTC or browser offset) throughout the
= Hardware status application, visit Profile Settings

<> Operations
Time Zone

@ Sefttings

GMT+00:00 | Casablanca, London -
Alerts

Alert policies e
@ NP Enable
Alert email @ Use NTP servers (DHCP)

Date and time Primary NTP Server Secondary NTP Server

Networks

Date 24-hour time (UTC)
soL YYYY-MM-DD HH:MM

SNMP 2025-11-24 16:02

iKVM and virtual media

Time Zone
The time zone setting will valid after BMC reboot.

NTP Enable
Enable/disable NTP service.

Primary NTP Server

Secondary NTP Server

Date (YYYY-MM-DD)

Time (24-hour)(HH:MM)

NOTE: The date and time can not be set more than Tue Jan 19 03:14:07 2038 .

Sync from RTC
Click the 'Sync from RTC' button to Synchronize BMC system time from BMC RTC time.

Save

Click the 'Save' button to save the new Date Time configuration.
If NTP is enable, just only update BMC system time.

If NTP is disable, update BMC system time and BMC RTC time.
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2-6-5 Networks
This page provides configure IPMI Lan Channel settings for the BMC.

Networks

Configure IPMI Lan Channel settings for the BMC

ssssssssssssssssss

20-25-10-02-10-17 amd-obmc

 IPv4 Network Settings

' IPv6 Network Settings

+ Lan Failover
« Enable: Bind all interfaces together.
+ Disable: Each interface has its own configuration.

+ Lan channel: Select LAN channel to configure.
«  MAC address: Set MAC address.

* Hostname: Set host name.

« |Pv4 Network Settings

+ IPv6 Network Settings

IPv4 Network Settings
Network interface
+ Link Disabled: This option disables the network interface.
+ Static IP Address: This option allows you to manually configure the network settings by assigning a fixed IP
address, subnet mask, and gateway.
« DHCP Enabled: This option enables the network interface to automatically obtain an IP address, subnet
mask, and gateway from a DHCP server.

Gateway
When using a static IP, you manually set the gateway; with DHCP, it's provided automatically.

IP Address
An IP address is a unique identifier assigned to each device on a network.

Subnet mask
A subnet mask defines the network and host portions of an IP address, allowing devices to identify which network
they belong to.

DNS Server

The Domain Name System (DNS) is a distributed hierarchical naming system for computers, services, or any
resource connected to the Internet or a private network. It associates the information with domain names assigned
to each of the participants. Most importantly, it translates domain names meaningful to humans into the numerical
(binary) identifiers associated with networking equipment for the purpose of locating and addressing these devices
worldwide.

Note
1. An IPv4 address consists of 32 bits, divided into four groups (or blocks) of 8 bits each, written in decimal and
separated by dot (".").

Gigabyte Server Management Console
-58 -



2. Each group ranges from 0 to 255

3. First group must not be 0 (IP address range 0.0.0.0/8 is reserved exclusively as a source address).

4. When the network source changes from DHCP to Static, the Static IP, Subnet Mask, and Gateway settings remain
the same as those provided by the DHCP source.

IPv6 Network Settings
Network interface
* Link Disabled: This option disables the network interface.
* Link Enabled: This option enables the network interface.

Gateway (Static)

This setting allow you to manually configure a gateway for the network, even if DHCPv6 or SLAAC (Stateless
Address Autoconfiguration) is enabled. When a static gateway address is set, it takes precedence over any
dynamically assigned gateway address provided by DHCPv6/SLAAC. This means that even if DHCPv6/SLAAC
is enabled and assigns a dynamic gateway address, the system will prioritize the static gateway address for
network routing.

Gateway (Dynamic)
This setting allow user to configure a gateway dynamically. It dynamically configures Ipv6 address using DHCP
(Dynamic Host Configuration Protocol).

Link-local address

Link-local address is a type of IPv6 address that is automatically configured and used for communication within

a local network segment. These addresses are not routable across the broader internet and are only valid within
a single network link. They start with the prefix fe80::/10, and each device on a network segment uses a unique

Link-local address to communicate directly with other devices on the same link.

DHCPv6/IPv6 DHCPV6/SLAAC

IPv6 DHCPv6 and SLAAC can be set to either enable or disable to control how an IPv6 address is assigned to
a device. DHCPv6 and SLAAC are enabled simultaneously, where SLAAC assigns the address, and DHCPv6
provides additional network configuration like DNS servers.

If this option is enabled, dynamic IP address and its prefix length will be displayed.

IP Address

A static IPv6 address that is manually assigned and does not change over time. When a static IPv6 address is
configured, it takes priority over any dynamically assigned IP addresses (from DHCPv6 or SLAAC). Even if the
device also receives a dynamic address, the static address will be preferred for outbound communication, routing,
or any services bound to it.

DNS Server
As same as ipv4 DNS Server settings but uning ipv6 address.

Note

1. Unlike IPv4, an IPv6 interface can have multiple addresses, such as link-local, global, and unique local addresses.

2. You can setup only one static ipv6 address.

3. An IPv6 address consists of 128 bits, divided into eight groups (or blocks) of 16 bits each, written in hexadecimal
and separated by colons (":"). For example 2001:0db8:85a3:0000:0000:8a2¢:0370:7334

4. Each block represents 16 bits, and leading zeros in each block can be omitted for brevity. Additionally, consecutive
blocks of zeros can be replaced with "::" once in an address.

Save settings
Click the 'Save settings' button to save the new Date Time configuration.
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2-6-6 VLAN
This page is used to configure BMC VLAN settings.

VLAN

Use this page to configure an 802.1Q VLAN private network on the specified LAN
channel.

= Hardware status
LAN Channel Dedicated NIC (1) M

> Operations

| Enable VLAN
& s
LIS VLAN 1D 0

Aoy VLAN Priority 0

Alert policies
Alert email

*+ Lan channel: Select LAN channel to configure.
* Enable VLAN: Enable/disable VLAN.

* VLANID: 1-4094

*  VLAN Priority: 0-7

Save
Click the 'Save' button to save the VLAN configuration.
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2-6-7 SOL

SOL console

SOL console redirects the server's serial port output to this windoy

Sensor readings
NIC information (BIOS)
NIC information (BMC)

NVME/HDD information
(BIOS)

System component

SMBIOS

= Opera

Virtual front panel
Virtual media

Serial Over LAN
Enable or disable serial over LAN communications.
Enable or disable Serial Over LAN for each LAN channel.

LAN Channel
Select which LAN Channel.

Enable SOL for Baseboard Mgmt
Click for enable or disable SOL for Baseboard Mgmt.

Baud Rate
9600 bps/19200 bps/38400 bps/57600 bps/115200 bps can be selected.

Flow Control
The options are None, RTS/CTS, and XON/XOFF.

Privilege Level
The options are User/Operator and Administrator.

SOL SSH

Customize the settings of the service used by Serial Over LAN Secure Shell (SOL SSH).

Allows changing the settings about service enable/disable, timeout and port used by the SOL (Serial Over LAN) SSH.
Changing this setting will immediately terminate all the sessions which are using SOL

SSH service.

SOL SSH
Checking/Unchecking the checkbox to enable/disable SOL SSH service.
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Port
Port range is 1 ~ 65535.

Timeout (sec.)
Timeout used for the idle sessions. (Units: seconds, default: 600, Range: 60-65535).

Save
Click the 'Save' button to save the SOL SSH configuration.
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2-6-8 SNMP

@) uiton opensmc C 43-7X 00 01234567890123456789AB

L
B SNMP Server
= Hardware status Enable SNMP. ©

Enable SNMP V1/v2C

Read-Only Community String

Read-Write Community String

Alert policies
Alert email

SNMP Server
Enable SNMP
Enable/disable SNMP Server.

Enable SNMP V1/V2
Enable/disable SNMP Server.

Read-Only Community String
Set read-only Community "public"

Read-Write Community String
Set read-write Community "public”

Save
Click the 'Save' button to save the configuration.
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2-6-9 iKVM and virtual media

Power 3 Refresh @ root~

iKVM and virtual media

5 s - . .
EERECGIEA Virtual Media Settings
B Hardware status
= Operations @ Virtual Media Service
Settings Virtual Media over HTMLS

T e Virtual Media over Java

Alert policies Port

Aler Instance Count

Date and time Session Timeout
=
Save

VLAI
SOl

Valid Value: 7 - 65535. Default: 627.

Valid Value: 7 -5

Valid Value: 0 - 1440. Unit: minutes.

ﬂlﬁao

SNMP

KM etings
@ iKVM Service
Fan Profile

© rity and access v

N
L

Session Timeout Valid Value: 0 - 9999. Default: 30.

Enabled HTMLS5 iKVM Viewer

gl Resource management v
Enabled KVM Port

[ o]
©
KVM Port 5900 Valid Value: 1 - 65535. Default: 5900.

®  BIOS v

Virtual media settings
Display iKVM and Virtual Media.

Save
Click the 'Save' button to save the configuration.
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2-6-10 Backup restore

Use this page to backup the current BIOS/BMC configuration and restore it.

~ Logs
3 Hardware status

> Operations

Alert policies
Alert email

Date and time

VLAN
SOL

SNMP

iKVM and virtual media
Backup restore
Fan Profile

©  Security and access -
€l Resource management v

¥ BIOS v

Backup BMC settings

Backup restore

Use this page to backup the current BIOS/BMC configuration and restore it.

Backup BMC settings

Backup the current BMC configuration.

Restore BMC settings

After upload the BMC config file and Press 'Restore’ button to restore BMC settings.

Restore File EEHMR | REREAER

Backup BIOS settings

Backup the current BIOS configuration.

Restore BIOS settings

Press ‘Restore’ button to restore BIOS settings.

Restore File WP | RRBEAER

Click the 'Backup' button to backup the current BMC configuration.

Restore BMC settings

Click the 'Restore' button to restore BMC settings.

Backup BIOS settings

Click the 'Backup' button to backup the current BIOS configuration.

Restore BIOS settings

Click the 'Restore' button to restore BIOS settings.

Power

& Refresh

® root -
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2-6-11Fan Profile

This page is used to display total fan policys of System.

5 B XL43-Z 2 9 Power {3 Refresh
Logs
o default
B  Hardware status
= = Ambient PCIE Hex
oo Policy | Initial | CPU | Ambient " Reference | . | Device | Ve
1] Duty TDP |Sensor Points
Settings [ | Tomp | |Enable | 1Ds
Alerts :nk"ow::;n;alnw) LSJnkncwi:M »
0 o |0 o |o 0 CPUO_TEMP, CPU1_TEMP ensor (162), Unknown Sensor (164) | (¢ o 0
Alert policies Unknown Sensor (166), FAN1, FAN2, 100
FAN3, FAN4, FANS, FANG, FAN7, FANS
| |
Unknown Sensor (160), Unknown
Datoland ; - i g . DIMMTEMP_CO, DIMMTEMP_EO, DIMMTEMP_FO, Sensor (162), Unknown Sensor (164), | o o |
DIMMTEMP_AD Unknown Sensor (166), FAN1, FAN2, 100
FAN3, FAN4, FANS, FANG, FAN7, FANS
VDDCR_0_PO_TMP, VDDCR_1_P0_TMP, VDDCR_0_P1_TMP, | Unknown Sensor (160), Unknown
2 30 0 0 0 VDDCR_1_P1_TMP, VR_P1_CORE_TMP, VR_P1_VDDIO_TMP, | Sensor (162), Unknown Sensor (164), 55,90 30, 0
VR_PO_SOC_TMP, VR_PO_VDDIO_TMP, VR_PO_CORE_TMP, | Unknown Sensor (166), FAN1, FAN2, 100
L VR_P1_SOC_TMP FAN3, FAN4, FANS, FANG, FAN7, FANS
Unknown Sensor (160), Unknown
8 | . 8 , SLOT3_GPU_TEMP, SLOT9.GPU_TEMP, SLOT1_GPU_TEMP, | Sensor (162), Unknown Sensor (164), | o o 0 |, 0x10de,
Fan Profil SLOT7_GPU_TEMP Unknown Sensor (166), FAN1, FAN2, . 100 0x10de
s s Unknown Sensor (160), Unknown
Resourca mang 4 = s, IR 3 SLOT3_GPU_TEMP, SLOTS_GPU_TEMP, SLOT1_GPU_TEMP, | Sensor (162), Unknown Sensor (164), | . . |,
SLOT7_GPU_TEMP Unknown Sensor (166), FAN1, FAN2, ' 100

Default
Fan Profile default.

SPECpower
Fan Profile SPECpower.

FAN3, FAN4, FANS, FANG, FAN7, FANS
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2-7 Security and access
2-741 Current users
This page is used to display Current Users.

Power G Refresh

Current users

Q Ssearch sessions 1 items
Username Type 1P address
Settings
root (me) Web (HTTPS) 10.8.13086 Disconnect
@  Security and access
Current users 20 + | Iems perpage <1

Resource management

BIOS
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2-7-2 LDAP

The Lightweight Directory Access Protocol (LDAP)/E-Directory Settings is an application protocol for querying and
modifying data of directory services implemented in Internet Protocol (IP) networks.

In Web GUI, LDAP is an Internet protocol that BMC can use to authenticate users. If you have an LDAP server
configured on your network, you can use it as an easy way to add, manage and authenticate BMC users. This is done
by passing login requests to your LDAP Server. This means that there is no need to define an additional authentication
mechanism, when using the BMC. Since your existing LDAP Server keeps an authentication centralized, you will
always know who is accessing the network resources and can easily define the user or group based policies to control
access.

B Dashboard

Configure LDAP settings and manage role groups
[ £
B Settings

LDAP authentication
Enable

@ Security and access Service type

© OpenlLDAP

Current users. a
Active Directory

Server 1 -

CA Certificate valid until

Server URI Bind DN Bind password
LDAP Certficate valid untl ®
- Idap:// Leave empty to keep the previ®
Security settings
IP access control Base DN User ID attribute - optional Group ID attribute - optional

€ Resource management v

% BIOS v

Role groups

@ LDAP authentication must be enabled to modify role groups.

4 Group name % Group privilege % Group domain

No items available

Role groups

@ LDAP authentication must be enabled to modify role groups.

¢ Group name ¢ Group privilege ¢ Group domain

Mo items available
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2-7-2-1 Configuring on BMC server (Active Directory Login)
Settings
+  Service type: Active Directory/OpenLDAP
+  Server URI: Your AD server IP
+  Bind DN: (AD user name)@(AD domain name)
* e.g. good@adtest.local.com
+  Bind password: AD user password
+ Base DN: AD domain name
* e.g. dc=adtest,dc=local,dc=com
Note: User ID and Group ID is optional and could keep empty

* Add role group
«  Group name: Your AD user primary group
* e.g. davidtest
Note: If you didn't setup AD user's primary group, default primary group will be Domain Users

*+ Group privilege: Select login access ability
* e.g. Administrator

Active Directory Login
Web GUI login screen with AD user and password
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GIGABYTE

Please Login

Username

Password @

Remember Username

Forgot Password?

English :

OpenLDAP
Environment setup
Prompt when installing:
OS : Ubuntu 20.04
# sudo apt-get install slapd Idap-utils gnutls-bin ssl-cert
1. Administrator password => admin (Please input your LDAP admin password)
2. Confirm password => admin

Configuring slapd
In Ubuntu, there is a terminal Ul to reconfigure slapd.
# sudo dpkg-reconfigure slapd Follow the steps below to set your environment:
1. Omit OpenLDAP server configuration? => No
DNS domain name => sc1.test (Domain name will be your base DN)
Organization name => bmc
Administrator password => admin (Please input your LDAP admin password)
Confirm password => admin
Do you want the database to be removed when slapd is purged => No
Move old database => yes

Nogakowdd

LDAP Browser/Editor After configuring LDAP is finished, reviewing or editing the LDAP tree can be done through the
LDAP browser/editor application. We will use phpldapadmin for the following example:
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1. Install phpldapadmin for LDAP management
# sudo apt-get install phpldapadmin

2. Edit phpldapadmin configurations
# sudo vi /etc/phpldapadmin/config.php

$servers—setValue

$config—custom—appearance

Login to phpLDAPadmin to set LDAP users
http://localhost/phpldapadmin

n 'El phpLDAPadmin (1.2.2) - X m Firefox Privacy Notice

- C Q D or 127.0.0.1/phpldapac 80% ¥ B =
Deprecated: Array and string offset access syntax with curly braces Is deprecated in fusr/share/phpldapadmin/lib/functions.php on line
1614
php
-LDAP .
=atmin 19 ¥Q@
Home | Purge caches | Show Cache

-

"\iyo'g‘_?m i Authenticate to server My LDAP Server

Warning: This web connection |s unencrypted.

Login DN:
= cn=admin dc=scl,dc=est

Password:

Anonymous

Authenticate

Login DN: cn=admin,dc=sc1,dc=test
Login password: admin
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Setting on LDAP server

“« @] O O 127.0.0.1/phpldapadmin/cmd.php?server_id=1&redirect=true 60% v B N =

she L3
S odwin P i ¥09

Home | Pusge caches | Show Cache

M My LDAP Server O
R e®»o0o8n@4d

whema search el oMo impet exeet legout

Logoed = a1 CRzadmn Select a template for the creation process
B cc=scl, de=test (1)
® cn=aamin Templetan © il couner Mau: Account

Create new entry here @l Courier Mt Anas ow

[ ﬁ Generic. Address Book Entry ‘ Sambe: Grous Mapseg

' Genenc: DNS Entry B somoe: mocnie
& Generic: LDAP Allas o
P Gerenic Orpansational Rose ° “"
& o
Genenc. Drganisstional Ut -

o=
@ Genenc: Posix Grou o=
© R Gerenc: simpie security Otpect o=

o p————— e s

B roine: User ntry

R samba: account U
1. Click Create a child entry
2. Click Generic: Posix Group
<« C QD 127.0.0.1/phpldapadmin/cmd.php?server_id=18&redirect=true 60% Tv ®@ & =

"’—'fn k.

Home | Furge caches | Show Cache

pI¥0Q@

M My LDAP Server @ L3
ERaeooE®d

t logout

Logeed i 4t Ch=amn

Mew Posix Group (Step 1 of 1)

P gemscl, destest (1)
T cn=aamin GID Number hen e

Crente new entry nere

S00
Group o e
[1a2p_pamin ]
users .ty
Create Owext |

3. Input Idap_admin and click Create object
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L3
o C Q DO 127.0.0.1/phpldapadmin/emd.php 0% T3 @ 9

?:Wm pi¥ae

Home | PUPQe Cadiest | Show Cache

1§ My LDAP Server &
B EIV ® o8 Q L |

Loes = a Crzadim

% Refresh ¥ Show internal attributes
= @ ac=sc1, acztest (2) e s
T cn=samin
8 Cretdeo_edmi 1 Copy or move this entry & Delete this entry
Crente new entry nere [ Rename A Compare with another entry
Create a child entry [ Add new attribute
= e
\dap_admin
[rev——
oloNUmMber .
500
objectClass ————
@ posinGroup
O [wp
(808 v

| uodste otject

4. Input Idap_admin and click Create a child entry

« i O D 127.0.0.1/phpldapadmin/cmd.php 60% Y7 @ 8

"'E:% P2 ¥8Q

Hume | Purge caches | Show Cache

"B & . —
EReoon@da

schwma ssash refresh et smport gt
Logged m a4 CHendmin Select a template for the creation process
B dcsscl, dostest (2)
 cnzaamin [ B courter Mas: Account =
& ensiaep_savin » @l Couner man: Auss o
Create new entry here R cenenc: Aoaress soox Entry 5 i semba: Gioup Mapping
B Genernc DNS Brtry ’ W PCh—
B Genenc: LDAF Atss o2

B Generic: Cromcisstionst ol o=
8 Gererc: Oromrisationst vt o

o=
& Generic: Posia Grown o
B ceneric: simple Secunty Oorect o=

R cenenc: user account W Tundertina: Asaress Book Entry

2 oiae: user srry & rasics
. Semta. Account

5. Click Generic: Simple Security Object
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m Fjrefox Privacy Notice

n 2 phpLDAPadmin (1.2.2) - X
|3
e

(@] Q [ o~ 127.0.0.1/phpldapadmin/cmd.php
she
'L"DﬁP
Homa | Purgs caches | Show Cache

M My LDAP Server @
B = o @ a

P demmel, destest (3)
% cnssamn
& cr=inep_samn
Creses new entry mere

60% ¥ © g =

New Simple Security Object (Step 1 of 1)

6. Input password pwd1 and User Name usr1

e
hO

'p-‘EDPV
“admin

Home | Purge caches | Show Cache

0 O 127.0.0.1/phpldapadmin/cmd php

B My LDAP Server G
FEReone@a

T sapart ingaut

# Refresh

s, destast 2
A s B Switch Template

B Copy or move this entry
[ Rename
Create a child entry

Erkadmin

& crsidan_admin (14)

& View 2 children

|dap_admn

= ——
0 |op

1802 vaiue)

7. Click cn=Idap_admin and check the gid, it's 500 in this example

60% ¢ B =

p¥8@

K Show intemnal attributes
QEIN'!

@ Delete this entry

R Compare with ancther entry
[ Add new attribute

QE-uo't subtree

Update Object
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K
E'lfo Py
Homs | Purge caches | Shew Cache

B My LDAP Server

ERAeon @

rateth win umgar

Create new entry here

sport Ingout

Q 0O 127.0.0.1/phpldapadmin/emd.php

® Refresh

S Switch Template
%1 Copy or move this entry
[ Rerame

Create a child entry

] 60%

@

pi¥8@

# Show interal attributes
o

& Delete this entry

G\ Compare with another entry
[ Add new attributa

onjectCiass
O account

0 |simpleSecurityDbject

(53 vaiue)

Update Object

8. Click userid=usr1 and add value to attribute objectClass

(_

-phR
5 4k

Homa | Purge caches | Show Cache

&

8 My LDAP Server G
B ®
E———

&

atrair.

idao_sdmin (L+}

R o=
R sensman

Create new entry here

9. Select posixAccount

OB ®

27 1agaut

o O 127.0.0.1/phpldapadmin/cmd.php

ew objectClass v

Current st of 3 values for attribute objectClass:

Enter the watue(s) you would e to sdd

m Firefox

fia phpLDAPadmin (1.2.2) - x
[

&)

ot

Fuma | Purgs caches | Shew Cache

M My LDAP Server @
BE & ®0

ae
ichama warch mimsh ifs imgon export
Lopged = an. Enzatmn

= ) desscl, destest ()

en=samin

& en=icap_admin (1+)

oD 127.0.0.1/phpldapadmin/cmd.phy

pi¥0@

to uid=usrl

account

SIS eCuTITYOBIeCE
top
certificationAuthority V2
deobpect

dektaCAL
domainfAclatcdObiect
dynsmicObject
extensibleObject
weeB0IDewre

ipHost
IsbeledURIObect
olcCoafia
olcFrontendConfia
pkiCA

phiLser

qualityl sbeiledDats

Add new Objectciass

60%

»T¥09

uid=usrl

Imstrutions: i orde o

New Required Attributes

2 thete cbaciClacs|as] 1o B entry, pou must specly & new sttributes that thes shiectClass rgures

o =
E e :a 1 =
Create new entry here @tdNumber )
500
homefusrl
[foood
Add DbjectClass and Attributes
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10.Input attribute
* cnisusri
* gidNumber is the gid of Idap_admin, it's 500 in this example
+ homeDirectory is /home/usr1 (no effect)
+ uidNumber is 10000 (no effect)

n ia phpLDAPaGmin(u.z} Bl ™ Firefox Privacy Notice
= &

O O 127.0.0.1/phpldapadmin/cmd.php 60% 7 @ ij =

phe
1._|:'|=1P. pT¢¥0@

Home | Purge caches | Show Cache

8 My LDAP Server C©
@R ®onR@4a
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2-7-2-2 Configuring on BMC server (OpenLDAP)

To enable/disable LDAP, check or uncheck the "Enable LDAP Authentication" checkbox respectively.

LDAP

Configure LDAP settings and manage role groups

Hardware status Settings

> Operations LDAP authentication
Enable

Users
Server URI Bind DN
Policies LDAP Certificate valid until

Base DN User ID attribute - optional

S BIOS

Settings

Web login -> Security and access Page -> LDAP page.
Enable LDAP authentication

 Choose Service type OpenLDAP

+ Enter LDAP Server URI

* Bind DN is cn=admin,dc=sc1,dc=test

* Bind Password is admin

« Bind DN is dc=sc1,dc=test

* User ID attribute is cn

*  Group ID attribute is gidNumber

+ Click Save settings, then you can add role group

Role groups

+ Group name + Group privilege

Idap_admin Administratar

Click “Add role group”

*  Group name is Idap_admin

*  Group privilege Administrator
+ Click Add

Power G Refresh (@ root~

Bind password

Leave empty to keep the previ®

Group ID attribute - optional

& Add role group |
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Active Directory Login

GIGABYTE

Please Login
Username
Password @

Remember Username

Forgot Password?
English %

Login in WebUI successfully

Pashboard

Virtual front panel ) Date and time ] Current users ]
Hardware status
3 Status Chassis Power 2025/11/24
= Operations - User . "
- Monday .
= ® Name %= ress
@ Settings

€ Resource management

@  Security and access 1 5 2 8 root(me) NP 108.130.86
. (HTTPS)
utc

BIOS

Virtual medi 2
Device 1 No disk emulation set

Device 2 No disk emulation set

Device 3 No disk emulation set

Device 4 No disk emulation set

Device 5

No disk emulation set

Login Web test
Now you can login with LDAP user usr1 with password pwd1
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2-7-3 Users

In Web GUI, the User page allows you to view the current list of user slots for the server. You can add a new user and
modify or delete the existing users.

To open User Management page, click Security and access > Users from the menu bar. A sample screenshot of
User Management Page is shown below.

Users

Channel| 1

UserID 4 UserName ¢ Status Privilege SOL Payload Access  SNMPv3 Access  IPMI Messaging  Email

1 root Enabled  Administrator Enabled Disabled Enabled 2

Click "Add user' for advanced configuration.
Fill in related the new user information and click 'Save user' to create a user.

Add user x

User ID 2

User Name ‘ ‘

Password ‘ @ ‘

Confirm Password

Network Privilege

Administrator s
User Enabled el .
SOL Payload Access Disabled .
Password Expiration Day 0 ¢
SNMPv3 Access
SNMPv3 Access Level ReadOnly .
SNMPv3 Authentication Protocol HMAC_MD5 s
SNMPv3 Authentication Passphrase
SNMPv3 Privacy Protocol CFB128_AES128 s

SNMPv3 Privacy Passphrase

Cancel
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2-7-4 Policies
This page is used to configure Policies.

Overview

Policies

5 Dashboard

Network services

BMC shell (via SSH)

= Operations Allow access to shell sessions via SSH, through port 22 on the BMC. @ Enzbled
@ Seftings
Networl k IPMI (out-of f-band IPMI)

ment of the platform via IPMI. Tools such as ipmitool @© Enabled
require this setting to be enabled.

& Security and access

WARNING: It needs some time to let new settings take effect. (Approxima tely 30 secon ds)

IP access control

& Resource management

S  BIOS

Network services

« BMC shell (via SSH)
* Network IPMI (out-of-band IPMI)

BMC shell (via SSH)
Allow access to shell sessions via SSH, through port 22 on the BMC.

Network IPMI (out-of-band IPMI)
Allow remote management of the platform via IPMI. Tools such as ipmitool require this setting to be enabled.

Add user x

User ID 2

User Name | |

Password | & |

Confirm Password

Network Privilege Administrator

User Enabled

Enabled
SOL Payload Access Disabled
Password Expiration Day 0 x
SNMPv3 Access
SNMPv3 Access Level ReadOnly
SNMPv3 Authentication Protocol HMAC_MD5
SNMPv3 Privacy Protocol CFB128_AES128

SNMPv3 Privacy Passphrase

Cancel
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2-7-5 Security settings
You can view and modify the security settings on this page.

Overview

5 Dashboard

Security settings

can view and modify the security settings on this page.

SSL Cipher Policy Control Mode

The SSL Cipher Control Mode allows an administrator to get or set the system SSL cipher mode.

SSLCipherMode | agyanced

IP Blocking Settings

Configuring the bad password threshold and the login failed attempts interval time of the remote ciient before that is login
blocked out and how long the remote client login blocked out will be expired and the remote client can re-login again.

IP access control PBlocking @D
el Resource management Failed Login Attempts (1-255) | 59
S BIOS Failed Login Attempts Interval Time (sec) 20

Remote Client Lockout Time (sec) 120

Port Settings

Set the port used for htps (defaulf: 443) web sessions. Changing this setting will immediately terminate all current web sessions.
Port range s 1 ~ 65535.

HTTPS (Secure) Port | 443

Optional Network Services

PMiover AN @

Network services

« BMC shell (via SSH)
+ Network IPMI (out-of-band IPMI)IPMI over LAN

BMC shell (via SSH)
Allow access to shell sessions via SSH, through port 22 on the BMC.

Network IPMI (out-of-band IPMI)
Allow remote management of the platform via IPMI. Tools such as ipmitool require this setting to be enabled.

SSL Cipher Policy Control Mode
The SSL Cipher Control Mode allows an administrator to get or set the system SSL cipher mode.
Select the SSL Cipher Mode and click 'Save' to save the configuration.

IP Blocking Settings

Configuring the bad password threshold and the login failed attempts interval time of the remote client before that is
login blocked out and how long the remote client login blocked out will be expired and the remote client can re-login
again.

Optional Network Services
* |PMI over LAN: Enable or disable the RMCP/RMCP+ service. Click 'Save' to save the configuration.
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2-7-6 IP access control

Use this page to add, edit or remove IP access rules.

@ st Opensiic

Overview

Security seftings

IP access control

e Resource management

S  BIOS

IPv4

Enable IP Access Control

&
B3 Dashboard
&
B

IP access control

IPv4

Enable IP Access Control:

Rule No Rule Type Rule Policy

IPv6
Enable IP Access Control:

Number Of Access Rules:

Rule No Rule Type Rule Policy

+ Click for enable or disable IP Access Control policy.

Add
Add a new rule.

Insert
Insert a new rule.

Modify

Modify the existed rule.

IPv4 Add Rule X

Rule No

1

Policy

Accept

Rule Type

IP/Mask

A

IP/Mask:
192.168.2.0/24
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Delete

Delete the existed rule.

Rule No
Show current Rule No.

Policy
* accept
* drop

Rule Type

* ipMask: Enter IP/Mask.

+ ipRange: Enter IP Range Start and End.

* Mac: Enter mac address
* Port: Enter tcp/udp protocol

Add Rule

Click on the Add button to add new rule.

IPv6

Enable IP Access Control

Click for enable or disable IP Access Control policy.

Add
Add a new rule.

Insert
Insert a new rule.

Modify

Modify the existed rule.

Delete

Delete the existed rule.

IPv4 Add Rule X

Rule No

1

Policy

Accept

Rule Type

IP/Mask

IP/Mask:
192.168.2.0/24
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Rule No
Show current Rule No.

Policy
*+ accept
* drop

Rule Type
* ipMask: Enter IP/Mask.
+ ipRange: Enter IP Range Start and End.
+ Mac: Enter mac address
* Port: Enter tcp/udp protocol

Add Rule
Click on the Add button to add new rule.
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2-8 Resource Management
2-8-1 Power
Displays system power information.

@ BsuitonopenBMc | 012 B XL43-ZX0-AAS2-000 (01234567890123456789A Power O Refresh @ root~

B3 Overview

Power
~  Logs Current power consumption
EEEE— 116 W

7 Hardware status

> Operations

Settings
@  Security and access
& Resource management

Power

2-8-2 Power Schedule
Displays power schedule.

(\\‘]t}) Built on OpenBMC 0123456 B XL43-ZX0-AAS2-000 01234567890123456789AB Power 'S Refresh @ root~

B3 Overiew

Power schedule

3 Hardware status
Index Enabled Start Date End Date Trigger Date Trigger Time Action

= Operations
No items available
Settings

@ Security and access

gl Resource management

Power

Power schedule

BIOS

Delete all
Click on the Delete all button to delete all data.

Gigabyte Server Management Console
-85-



Add
Click on the Add button to add new data. Add Schedule window pops up. Enter values and click 'Save' to add a new
power schedule.

Add Schedule x
Task 1 :
Enabled Enabled $
Action Power Off Host - Immediate =
Schedule

Time 00 & (:| 00 $
Date Specific s
2025-12-03 =
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2-9 BIOS (AMD BIOS joint feature)

This is Insyde BIOS joint feature. You should turn on the host and wait for the BIOS to upload the relevant data.
2-9-1 Main

The page show all BIOS configurations.

Power 3 Refresh (@ root~

Main

~ Logs BIOS Information

3 Harwaerry BIOS Vendor Insyde Software Corp.
BIOS Version DR10_MCTP
AGESA Version TurinPl-SP5 1.0.0.5
Build Date 08/12/2025
Build Time 16:50:15

) Security and access

VR Information
B Resource management

Version GOF8
Y, BIOS Onboard LAN Information
. LAN1 MAC Address 10-FF-E0-39-82-B8
Main
LAN2 MAC Address 10-FF-E0-39-82-B9

Totl Memory 30768 B

Save
Click on the Save button to apply your configuration to host after next boot on.

Reset
Click on the Reset button to reset all your modification, and reload page as current BIOS configuration.
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2-9-2 Advanced
The page shows all BIOS advanced page configurations.

Power 3 Refresh @ root~

Advanced

£ Logs

Demo Board
3 Hardware status

Boot Configuration

urity and access Peripheral Configuration

ource management
SATA Configuration
BIOS

Ma Memory Configurations

Advanced

AMD CBS USB Configuration

AMD PBS Option

CPU Related setting

Security

PCI SubSystem Setting

GCT Item

CXL Device Information

H20 IPMI Configuration

Console Redirection Configuration

Memory Information

SATA Drive Information

USB Device Viewer

H20 Redfish Configuration

Save
Click on the Save button to apply your configuration to host after next boot on.

Reset
Click on the Reset button to reset all your modification, and reload page as current BIOS configuration.
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2-9-3 AMD CBS
This page page includes the common items for configuration of AMD system-related information.

Power 3 Refresh @ root~

AMD CBS
~ v
e
3 Hardware status ~
s

Operations
Settings
Security and access

gl Resource management

Soc Miscellaneous Control

AMD CBS
AMD PBS Option

CXL Common Options
Security

/AMD CBS Revision Number 0x0

Power

Save
Click on the Save button to apply your configuration to host after next boot on.

Reset
Click on the Reset button to reset all your modification, and reload page as current BIOS configuration.
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2-9-4 AMD PBS Option
This setup page includes the common items for configuration of AMD CPM RAS related settings.

@ suitor 01234567890123456789AB  XLA43-ZX0-AAS2- 01234567890123456789AB power G Refresh (@ root~

B3 Overview

BJ Dashboard

~ Logs

AMD PBS Option

s> Operations . Range Encryption

e
3 Hardware status v

ettings

AMD Variable Protection ‘ Disabled

% Security and access

gl Resource management

& BIOS

Main

Save
Click on the Save button to apply your configuration to host after next boot on.

Reset
Click on the Reset button to reset all your modification, and reload page as current BIOS configuration.
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2-9-5 Security

Change, set, or disable supervisor and user password. Configuration supervisor password allows you to restrict
access to the system and BIOS Setup.

A supervisor password allows you to make changes in BIOS Setup.

A user password only allows you to view the BIOS settings but not to make changes.

(®) C | 01234567890123456789AB XL43-ZX0-AAS2 01234567890123456789AB Power & Refresh

B3 Overview

BJ Dashboard y
& Logs .

—— Storage Password Setup Page
E  Hardware status ~

Settings

TLS Certificate Manager

Security and access

gd Resource management ~ Current TPM Device Not Detected

TPM State Not Installed

S BIOS

Supervisor Password Not Installed
Main

B
Save
Click on the Save button to apply your configuration to host after next boot on.

User Password Not Installed

Reset
Click on the Reset button to reset all your modification, and reload page as current BIOS configuration.
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2-9-6 Power
Displays BIOS power information.

Power 3 Refresh (@ root~

Power

Wake on PME Enabled

Auto Wake on S5 Disabled

S5 long run test Disabled

oflofolo

OS ACPI Reset Type Warm Reset

) Security and access
& Resource management
& BIOS

Main

Save
Click on the Save button to apply your configuration to host after next boot on.

Reset
Click on the Reset button to reset all your modification, and reload page as current BIOS configuration.
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2-9-7 Boot
Displays BIOS boot information and provides items for configuration of the boot sequence.

Power 3 Refresh (@ root~

Boot

Quiet Boot Enabled ©
3 Hardware status Network Stack Enabled *
Operations PXE Boot Capability UEFI PXE:IPv4/IPv6 s
Settings HTTP/HTTPS Boot Capability HTTP/HTTPS:IPu4/IPv6 B
PXE / HTTP Boot Retry Policy
) Security and access z
Power Up In Standby Support Disabled
gHl  Resource management
Storage PCl Option Rom access ri ght Support Enabled
&, BIOS
ESATA drive boot access right Support Ereld]

Main

Add Boot Options

Auto
ACPI Selection Acpi6.5

Automatic Failover Enabled
Group Boot Options Grouped
Syne Order Disabled

Adjust Non-BIOS Boot Options Enabled
Group Auto Boot Order Disabled
Device Type in Boot Manager Enabled

Save
Click on the Save button to apply your configuration to host after next boot on.

oflofolofol|o

oflofolofole

Reset
Click on the Reset button to reset all your modification, and reload page as current BIOS configuration.
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2-10 Storage (will become visible when RAID Card is installed)

2-10-1 Storage System
Represents information about the storage set, including the number of physical devices, the number of logical devices,

the state of the storage system, and the operating status.

®
@ suror

Overview

Dashboard

& Logs

B Haroware status

System information

FRU information
CPU information
DDR information

NVME/HDD information
(BIOS)

System component
SMBIO!

Operations

2-10-2 Controllers

Storage system

Description

Logical devices 0
Physical devices 0

Storage System
Name Storage System
State Enabled

ower

G Refresh

Use this page to view controller information / actual hard disks / logical disk arrays / and provided features.

5
@ suor
Overview

Dashboard

dware status.

System information

Controller

Select Controller :

Controller Information

controller 0 B

Name: Broadcom RAID/HEA Controller
State: Enabled
FirmwareVersion : 5.120.02-2904
Manufacturer : Broadcom
Model : MegaRAID 9560-16i 8GB
SerialNumber : SKBO572249
E SupportedDeviceProtocols : SAS.SATA
Cache Size : 8192 MB
NVME/HDD information PackageVersion : 5212.0-3026
(BIOS) PCl Vendor ID : 0x1000
PCl Device ID : 0x10e2
51 Subendor 1D oo
PCl SubDevice ID : 0x4000
BIOS Version: 7.12.03.0.0x070C0300
Operations MemoryCorrectErrCount : 0
MemoryUnCorrectErrCount : 0
Settings Type : PCle
Channel number : 16

Security and access.
ource management

Bl

Storage

Storage system

S

Foreign Configuration

Scan

Patrol Read

Personality mode

RAID mode | JBOD mode

Switching Personality Mode (RAID/JBOD) can only be done when there are no Volumes present.

Physical Devices

Index 4  Slot Number Device ID

Logical Devices

Device ID 4

Protocol  Media Type BlockSize  State  Total Size Hotspare Type

No items available

RAID Level Block Size State Total Size Drive

No items available

ower

3 Refresh

® root ~

@ root ~
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SaveTTYLog:
* Download TTY logs.

Foreign Configuration

Foreign configuration provides the following three functions, namely scan / import / clear.
* Scan: Finding a drive with an external configuration.
* Import: You can synchronize the RAID information in the hard disk to the RAID card.
* Clear: Clear the foreign configuration in the hard disk.

Patrol Read
Check your system for hard drive errors that may cause drive failure.
It is only run for all RAID levels or for all hot spare drives.

Procedures:

Create Volume
Press the Create Volume menu and a dialog will pop up to guide you through the three steps of creating a disk array.
You can press Cancel at any step to leave. If there are currently no physical hard
disks available for creation, the alert info dialog will show up.
+ Step 1: Set RAID level and select available drive disks.
+ Step 2: Set the parameter volume disk name/size/strip size/disk cache policy/access policy/initial state.
+ Step 3: Confirm the parameter values of the disk array to be created. If you want to modify, press the back
button to modify the parameters.

SaveTTYLog
Click on the SaveTTYLog button to download TTY logs.

Foreign Configuration
+ Scan: Click this option to start scanning any foreign configuration on the physical hard disk.
* Import: If an existing hard drive has a foreign configuration, it can be imported into a RAID controller.
* Clear: Click this option to clear the external configuration of the existing hard drive.

Patrol Read:
Patrol Read is composed of two small functions: Start and Stop.

+ Start: Click Start of Patrol Read and click OK in the dialog box, will to start Patrol Read on the physical hard
disk. If the hard disk meets this function, the Background Tasks area will be displayed, and the progress of the
inspection on the hard disk will be displayed.

+ Stop: The Stop function only works if Patrol Read has started. Click Stop to cancel the Patrol Read function of
the hard disk.
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2-10-3 Event Log
This page uses page navigation to display event log messages.

G Refresh

Event log

& Logs
B Haroware status Controller 0 1/2293 .

System information
Event

SeaNe  Level Time Description
FRU information =
PD 07(e0xfc/s2) Inquiry info: Info- ATA SAMSUNG MZ7LH1T9 NYOR639791
5047 Information 547 years, 0 months, 0 days; 0:1:5
DDR information 178
(h:m:s)
Time elapsed since power on: 0
5048 Information 91 years, 0 months, 0 days: 0:1:5 Inserted: PD 08(e0xfc/s3)
(h:m:s)
NIC information (BIOS)
Time elapsed since power on: 0
NIC information (BMC) : . .
_ 5049 Information 247 years, 0 months, 0 days; 0:1:5 (e = A LD ) AT RS2 T

NVME/HDD information (h:m:s)
(BIOS)

s Time elapsed since power o 0 gp e yte/ss) fo: Info- ATA SAMSUNG MZ7LH1T9 NYOR639793
SystemEan 5050  Information 547 years, 0 months, 0 days; 0:1:5 QAR L TG THeB LD 1o

Operations - Time elapsed since power on: 0
5051 Informaton 91 years, 0 months, 0 days; 0:1:5 Inserted: PD 09(e0xfc/sT)
Settings (ms)

Security and access SN—
ime elapse

ce power on: 0

e Inserted: PD 09(e0xfc/s1) Info: enclPd=fc. scsiType=0, portMap=20,

5asAddr=0000000000000000,300062b207c3cech

Resource management 5052 Information 247 years, 0 months, 0 days:
(h:m:s)
BIOS

Time elapsed

\ce power on : 0
PD 09(e0xfc/s1) Inquiry info: Info- ATA SAMSUNG MZ7LH1T9 NYOR639792

SiTEE: 5053 Information 547 years, 0 months, 0 days; 0:1:5 18
Storage system (U
Controller Time elapsed since power on: 0
5054 Information 91 years, 0 months, 0 days; 0:1:5 Inserted: PD Oa(e0xfc/s0)

Physical devices (himis)
Logical devices
Time elapsed since power on: 0
Inserted: PD 0a(e0xfc/s0) Info: enclPd=fc, scsiType=0, portMap=03,
Eventiog 5055 Information 247 years, 0 months, 0 days; 0:1:5
(ms)

Time elapsed

ce power on: 0
PD 0a(e0xfc/s0) Inquiry inf

- Info- ATA SAMSUNG MZ7LH1T9 NYOR639783 1

505 Information 547 years, 0 months, 0 days; 0:1:5 iy
(h:m:s)
Time elapsed since power on : 0
5057 Information 499 years, 0 months, 0 days; 0:1:14 Boot Device reset, setting target ID s invalid
(h:m:s)
5058 Information 44 10/11/2023 : 72656 Time established as 10/11/23 7:26:06: (73 seconds since power on)
5059 Information 389 10/11/2023 ; 7:2634 Host driver i loaded and operational

Time elapsed since power on : 0
5060 Information 0 years, 0 months, 0 days: 0:0:8 Firmware initialization started (PCI ID 10e2/1000/4000/1000)
(h:m:s)

Time elapsed since power on : 0
5061  Information 1 years, 0 months, 0 days; 0:0:8 Firmware version 5.120.02-2904
(h:m:s)

Time elapsed since power on : 0
5062 Information 141 years, 0 months, 0 days; 0:0:11 Battery Present
(h:m:s)

Time elapsed since power on : 0
5063  Information 261 years, 0 months, 0 days; 0:0:11 Package version 52.12.0-3026
(himis)

Time elapsed since power on : 0
5064 Information 266 years, 0 months, 0 days; 0:0:11 Board Revision 00002
(h:m:s)

Time elapsed since power on : 0

5065 Information 242 years, 0 months, 0 days:
(h:m:s)

:0:44 Battery charge complete

Time elapsed since power on : 0
5066 Information 149 years, 0 months, 0 days; 0:0:44 Battery temperature is normal
(h:mis)

Time elapsed since power on : 0
5067 Information 167 years, 0 months, 0 days; 0:1:5 Enclosure PD fa(c None/p1) communication restored
(h:m:s)

ime elapsed since power on: 0
5068 Information 167 years, 0 months, 0 days;
(h:m:s)

115 Enclosure PD fc(c None/p1) communication restored

Time elapsed since power on; 0
5069 Information 91 years, 0 months, O days; 0:1:5 Inserted: Encl PD fa
(em:s)

Time elapsed since power on : 0
5070  Information 247 years, 0 months, 0 days; 0:1:5
(h:m:s)

Inserted: PD fa(c None/p1) Info: enclPd=fa, scsiType=d, portMap=

Time elapsed since power on : 0
5071 Information 547 years, 0 months, 0 days; 0:1:5 Encl PD fa Inquiry info: Info- BROA VirtualSES 0 GB
(h:m:s)

Time elapsed since power on : 0
:1:5 Inserted: Encl PD fc

5072 Information 91 years, 0 months, 0 days:
(h:m:s)

Time elapsed since power on : 0
5073 Information 247 years, 0 months, 0 days; 0:1:5
(h:m:s)

Inserted:

D fe(c None/p1) Info: enclPd=fc, scsiType=d, portMap=00,

Time elapsed since power on: 0
5074 Information 547 years, 0 months, 0 days; 0:1:5 Encl PD fc Inquiry info: Info- BROA VirtualSES 0 GB
(h:mis)

Time elapsed since power on : 0
5075 Information 91 years, 0 months, 0 days; 0:1:5 Inserted: PD 07(e0xfc/s2)
(h:m:s)

Time elapsed since power on : 0
5076 Information 247 years, 0 months, 0 days: 0:1:5
(h:m:s)

Inserted: PD 07(e0xfc/s2) Info: enclPd=fc. scsiType=0, portMap=01,
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Events Log
The event log is composed of the following 5 materials.
+ SeqNo: Event log sequence number.
* Level: Type of Event log, Information, Error ...etc.
* Event ID: Event ID of Event log.
* Time: Time when the event log was generated.
* Description: Event log detailed description.

Patrol Read:
Patrol Read is composed of two small functions: Start and Stop.

+ Start: Click Start of Patrol Read and click OK in the dialog box, will to start Patrol Read on the physical hard
disk. If the hard disk meets this function, the Background Tasks area will be displayed, and the progress of the
inspection on the hard disk will be displayed.

+ Stop: The Stop function only works if Patrol Read has started. Click Stop to cancel the Patrol Read function of
the hard disk.
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Appendix

3-1 Appendix A - Assertion Condition (BIT EVENT) References
3-1-1 Sensor type: Temperature, Voltage, Current, Fan

bit0. Lower Non-critical - going low

bit1. Lower Non-critical - going high

bit2. Lower Critical - going low

bit3. Lower Critical - going high

bit4. Lower Non-recoverable - going low
bit. Lower Non-recoverable - going high
bit6. Upper Non-critical - going low

bit7. Upper Non-critical - going high

bit8. Upper Critical - going low

bit9. Upper Critical - going high

bit10. Upper Non-recoverable - going low
bit11. Upper Non-recoverable - going high
To open the Overview page, click Overview from the menu bar. It displays the following:

3-1-2 Sensor type: Physical Security

bit0. General Chassis Intrusion

bit1. Drive Bay intrusion

bit2. 1/0 Card area intrusion

bit3. Processor area intrusion

bit4. LAN Leash Lost (system is unplugged from LAN)
bit5. Unauthorized dock

bit6. FAN area intrusion

3-1-3 Sensor type: Processor

bit0. IERR

bit1. Thermal Trip

bit2. FRB1/BIST failure

bit3. FRB2/Hang in POST failure
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bit4. FRB3/Processor Startup/Initialization failure (CPU didn't start)
bit5. Configuration Error

bit6. SM BIOS ‘Uncorrectable CPU-complex Error’

bit7. Processor Presence detected

bit8. Processor disabled

bit9. Terminator Presence Detected

bit10. Processor Automatically Throttled

bit11. Machine Check Exception (Uncorrectable)

bit12. Correctable Machine Check Error

3-1-4 Sensor type: Power supply

bit0. Presence detected

bit1. Power Supply Failure detected

bit2. Predictive Failure

bit3. Power Supply input lost (AC/DC)[2]

bit4. Power Supply input lost or out-of-range

bit5. Power Supply input out-of-range, but present
bit6. Configuration error

bit7. Power Supply Inactive (in standby state)

3-1-5 Sensor type: Other Units-based Sensor

bit0. Lower Non-critical - going low

bit1. Lower Non-critical - going high

bit2. Lower Critical - going low

bit3. Lower Critical - going high

bit4. Lower Non-recoverable - going low
bit. Lower Non-recoverable - going high
bit6. Upper Non-critical - going low

bit7. Upper Non-critical - going high

bit8. Upper Critical - going low

bit9. Upper Critical - going high

bit10. Upper Non-recoverable - going low
bit11. Upper Non-recoverable - going high

3-1-6 Sensor type: Memory

bit0. Correctable ECC / other correctable memory error

bit1. Uncorrectable ECC / other uncorrectable memory error
bit2. Parity

bit3. Memory Scrub Failed (stuck bit)

bitd. Memory Device Disabled

bit5. Correctable ECC / other correctable memory error logging limit reached
bit6. Presence detected

bit7. Configuration error

bit8. Spare

bit9. Memory Automatically Throttled

bit10. Critical Overtemperature

3-1-7 Sensor type: Event Logging Disabled

bit0. Correctable Memory Error Logging Disabled

bit1. Event ‘Type’ Logging Disabled

bit2. Log Area Reset/Cleared

bit3. All Event Logging Disabled

bit4. SEL Full (SEL is in circular mode, so this event will not be triggered.)
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bit. SEL Almost Full (SEL is in circular mode, so this event will not be triggered.)
bit6. Correctable Machine Check Error Logging Disabled

3-1-8 Sensor type:Critical Interupt

bit0. Front Panel NMI / Diagnostic Interrupt
bit1. Bus Timeout

bit2. 1/0 channel check NMI

bit3. Software NMI

bit4. PCI PERR

bit5. PCI SERR

bit6. EISA Fail Safe Timeout

bit7. Bus Correctable Error

bit8. Bus Uncorrectable Error

bit9. Fatal NMI (port 61h, bit 7)

bit10. Bus Fatal Error

bit11. Bus Degraded (bus operating in a degraded performance state)
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