GIGABYTE
MW22-SEQ

Intel® Socket LGA1151 processor motherboard

User Manual
Rev. 2.0



Copyright
© 2019 GIGA-BYTE TECHNOLOGY CO., LTD. All rights reserved.
The trademarks mentioned in this manual are legally registered to their respective owners.

Disclaimer

Information in this manual is protected by copyright laws and is the property of GIGABYTE.
Changes to the specifications and features in this manual may be made by GIGABYTE
without prior notice. No part of this manual may be reproduced, copied, translated, transmitted, or
published in any form or by any means without GIGABYTE's prior written permission.

Documentation Classifications

In order to assist in the use of this product, GIGABYTE provides the following types of documentation:
m  User Manual: detailed information & steps about the installation, configuration and use this
product (e.g. motherboard, server barebones), covering hardware and BIOS.
B User Guide: detailed information about the installation & use of an add-on hardware or
software component (e.g. BMC firmware, rail-kit) compatible with this product.
®  Quick Installation Guide: a short guide with visual diagrams that you can reference easily for
installation purposes of this product (e.g. motherboard, server barebones).
Please see the support section of the online product page to check the current availability of these
documents

For More Information

For related product specifications, the latest firmware and software, and other information, please visit
our website at: http:/www.gigabyte.com.

For GIGABYTE distributors and resellers, additional sales & marketing materials are available from our
reseller portal: http://resellerb2b.gigabyte.com

For further technical assistance, please contact your GIGABYTE representative or visit
http:/lesupport.gigabyte.com/ o create a new support ticket.

For any general sales or marketing enquires, you may message GIGABYTE server directly by
emalil: server.grp@gigabyte.com.



Table of Contents

MW22-SEQ Motherboard Layout............ccccueveiriueiricieieie e 5
BIOCK DIBGIAM ..ottt 7
Chapter 1 Hardware INStallation ..o s 8
1-1 Installation PreCautions ...........ccvereiniinieincnecseseie s 8
1-2  Product SPeCifications..........ccecuevurrrieiiieicieieieee et 9
1-3  Installing the CPU and CPU COOIET ...........cvuumieriiniininininississessisnesseees 1"
1-3-1  Installing the CPU..........ccccuuuven. .
1-3-2  Installing the CPU COOIET ........c.cuuiiiieieieiieieiiee et 13
144 Installing the MEMOTY .........cvvii s 14
1-4-1  Installing a Memory ......... L4
1-5  Installing the M.2 SSD MOQUIE...........vurvrrerrerrrrirreirerneeseeeerseeseieer s 15
1-6  Back Panel CoNNECLONS.........c.ccouiiriiciriieieieeeseeese s 16
1-7  Internal CONNECIOTS.........cucviiciiiicieic s 17
1-8  JUMPET SEHINGS ..o 23
Chapter 2 BIOS SEHUP «...cceerieieirieerieee ettt
2-1  The Main Menu .
2-2  AAVANCEA MENU ..o 29
2-2-1 CPU CONfIGUIALION. ........cuceiiieiieciecisieeieee ettt 30
2-2-2  PCl SubSYSIEM SEHNGS ......cviviiiiririiiieieie ettt 32
2-2-3  Power & Performance SEMtiNGS ..ot 33
2-2-4  Server ME CONfIGUIAtIoN ...ttt 36
2-2-5  Trusted Computing........ .37
2-2-6  Serial Port Console RedIreCtioN ............ccviieiiiiriiniicinresresisiesie s 38
2-2-7  Network Stack Configuration .............cceeeeiieencce s 41
2-2-8  USB CONfIQUIAtioN.........ccvuiiiiiiniieiriecieie ettt 42
2-2-9  Runtime Error Logging SEtNgGS ........cceveerrerririeieieineincieesese et 43
2-2-10  Super 10 CoNfIGUrAtioN ...t 44
2-2-11 Hardware MONIOT ..........c..cuiiriiiiciiiei i 45
2-2-12 S5 RTC WaKe SEHNGS.....c.rurviiiiiiiieiieiieie ettt 46
2-2-13  NVMe Configuration
2-2-14  OffBoard SATA Controller Configuration.............ccoeeeererrineeneineineensesesessesseeeeeens 48
2-2-15  Chipset CoNfIGUrAtioN ............ouuiuriuririreiieieie ettt 49
2-2-16 iSCSI Configuration
2-2-17  Intel(R) 1219-LM Ethernet CONNECHON.........c.cvuveericirriieirereseeiseseee e 51
2-2-18 VLAN Configuration
2-2-19 Driver HEalth..........cuuiiiiiirc s




2-3  Chipset SEtUP MENU.......c.cueviiiriiiieicieieee et 55

2-3-1  Syetem Agent (SA) Configuration............cccreeeeernimerineiienseeesereseseesiseeenes 56
2-3-2  PCH-10 ConfiQUration ..........coeueeieermrieiniieeieieeiiesiessieessesessssssesesesesinessenes 57
2-4 SECUMIEY MENU ..o e
2-4-1 SECUME BOOL ...t
2-5 BOOEIMBNU. ...ttt
2-5-1  UEFI USB Drive BBS PrIONHIES ......covuuiiriieireiniicieiinciscessiesiseiesic s
2-5-2  UEFI NETWORK Drive BBS Priorities .
2-5-3  UEFI Application Boot PriOMIES ..........ccceveereriericiirecieeceeeee e
26 SAVE & EXIt MENU. ..o
2-7  BIOS POST Codes ......
2-7-1 AMISEANAANd = PEL......oooiiiiciicice ettt 69
2-7-2  AMISEANAErd - DXE .........vviiiririicicieeeseies sttt 69
2-7-3  AMIStandard - ERROR ..........ccoviiiriirniecieis s snes 71
2-7-4  Intel UPIPOST COUES.......ooiiiririeciieieise ettt nes 72
2-7-5  INtel UPIEITOr COUES .....ouvvurvnreiiiieinieiieiseee sttt 72
2-7-6  Intel MRC POST COUES ......ovvuirierircieieeseise ittt 73
2-7-7  Intel MRC EITOr COUES .....cvuvvureiiiieirnieiieieie ettt 73

2-7-8  Intel PM POST Codes
2-7-9  Intel PM POST Codes
2-8  BIOS POST Beep code (AMI standard)............ccccovereeerinenneneneninnereennenns 75
2-8-1  PEIBeep Codes...
2-8-2  DXE BEEP COUES ....ouvvvieriririiteiieie ettt ssessessenns




MW22-SE0 Motherboard Layout

D

20

——

3]
I

o[

———cm

DIMM_PO_B1

DIMM_PO_AO
DIMM_P0_A1
DIMM_PO_BO

mm@

= Illo
® OO ® ®® @ @& @

Lo




Item

0 N o OB WwWwN

©

"
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26

Code
HD_AUDIO
R_USB3
USB3_LAN1
VGA_1
com1
SYS_FAN1
P12V_AUX
CASE_OPEN
SYS_FAN4
SYS_FAN3
ATX1
CPUO_FAN
SYS_FAN2
BAT
SATA_0_1
SATA 2.3
SATA4
SATAS
FP_1
F_USB3
F_USB2
M2_0
TPM
PCIE_1
PCIE_2
F_AUDIO

Description
Audio Connectors
USB3.0 Ports
GbE Ethernet LAN Port (top) / USB3.0 Ports (bottom)
V/GA Port
Serial Port
System Fan Connector #1
8 Pin Power Connector (for CPU, DDR)
Case Open Intrusion Alert Header
System Fan Connector #4
System Fan Connector #3
24 Pin Main Power Connector
CPU Fan Connector
System Fan Connector #2
Battery Socket
SATA Il 6Gb/s Connectors
SATA Ill 6Gb/s Connectors
SATA Il 6Gb/s Connector #4
SATA Il 6Gb/s Connector #5
Front Panel Header
USB 3.0 Connector
USB 2.0 Connector
M.2 Slot (PCle Gen3 x4, Support NGFF-2280, M-Key)
TPM Module Connector
PCI Express x8 Slot (Gen3 x4 Signal)
PCI Express x16 Slot (Gen3 x16 Signal)
Front Audio Header




Block Diagram

>l PCle2.0x 1
1 x GbE LAN Intel 1219
4xUSB3.0

6 x USB3.0
F_USB3

2 x USB2.0

F_USB2

PCle2.0x1

ASPEED
AST2510

(intel)
XEON'

inside’

Coffee Lake-S

LGA1151 (Socket H4)

PCle3.0x16

Unbuffered SORAM DIMM
4 x DDR4-2666 (UDIMM)
(Up to 64 GB)

PCle3.0x8

Cannon Lake
PCH-H

PCle3.0x4

6 X SATA Il

SATA O

SATA1

Azalia

A4 SATA3




Chapter1 Hardware Installation

11

Installation Precautions

The motherboard contains numerous delicate electronic circuits and components which can
become damaged as a result of electrostatic discharge (ESD). Prior to installation, carefully read
the user's manual and follow these procedures:

Prior to installation, do not remove or break motherboard S/N (Serial Number) sticker or
warranty sticker provided by your dealer. These stickers are required for warranty validation.
Always remove the AC power by unplugging the power cord from the power outlet before
installing or removing the motherboard or other hardware components.

When connecting hardware components to the internal connectors on the motherboard,
make sure they are connected tightly and securely.

When handling the motherboard, avoid touching any metal leads or connectors.

It is best to wear an electrostatic discharge (ESD) wrist strap when handling electronic
components such as a motherboard, CPU or memory. If you do not have an ESD wrist
strap, keep your hands dry and first touch a metal object to eliminate static electricity.

Prior to installing the motherboard, please have it on top of an antistatic pad or within an
electrostatic shielding container.

Before unplugging the power supply cable from the motherboard, make sure the power
supply has been turned off.

Before turning on the power, make sure the power supply voltage has been set according to
the local voltage standard.

Before using the product, please verify that all cables and power connectors of your
hardware components are connected.

To prevent damage to the motherboard, do not allow screws to come in contact with the
motherboard circuit or its components.

Make sure there are no leftover screws or metal components placed on the motherboard or
within the computer casing.

Do not place the computer system on an uneven surface.

Do not place the computer system in a high-temperature environment.

Turning on the computer power during the installation process can lead to damage to
system components as well as physical harm to the user.

If you are uncertain about any installation steps or have a problem related to the use of the
product, please consult a certified computer technician.

Hardware Installation -8-



1-2  Product Specifications

CPU

*

Intel® Xeon® Processor E-2100/ E-2200 series
8th Gen. Intel Core™ i3/ Pentium®/ Celeron® Processors

Chipset

Intel® C242 Express Chipset

Memory

* & 6 o+ o

*

4 x DIMM slots

Dual channel memory architecture
Supports 1.2V DDR4 memory

ECC UDIMM modules supported
Up to 64GB

Supported speeds: 2666/2400 MHz

Onboard

Graphlcs

Integrated in Aspeed® AST2510
2D Video Graphic Adapter with PCle bus interface
1920x1200@60Hz 32bpp

Audio

Realtek® ALC887 Controller

JLAN

1x GbE LAN port (Intel® [219LM)

1 x PCI Express x16 slot; running at Gen3 x16
1 x PCI Express x8 slot; running at Gen3 x4
1xM.2 slot:

- M-key

- PCle Gen3 x4 per slot

- Supports NGFF-2280/2260/2242 cards

- Intel® Optane™ Memory Ready

Storage Interface

6 x SATA Il 6Gb/s connectors

RAID

Intel® SATA RAID 0/1/10/5

Internal 110

Connectors

1 x 24-pin ATX main power connector
1 x 8-pin ATX 12V power connector

6 x SATA Il 6Gb/s ports

1 x CPU fan header

4 x System fan headers

1 x USB 3.0 header

1 x USB 2.0 header

1 x Front panel header

1 x TPM header

1 x Case Open header

.Rear 110

Connectors

1 x Serial port

1 x VGA port

1 x RJ45 ports

4 x USB 3.0 ports
3 x Audio Jacks

PiTem

1 x TPM header

-9- Hardware Installation



¢ microATX
¢ 244mm W x 244mm D

GIGABYTE reserves the right to make any changes to the product specifications and product-related
information without prior notice.
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1-3  Installing the CPU and CPU Cooler

Read the following guidelines before you begin to install the CPU:

&- Make sure that the motherboard supports the CPU.
 Always turn off the computer and unplug the power cord from the power outlet before installing

the CPU to prevent hardware damage.

Locate the pin one of the CPU. The CPU cannot be inserted if oriented incorrectly. (Or you may

locate the notches on both sides of the CPU and alignment keys on the CPU socket.)
» Apply an even and thin layer of thermal grease on the surface of the CPU.
* Do not turn on the computer if the CPU cooler is not installed, otherwise overheating and

damage of the CPU may occur.

Set the CPU host frequency in accordance with the CPU specifications. It is not recommended

that the system bus frequency be set beyond hardware specifications since it does not meet the
standard requirements for the peripherals. If you wish to set the frequency beyond the standard
specifications, please do so according to your hardware specifications including the CPU,

graphics card, memory, hard drive, etc.

1-3-1 Installing the CPU

A. Locate the alignment keys on the motherboard CPU socket and the notches on the CPU.

EE

LGA1151 CPU Socket

Alignment Key ‘ . Alignment Key

©

==

T 4

Pin One Corner of the CPU Socket

LGA1151 CPU

Triangle Pin One Marking on the CPU

-11-
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B. Follow the steps below to correctly install the CPU into the motherboard CPU socket.

&Before installing the CPU, make sure to turn off the computer and unplug the power cord from
the power outlet power plug to prevent any damage to prevent damage to the CPU.

Gently press the CPU socket lever handle down
and away from the socket with your finger. Then
completely lift the CPU socket lever and the metal
load plate will be lifted as well.

'mim
Step 3:
Hold the CPU with your thumb and index fingers.
Align the CPU pin one (triangle marking) with the
pin one corner of the CPU socket (or you may
align the CPU notches with the socket alignment
keys). Gently insert the CPU into position.

Push the CPU socket lever back into its locked
position.

Step 2:

Remove the CPU socket cover as shown. Hold
your index finger down on the rear grip of the
socket cover and use your thumb to lift up the
front edge (next to the "REMOVE" mark) and
then remove the cover. (DO NOT touch socket
contacts. To protect the CPU socket, always
replace the protective socket cover when the
CPU is not installed.)

Step 4:
Once the CPU is properly inserted, use one
hand to hold the socket lever and use the other
to lightly replace the load plate. When replacing
the load plate, make sure the front end of the
load plate is under the shoulder screw.

NOTE:
Hold the CPU socket lever by the handle, not by
the lever base position.

Hardware Installation



1-3-2 Installing the CPU Cooler

Follow the steps below to correctly install the CPU cooler on the motherboard. (The following procedure uses

Intel® boxed cooler as the example cooler.)

Step 1:
Apply a thin, even layer of thermal paste onto
the surface of the installed CPU.

Step 3:

Place the cooler atop the CPU, aligning the
four push pins through the pin holes on the
motherboard. Push down on the push pins
diagonally.

Step 5:

After the installation, check the back of the
motherboard. If the push pin is inserted as the
picture above shows, the installation is complete.

Male Push
Pin

(@

Direction of the
Arrow Sign on The To
p
the Male Push of Female
Pin Push Pin
Female
Push Pin
Step 2:

Before installing the cooler, note the direction of
the arrow sign <> on the male push pin. (Turing
the push pin along the direction of the arrow is
for removing the cooler, and the opposite

direction is for installing it.)

Step 4:
You should hear a "click" when pushing down
each push pin. Check that the Male and Female
push pins are joined closely. (Refer to your CPU
cooler installation manual for instructions on
installing the cooler.)
= =

Step 6:

Finally, attach the power connector of the CPU
cooler to the CPU fan header (CPU_FAN) on the
motherboard.

Use extreme care when removing the CPU cooler because the thermal grease/tape between the
—— | CPU cooler and CPU may adhere to the CPU. Inadequately removing the CPU cooler may damage

Q) the CPU.
<]

Hardware Installation



1-4 Installing the Memory

Read the following guidelines before you begin to install the memory:
& » Make sure that the motherboard supports the memory. It is recommended to use memory of the
same capacity, brand, speed, and chips.
» Always turn off the computer and unplug the power cord from the power outlet before installing

the memory to prevent hardware damage.

» Memory modules have a foolproof design. A memory module can be installed in only one

direction. If you are unable to insert the memory, switch the direction.

1-4-1 Installing a Memory

power cord from the power outlet to prevent damage to the memory module.

2 Before installing a memory module, make sure to turn off the computer and unplug the

Be sure to install DDR4 UDIMMs on this motherboard.

Installation Step:

Step 1. Insert the UDIMM memory module vertically into the UDIMM slot, and push it down.
Step 2. Close the plastic clip at both edges of the UDIMM slots to lock the UDIMM module.

Note:  For dual-channel operation, UDIMMs must be installed in matched pairs.
Step 3. Reverse the installation steps when you wish to remove the UDIMM module.

UDIMM Unbuffered
SR, DR 1.2v 2133/ 2400/ 2666 2133/ 2400/ 2666
DDR4 ECC
UDIMM Unbuffered
SR, DR 1.2V 2133/ 2400/ 2666 2133/ 2400/ 2666
DDR4 non-ECC

. All channels in system run at the fastest common frequency.

. Mixing ECC and non-ECC UDIMMs anywhere on the platform is not supported.
. UDIMM 2666 two DIMMs per channel (2DPC) is supported when channel is populated with the same UDIMM memory

module.

Hardware Installation
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1-5 Installing the M.2 SSD Module

Follow the steps below to install a M.2 SSD module on your motherboard.

Step1. Insert the M.2 SSD module into the slot.
Step2. Secure it with the screw, tightening as necessary to fasten the M.2 SSD module in place.

-15- Hardware Installation



1-6 Back Panel Connectors

©o0o0o0 co0000

@ Serial Port
Connects to serial-based mouse or data processing devices.
@ VGA Port
The video-in port allows connection via video in, which can also apply to the video loop thru function.
© RJ-45 LAN Port
The Gigabit Ethernet LAN port provides Internet connection at up to 1 Gbps data rate. See the section
below for a description of the states of the LAN port LEDs.
® USB 3.0 Port
The USB port supports the USB 3.0 specification. Use this port for USB devices such as a USB
keyboard/mouse, USB printer, USB flash drive etc.
® Line In Jack (Blue)
The default Line in jack. Use this audio jack for line in devices such as an optical drive, walkman, etc
@ Line Out Jack (Green)
The default Line Out jack. Use this audio jack for a headphone or 2-channel speaker. This jack can be
used to connect front speakers in a 4/5.1/7.1-channel audio configuration.
@ Mic In (Pink)
The default MIC In jack. A microphone can be connected to the MIC In jack.

ggggg?igg/ Link/Activity LED Connection/Speed LED: Activity LED:
| | State Description State | Description
[R=) [a=) Yellow On 1 Gbps data rate Blinking | Data transmission or receiving is occurring
@ Green On 100 Mbps data rate Off No data transmission or receiving is occurring
Off 10 Mbps data rate

LAN Port

» When removing the cable connected to a back panel connector, first remove the cable from your
& device and then remove it from the motherboard.
» When removing the cable, pull it straight out from the connector. Do not rock it side to side to
prevent an electrical short inside the cable connector.

Hardware Installation -16-



1-7

Internal Connectors

L dejg|e|le(=

-
(=)
—

E'I
® d— =
2
® i
® - ©
1 |
0060
ATX 11) SYS_FAN4
ATX_12V 12) F_USB3
SATAO/ SATA1 13) F_USB2
SATA2/ SATA3 14) TPM
SATA4 15) FP_1
SATA5 16) F_AUDIO
CPU_FAN 17) BAT
SYS_FAN1
SYS_FAN2
SYS_FAN3

A\

Read the following guidelines before connecting external devices:

« First make sure your devices are compliant with the connectors you wish to connect.

« Before installing the devices, be sure to turn off the devices and your computer. Unplug the power
cord from the power outlet to prevent damage to the devices.

« After installing the device and before turning on the computer, make sure the device cable has
been securely attached to the connector on the motherboard.

-17- Hardware Installation



1/2) ATXIATX_12V (2x12 Main Power Connector and 2x4 12V Power Connector)

With the use of the power connector, the power supply can supply enough stable power to all the components
on the motherboard. Before connecting the power connector, first make sure the power supply is turned off
and all devices are properly installed. The power connector possesses a foolproof design. Connect the power
supply cable to the power connector in the correct orientation. The 12V power connector mainly supplies
power to the CPU. If the 12V power connector is not connected, the computer will not start.

To meet expansion requirements, it is recommended that a power supply that can withstand high
power consumption be used (500W or greater). If a power supply is used that does not provide the

—
e ol u u
B ﬂ ATX_12V
Pin No. | Definition
5 1 1 GND
il Do 2 | GND
BD) 3 | oND
g {%% 4 GND
5 | +2v
8 4 6 | +12V
! 7 | +12v
8 +12V

CREER
==

24 [T e =) 13
12 EEEEEEEEEEEE 1

ATX Pin No. | Definition Pin No. | Definition

1 3.3V 13 | 33V

2 3.3V 14 | -12v

3 GND 15 | GND

4 +5V 16 | PS_ON
5 GND 17 | GND

6 +5V 18 | GND

7 GND 19 | GND

8 Power Good 20 -5V

9 5VSB 21 | 45V

10 | +12v 22 | 45V

1 | Hv 23 | 45V

12 | 33V 24 | GND

Hardware Installation -18-



3/4/5/6) SATAO/SATA1/SATA2/SATA3/SATA4/SATA5(SATA 6Gb/s Connectors)

The SATA connectors conform to SATA 6Gb/s standard and are compatible with SATA 3Gb/s standard. Each
SATA connector supports a single SATA device.

— SATAIII_2 SATAIII_O
© [
u L] u =N 71—
B 5 .
7 TFI 17 TFI j1
@i‘@ SA1TA|IIJ SATAIII_1
@ r Pin No.| Definition
SATAIII_4 1 GND
2 TXP
8 | 3 | TN
Z 4 | GND
T 5 RXN
SATAII 6 RXP
e
S === SATAII_5 7 GND
SATAIII 2. SATAIIL0
SATAII3 SATAIIl 1 |
7

7/8/9/10/11) CPU_FAN/SYS_FAN1/SYS_FAN2/SYS_FAN3/SYS_FAN4
(CPU Fan/System Fan Headers)

The motherboard has one 4-pin CPU fan header (CPU_FAN), and two 4-pin (SYS_FAN) system fan headers.
Most fan headers possess a foolproof insertion design. When connecting a fan cable, be sure to connect
it in the correct orientation (the black connector wire is the ground wire). The motherboard supports CPU
fan speed control, which requires the use of a CPU fan with fan speed control design. For optimum heat
dissipation, it is recommended that a system fan be installed inside the chassis.

B[] [° ok :

B X oo
ﬂ YS?FAN1 1
-

B

®

oooao

: E
Pin No. | Definition
" 1 GND
B E} 2 | #2v
Q) 5 3 Sense
4 Speed Control

CREER
==

overheating. Overheating may result in damage to the CPU or the system may hang.
« These fan headers are not configuration jumper blocks. Do not place a jumper cap on the
headers.

2 « Be sure to connect fan cables to the fan headers to prevent your CPU and system from

-19- Hardware Installation



12/13) F_USB3/ F_USB2 (USB 3.0/ 2.0 Headers)

The headers conform to USB 2.0/ 3.0 specification. Each USB header can provide two USB ports via an
optional USB bracket. For purchasing the optional USB bracket, please contact the local dealer.

O’—‘O USB 2.0 Header PinNo. | Definition
(e} o] n
u | ] u \—‘ 1 Power (V)
B L 2 Power (5V)
- . =) 3 USB 7-
= 4 | UsB1I-
g  °F
e P g a8 5 | USBT+
9 10 6 USB 11+
7 GND
8 GND
] c 12 9 No Pin
(L Uss2 Pu ! §‘ 10 No Connect
& g
F,ussa @ [ USB 3.0 Header Pin No. | Definition Pin No. | Definition
© i 1 |Power 11 |USB6+
= g 1011 2 |RXN1 12 |USB6-
[l ; @
) ‘B 3 [RXP1 13 |GND
4 |GND 14 |TXP2
30 5 |TXN1 15 |TXN2-
6 |TXP1 16 |GND
7 |GND 17 |RXP2
8 |USB5- 18 |RXN2
9 |USBS5+ 19  |Power
10 |No Connect 20 |NoPin

14) TPM (Trusted Platform Module Connector)

Trusted Platform Module (TPM) is an international standard for a secure cryptoprocessor, a dedicated
microcontroller designed to secure hardware through integrated cryptographic keys.

b _d, Ff
®
aH
g
5 Pin No. | Definition Pin No. | Definition
g 1 |CLK_24M_TPM 8 [NC
2 [+V33A 9 |LAD_2
( 3 JH -
- _ H 3 |-PLTRST 10 |NoPin
fooonocoono|
4 |+v33s 1 [LAD3
5 |LAD_O 12 |GND
6 |SERIRQ 13 |LFRAME
7 |LAD_1 14 |GND

Hardware Installation -20-



15) FP_1 (Front Panel Header)

Connect the power switch, reset switch, speaker, chassis intrusion switch/sensor and system status indicator
on the chassis to this header according to the pin assignments below. Note the positive and negative pins

before connecting the cables.

® | LI

B

P

JEEEE

—————un

DIMM_PO_AQ

DIMM_P0_B1

i S —
L

@

)

[
oooo| 8
(EEa55EE5508

%
’correctly.

16) FP_AUDIO (Front Panel Audio Header)

12

(= =]

(=« =)

D

Ol

9 10

Pin No. | Definition Pin No. | Definition

1 |HDD LED+ 6 | Power Button+
2 |Power LED+ 7 |Reset Button
3 |HDD LED- 8  |Power Button-
4 |Power LED- 9 |No Connect
5 |GND 10 |NoPin

The front panel design may differ by chassis. A front panel module mainly consists of power switch,
reset switch, power LED, hard drive activity LED, speaker etc. When connecting your chassis front
panel module to this header, make sure the wire assignments and the pin assignments are matched

The front panel audio header supports Intel High Definition audio (HD) and AC'97 audio. You may connect your
chassis front panel audio module to this header. Make sure the wire assignments of the module connector
match the pin assignments of the motherboard header. Incorrect connection between the module connector
and the motherboard header will make the device unable to work or even damage it.

B

————u

‘ I —
‘ o ¢
i FP_AUDIO

=

% - "
|l e Fmoonnoonnc) E
I

ojojojN

©ofolofalo]—~

10

Pin No.

Definition

MIC2_L

GND

MIC2_R

FP_AUDIO_DET

LINE2_R

GND

F_AUDIO_Sense

No Pin

|| N |o|g|ls|lw|N |

LINE2_L

o

GND

-21-
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17) BAT (Battery Scoket)

The battery provides power to keep the values (such as BIOS configurations, date, and time information) in
the CMOS when the computer is turned off. Replace the battery when the battery voltage drops to a low level,
or the CMOS values may not be accurate or may be lost.

=°] L
g” B 0

ge&e
O A

« Always tumn off your computer and unplug the power cord before replacing the battery.

* Replace the battery with an equivalent one. Danger of explosion if the battery is replaced with an incorrect
model.

 Contact the place of purchase or local dealer if you are not able to replace the battery by yourself or
uncertain about the battery model.

« Used batteries must be handled in accordance with local environmental regulations.
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1-8  Jumper Settings

_ ) i omo
] o dfy P
ME Force Update g
; T Deauit _ ﬂ
3 D/]’ Enable H SEE
ME_UPDATE o
= < S
& H H BIOS Recovery
1
Default
- 2z):lE 2 {
£ pr— Slefele 3 (g 4 Enable
B D s [l 7
= HE H B BIOS_RCVR
o HHEH @
—_— ME R I
ecovery
8 ——©
5 EE 1
= , [ Defaut
@I "" 3 (0} Enable
Password Clear Clear CMOS Chassis Open ME_RCVR
1 y Intrusion Alert
] Default T Default
2 2 o Case open
3(o ]-Enable 3o ]-Enable o GND
BIOS_PWD CLR_CMOS
CASE_OPEN
Jumper Name Jumper Setting

ME Force Update

1-2: Nomal operation (Default)
2-3: Enable ME Force Update

ME Recovery

1-2: Nomal operation (Default)
2-3: Enable ME Recovery

Password Clear

1-2: Nomal operation (Default)
2-3: Clear administrator and user passwords

Clear CMOS

1-2: Nomal operation (Default)
2-3: Clear CMOS data

Chassis Open Intrusion Alert

1-2: Nomal operation (Default)

BIOS Recovery

1-2: Nomal operation (Default)
2-3: Enable BIOS Recovery
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Chapter2  BIOS Setup

BIOS (Basic Input and Output System) records hardware parameters of the system in the EFI on the
motherboard. Its major functions include conducting the Power-On Self-Test (POST) during system startup,
saving system parameters, loading the operating system etc. The BIOS includes a BIOS Setup program that
allows the user to modify basic system configuration settings or to activate certain system features. When the
power is turned off, the battery on the motherboard supplies the necessary power to the CMOS to keep the
configuration values in the CMOS.

To access the BIOS Setup program, press the <DEL> key during the POST when the power is turned on.

BIOS version, it is recommended that you don't flash the BIOS. To flash the BIOS, do it with
caution. Inadequate BIOS flashing may result in system malfunction.

+ It is recommended that you not alter the default settings (unless you need to) to prevent system
instability or other unexpected results. Inadequately altering the settings may result in system's
failure to boot. If this occurs, try to clear the CMOS values and reset the board to default values.
(Refer to the Exit section in this chapter or introductions of the battery/clearing CMOS jumper in
Chapter 1 for how to clear the CMOS values.)

2 + BIOS flashing is potentially risky, if you do not encounter any problems when using the current

BIOS Setup Program Function Keys

<E><> Move the selection bar to select the screen
<P><> Move the selection bar to select an item
<> Increase the numeric value or make changes
<> Decrease the numeric value or make changes
<Enter> Execute command or enter the submenu
<Esc> Main Menu: Exit the BIOS Setup program
Submenus: Exit current submenu
<F1> Show descriptions of general help
<F3> Restore the previous BIOS settings for the current submenus
<F9> Load the Optimized BIOS default settings for the current submenus
<F10> Save all the changes and exit the BIOS Setup program
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Main

This setup page includes all the items of the standard compatible BIOS.

Advanced

This setup page includes all the items of AMI BIOS special enhanced features.

(ex: Auto detect fan and temperature status, automatically configure hard disk parameters.)

Chipset

This setup page includes all the submenu options for configuring the functions of the Platform Controller
Hub.

Server Management

Server additional features enabled/disabled setup menus.

Security

Change, set, or disable supervisor and user password. Configuration supervisor password allows you to
restrict access to the system and BIOS Setup.

A supervisor password allows you to make changes in BIOS Setup.

A user password only allows you to view the BIOS settings but not to make changes.

Boot

This setup page provides items for configuration of the boot sequence.

Save & Exit

Save all the changes made in the BIOS Setup program to the CMOS and exit BIOS Setup. (Pressing
<F10> can also carry out this task.)

Abandon all changes and the previous settings remain in effect. Pressing <Y> to the confirmation
message will exit BIOS Setup. (Pressing <Esc> can also carry out this task.)
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2-1  The Main Menu

Once you enter the BIOS Setup program, the Main Menu (as shown below) appears on the screen. Use
arrow keys to move among the items and press <Enter> to accept or enter other sub-menu.

Main Menu Help

The on-screen description of a highlighted setup option is displayed on the bottom line of the Main Menu.
Submenu Help

While in a submenu, press <F1> to display a help screen (General Help) of function keys available for the
menu. Press <Esc> to exit the help screen. Help for each item is in the Item Help block on the right side of
the submenu.

+ When the system is not stable as usual, select the Restore Defaults item to set your system to
- its defaults.
'\; The BIOS Setup menus described in this chapter are for reference only and may differ by BIOS
version.

(4
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9 American

Parameter

Description

BIOS Information

Core Version

Displays the Core version information

Project Name

Displays the project name information.

Project Version

Displays version number of the BIOS setup utility.

Build Date and Time

Displays the date and time when the BIOS setup utility was created.

Access Level

Displays the access level information.

Processor Information

CPU Brand String / Max CPU
Speed / CPU Signature / Processor
Core / Microcode Patch

Displays the technical specifications for the installed processor.

Memory Information

Total Memory )

Displays the total memory size of the installed memory.

Memory Frequency™°®

Displays the frequency information of the installed memory.

(Note)  This section will display capacity and frequency information of the memory that the customer has

installed.
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Parameter

Description

PCH Information

PCH SKU / Stepping

Displays the information for the installed Platform Controller Hub.

Onboard LAN Information

LAN1 MAC Address®°®

Displays LAN MAC address information.

System Language

Displays the information of system language.

System Date

Sets the date following the weekday-month-day-year format.

(Note)  The number of LAN ports listed will depend on the motherboard / system model.

BIOS Setup
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2-2 Advanced Menu

The Advanced Menu displays submenu options for configuring the function of various hardware components.
Select a submenu item, then press <Enter> to access the related submenu screen.

I Utility - Cop
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2-2-1 CPU Configuration

Aptio Setup Utility - 2019 American

[Software Controlled]

Parameter

Description

CPU Configuration

Type /1D / Speed / L1 Data Cache /
L1 Instruction Cache / L2 Cache/ L3
Cache

Displays the technical specifications for the installed processor

Software Guard Extensions (SGX)

Enable/Disable Software Guard Extensions (SGX).
Options available: Enabled, Disabled, Software Controlled.
Default setting is Enabled.

Hardware Prefetcher

Enable/Disable CPU Hardware Prefetcher.
Options available: Enabled/Disabled. Default setting is Enabled.

Adjacent Cache Line Prefetch

Enable/Disable Adjacent Cache Line Prefetch.
Options available: Enabled/Disabled. Default setting is Enabled.

VT-x

Enable/Disable VT-x function.
Options available: Enabled/Disabled. Default setting is Enabled.

Active Processor Cores

To increase or decrease the number of active processor cores.
Options available: All, 1, 2, 3, 4, and 5. Defult setting is All.

BIOS Setup
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Parameter Description

The Intel Hyper Threading Techonlogy allows a single processor to

execute two or more separate threads concurrently. When Hyper-
Hyper-Threading Threading is enabled, multi-threaded software applications can

execute their threads, thereby improving performance.

Options available: Enabled/Disabled. Default setting is Enabled.

Enable/Disable Intel Trusted Execution Techonlogy.

Intel Trusted Execution Techonlogy . . ) o
Options available: Enabled/Disabled. Default setting is Disabled.
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2-2-2  PCI Subsystem Settings

Setup Utility -

ot #1 I/0 ROM

3 American

[Enahled]

Parameter

Description

PCI Bus Driver Version

Displays the PCI Bus Driver version information.

PCI Express Slot #1 / #2 1/0 ROM®et="

When enabled, this setting will initialize the device expansion
ROM for the related PCI-E slot.
Options available: Enabled/Disabled. Default setting is Enabled.

Onboard LAN1 Controller®?

Enable/Disable the onboard LAN1 devices.
Options available: Enabled/Disabled. Default setting is Enabled.

Onboard LAN1 /0 ROM®e=2

Enable/Disable the onboard LAN1 devices, and initializes device
expansion ROM.
Options available: Enabled/Disabled. Default setting is Enabled.

PCI Devices Common Settings

SR-IOV Support

If the system has SR-IOV capable PCle devices, this item
Enable/Disable Single Root |0 Virtualization Support.
Options available: Enabled/Disabled. Default setting is Enabled.

(Note1) This section is dependent on the
(Note2) This section is dependent on the

available PCle Slot.
available LAN controller.

BIOS Setup
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2-2-3 Power & Performance Settings

up Utility - Co

» CFU - Power M nt Control

Parameter Description

Power & Performance

CPU-Power Management Control  Press [Enter] to configure advanced items.
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etup Utility - Cop

Boot performance mode

[Turbo Performance]

Parameter

Description

CPU-Power Management Control

Boot performance mode

Select the performance state that the BIOS will set starting from
reset vector.

Options available: Max Non-Turbo Performance, Turbo
Performance. Default setting is Turbo Peroformance.

Intel(R) SpeedStep(tm)

Conventional Intel SpeedStep Technology switches both voltage
and frequency in tandem between high and low levels in
response to processor load.

Options available: Enable/Disable. Default setting is Enabled.

Intel(R) Speed Shift Technology

Allows the system to dynamically adjust processor voltage and
core frequency, decreasing average power consumption and
heat production.

Options available: Enable/Disable. Default setting is Disabled.

Turbo Mode

When this item is enabled, the processor will automatically ramp
up the clock speed of 1-2 of its processing cores to improve its
performance. When this item is disabled, the processor will not
overclock any of its core.

Options available: Enable/Disable. Default setting is Enable.

BIOS Setup
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Parameter

Description

View / Configure Turbo Options

Press [Enter] to configure advanced items.
+ Energy Efficient P-state
- Enable/Disable Energy Efficient P-state feature.
- Options available: Enabled/Disabled. Default setting is
Enabled.
+  Energy Efficient Turbo
- Enable/Disable Energy Efficient Turbo feature.
— Options available: Enabled/Disabled. Default setting is

Enabled.
C states Enable/Disable CPU power states.
Options available: Enabled/Disabled. Default setting is Enabled.
Configures the limit on the C-State package register.
Package C State Limit Options available: C0/C1, C2, C3, C6, C7, C7S, C8, C9, C10 and

Auto. Default setting is Auto.

Interrupt Redirection Mode Selection

Select an Interrupt Redirection Mode for logcal interrupts.
Options available: Fixed Priority, Round robin, Hash Vector, PAIR
with Fixed Priority, PAIR with Round Robin, PAIR with Hash Vector
and No Change. Default setting is PAIR with Fixed Priority.
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2-2-4 Server ME Configuration

Aptio Setup Utility - yrig ) 2019 American

Parameter Description

Server ME Configuration

ME Firmware Status #1/#2 Displays ME Firmware status information.
Current State (for ME Firmware) Displays ME Firmware current status information.
Error Code (for ME Firmware) Displays ME Firmware status error code.
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2-2-5 Trusted Computing

up Utility - Cof

[Enable]

Parameter Description
Configuration
GBS Enable/Disable the TPM support feature.

Options available: Enable/Disable. Default setting is Enable.

Current Status Information Displays current TPM status information.
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2-2-6 Serial Port Console Redirection

Console Redirection

[Disabled]

Parameter

Description

COM1/COM2 Serial Over
LAN Console Redirection™

Select whether to enable console redirection for specified device. Console
redirection enables the users to manage the system from a remote
location.

Options available: Enabled/Disabled. Default setting is Disabled.

Legacy Console Redirection

Selects a COM port for legacy serial redirection. The options are
dependent on the available COM ports.

Serial Port for Out-of-Band
Management / Windows
Emergency Management
Services (EMS) Console
Redirection*

Selects a COM port for EMS console redirection. EMS console redirection
allows the user to configure Console Redirection Settings to support Out-
of-Band Serial Port management.

Options available: Enabled/Disabled. Default setting is Disabled.

COM1/COM2 Serial LAN/
Legacy/Serial Port for Out-
of-Band EMS Console
Redirection Settings

Press [Enter] to configure advanced items.
Please note that this item is configurable when COM1/COM2 Serial
Over LAN/Serial Port for Out-of-Band Management EMS Console
Redirection is set to Enabled.
¢ Terminal Type

- Selects a terminal type to be used for console redirection.

— Options available: VT100, VT100+, ANSI , VT-UTF8. Default

setting is ANSI.

(Note)

Advanced items prompt when this item is defined.

BIOS Setup
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Parameter Description

+  Bits per second
- Selects the transfer rate for console redirection.
- Options available: 9600, 19200, 38400, 57600, 115200. Default
setting is 115200.
¢ Data Bits
- Selects the number of data bits used for console redirection.
- Options available: 7/8. Default setting is 8.
* Parity
- Anparity bit can be sent with the data bits to detect some
transmission errors.
— Even: parity bit is 0 if the num of 1's in the data bits is even.
— Odd: parity bit is 0 if num of 1's in the data bits is odd.
— Mark: parity bit is always 1. Space: Parity bit is always 0.
- Mark and Space Parity do not allow for error detection.
— Options available: None, Even, Odd, Mark, Space. Default setting
is None.
¢ Stop Bits
- Stop bits indicate the end of a serial data packet. (A start bit
indicates the beginning). The standard setting is 1 stop bit.

COM1/COM2 Serial LAN/ Communication with slow devices may require more than 1 stop
Legacy/Serial Port for Out- bit.

of-Band EMS Console — Options available: 1/2. Default setting is 1.

Redirection Settings ¢ Flow Control

(continued) - Flow control can prevent data loss from buffer overflow. When

sending data, if the receiving buffers are full, a 'stop' signal can
be sent to stop the data flow. Once the buffers are empty, a 'start'
signal can be sent to re-start the flow. Hardware flow control uses
two wires to send start/stop signals.
- For COM1/COM2 Serial Over LAN:
» Options available: None, Hardware RTS/CTS. Default setting is
None.
- For Serial Port for Out-of-Band EMS:
» Options available: None, Hardware RTS/CTS and Software Xon/
Xoff. Default setting is Hardware RTS/CTS.
+ Legacy Console Redirection Settings
- Selects a COM port to display redirection of Legacy OS and
Legacy OPROM Messages.
— Options available: COM1/COM2 Serial Over LAN. Default setting
is COM1.
¢ Legacy OS Redirection Resolution®°®
- Specifies the number of Rows and Columns supported for the
Legacy OS redirection.
- Options available: 80x24/80x25. Default setting is 80x24.

(Note)  Advanced items prompt when this item is defined.
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Parameter Description

¢ Redirection After BIOS POST"e®)
— This item allows user to enable console redirection after OS has

loaded.
COM1/COM2 Serial LAN/ — Options available: Always Enable/Boot Loader. Default setting is
Legacy/Serial Port for Out- Always Enable.
of-Band EMS Console ¢ Out-of-Band Mgmt Port
Redirection Settings - Microsoft Windows Emergency Management Service (EMS) allows
(continued) for remote management of a Windows Server OS through a serial
port.
- Options available: COM1/COM2 Serial Over LAN. Default setting
is COM1.

(Note)  Advanced items prompt when this item is defined.
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2-2-7 Network Stack Configuration

tup Utility -

[Enahled]

Parameter Description
Network Stack Enable/Disable the UEFI network stack.
Options available: Enabled/Disabled. Default setting is Enabled.
Ipv4 PXE Support®o® Enable/Disable the Ipv4 PXE feature.
Options available: Enabled/Disabled. Default setting is Enabled.
Enable/Disable the Ipv4 HTTP feature.
Ipv4 HTTP Support™)
B e Options available: Enabled/Disabled. Default setting is Disabled.
Iové PXE Support"o® Enable/Disable the Ipv6 PXE feature.
Options available: Enabled/Disabled. Default setting is Disabled.
Ipv6 HTTP Support™=® Enable/Disable the Ipvé HTTP feature.

Options available: Enabled/Disabled. Default setting is Disabled.

PXE boot wait time™°)

Press the <+>/ <-> keys to increase or decrease the desired values.

Media detect count™

Press the <+>/ <-> keys to increase or decrease the desired values.

(Note)  This item appears when Network Stack is set to Enabled.
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2-2-8 USB Configuration

Aptio Setup Utility - Co

KHCI Hand-of f

[Enabled]

Parameter Description

USB Configuration

USB Devices: Displays the USB devices connected to the system.
XHCI Hand-off Enable/Disable the XHCI (USB 3.0) Hand-off support.

Options available: Enabled/Disabled. Default setting is Enabled.

USB hardware delays and time-outs

USB transfer time-out

Select the time-out value for USB Control/Bulk?Interrupt transfers.
Options available: 1 sec, 5 sec, 10 sec and 20sec.
Default setting is 20 sec.

Device reset time-out

Select the time-out value during a USB mass storage device reset.
Options available: 10 sec, 20 sec, 30 sec and 40sec.
Default setting is 20 sec.

(Note)  This item is present only if you attach USB devices.

BIOS Setup
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2-2-9 Runtime Error Logging Settings

[Enabled]

Parameter

Description

Runtime Error Logging Settings

Runtime Error Logging System
Enabling

Enable/Disable runtime logging error system function.
Options available: Enable/Disabled. Default setting is Enable.

Memory Error Enabling

Enable/Disable the Memory Error log function
Options available: Enable/Disabled. Default setting is Enable.

PCI/PCI Error Enabling

Enable/Disable the PCI/PCI log function
Options available: Enable/Disabled. Default setting is Disabled.
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2-2-10 Super IO Configuration

Parameter Description

Press [Enter] to configure advanced items.
+  Serial Port
— When set to Enabled allows you to configure the serial port settings.
When set to Disabled, displays no configuration for the serial port.
— Options available: Enabled/Disabled. Default setting is Enabled.
+  Device Settings
— Displays the serial port base /0 address and IRQ.
+ Change Settings:

Serial Port 1 .
. - Configures the serial port base I/0 address and IRQ.
Configuration ;
» Serial Port 1 :
Auto;
|0=3F8h; IRQ=4;

|0=3F8h; IRQ=3, 4, 5,6, 7, 9, 10, 11, 12;
|0=2F8h; IRQ=3, 4, 5,6, 7,9, 10, 11, 12;
|0=3E8h; IRQ=3, 4, 5, 6, 7, 9, 10, 11, 12;
|0=2E8h; IRQ=3, 4, 5,6,7,9, 10, 11, 12;
Default setting is Auto.
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2-2-11 Hardware Monitor

Aptio Setup Utility - Cop

CPU Fan Fall Warning [Enahled]

Parameter Description
Enable/Disable CPU FAN Fail Warning alert function.
Options available: Enable/Disabled. Default setting is Enabled.

Enable/Disable CPU FAN Fail Warning alert function.
Options available: Enable/Disabled. Default setting is Disabled.

Enable CPU FAN Speed Control function.
Options available: Normal/Full Speed. Default setting is Normal.

CPU FAN Fail Warning

System FAN1 Fail Warning

CPU FAN Speed Control

Enable System FAN Speed Control function.

System FAN1 Speed Control . ) L
Options available: Normal/Full Speed. Default setting is Normal.

System Temperature Displays the System temperature information.

CPU Temperature Displays the CPU temperature information.

CPU FAN Speed Displays the RPM (Ratio Per Minute) of CPU Fan speed.
System FAN1 Speed Displays the RPM (Ratio Per Minute) of System Fan1 speed.

VCC_CPU/ 1.2V/ 12V/ 5V/ 3.3V Displays the CPU/ System voltages information.
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2-2-12 S5 RTC Wake Settings

Aptio Setup Utility - Cr 9 American

tem from S5

5

Parameter Description
Enable/Disable system wake on alarm event.
Wake System from S5 Options available: Disabled/Fixed Time. When Fixed Time enabled, system

will wake on the hr::min::sec specified.
Default setting is Disabled.

BIOS Setup
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2-2-13 NVMe Configuration

Aptio Setup Utility - Cc 9 American

Parameter Description

MVMe Configuration Displays the NVMe devices connected to the system
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2-2-14 OffBoard SATA Controller Configuration

up Utility

Parameter Description
Offboard SATA Controller

. Displays the information on your PCle SATA controllers/ PCle SSD if installed
Configuration
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2-2-15 Chipset Configuration

Utility - Co

[Power 0Onl

Parameter

Description

Restore on AC Power Loss

This option provides user to set the mode of operation if an AC/ Power
loss occurs.

+ Power On: System power state when AC cord is re-plugged.

+ Power Off: Do not power on system when AC power is back.

« Last State: Set system to the last state when AC power is removed.
Options available: Power On, Power Off, Last State.

Default setting is Power On.

Chassis Opened Warning

Enable/Disable the chassis intrusion alert function.
Options available: Enabled, Disabled, Clear. Default setting is
Disabled.
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2-2-16 iSCSI Configuration

Apt i up Utility - Cop 9 American

Initiator Mame

Parameter Description

iSCS| Initiator Name

Add an Attempt Press [Enter] to configure advanced items.
Delete Attempts Press [Enter] to configure advanced items.
Change Attempt Order Press [Enter] to configure advanced items.
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2-2-17 Intel(R) 1219-LM Ethernet Connection

Aptio Setup Utility - Cr

Parameter

Description

PORT CONFIGURATION MENU

NIC Configuration

Press [Enter] to configure advanced items.
+  Link Speed
— Allows for automatic link speed adjustment.
— Options available: Auto Negotiated, 10 Mbps Half,
10 Mbps Full, 100 Mbps Half, 100 Mbps Full. Default
setting is Auto Negotiated.
¢  Wake On LAN
— Enables power on of the system via LAN. Note that
configuring Wake on LAN in the operating system does
not change the value of this setting, but does override
the behavior of Wake on LAN in OS controlled power
states.
- Options available: Enabled/Disabled. Default setting is
Enabled.

Blink LEDs

Identifies the physical network port by blinking the associated
LED. Press the numeric keys to adjust desired values.
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Parameter

Description

PORT CONFIGRATION INFORMATION

Displays the technical specifications for the Network Interface

UEFI Driver
Controller.

Adapter PBA Displays the technical specifications for the Network Interface
Controller.

Chip Type Displays the technical specifications for the Network Interface
Controller.

PCI Device ID Displays the technical specifications for the Network Interface
Controller.

PCI Address Displays the technical specifications for the Network Interface
Controller.

Link Status Displays the technical specifications for the Network Interface
Controller.

MAC Address Displays the technical specifications for the Network Interface

Controller.

BIOS Setup
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2-2-18 VLAN Configuration

Aptio Setup Utility - ) 2019 American

» Enter Confi: ion Menu

Parameter Description

Press [Enter] to configure advanced items.

¢ Create new VLAN

¢ VLANID
— Sets VLAN ID for a new VLAN or an existing VLAN.
- Press the <+>/ <-> keys to increase or decrease the desired values.
- The valid range is from 0 to 4094.

¢ Priority

Enter Configuration Menu — Sets 802.1Q Priority for a new VLAN or an existing VLAN.

— Press the <+>/<-> keys to increase or decrease the desired values.
— The valid range is from 0 to 7.

¢ Add VLAN
— Press [Enter] to create a new VLAN or update an existing VLAN.

¢ Configured VLAN List

¢ Remove VLAN
— Press [Enter] to remove an existing VLAN.
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2-2-19 Driver Health

Healthy

Parameter Description

Driver Health Displays driver health status of the devices/controllers if installed
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2-3  Chipset Setup Menu

Chipset Setup menu displays submenu options for configuring the function of Platform Controller Hub(PCH).
Select a submenu item, then press <Enter> to access the related submenu screen.

merican
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2-3-1 Syetem Agent (SA) Configuration

tup Utility - 9 American

» Hemory Conf

Parameter Description

Press [Enter] to configure advanced items.
¢ Memory Frequency
- Displays the frequency inforamtion of installed memory.
¢ Channel and slot information of memory DIMMs.
¢ Maximum Memory Frequency
- Configure the maxium memory frequency.

Memory Configuration o
- Default setting is Auto.
¢ Max TOLUD
- Maximum Value of TOLUD. Dynamic assignment would
adjust TOLUD automatically based on largest MMIO length
of installed graphic controller
- Options available: 1GB, 2GB, 3GB. Default setting is Auto.
Enable/Disable Intel Virtualization Technology for Directed I/O (VT-d)
VT-d feature.
Options available: Enabled/DlIsabled. Default setting is Enabled.
Above 4GB MMIO BIOS Enable/Disable the Above 4G Memory Mapped 10 BIOS Assignment.
assignment Options available: Enabled/Disabled. Default setting is Disabled
X2APIC Opt Out Enable/Disable X2APIC Opt Out function.

Options available: Enabled/Disabled. Default setting is Disabled
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2-3-2 PCH-I0 Configuration

Aptio Setup Utility - 9 American

Parameter Description

PCH-I0 Configuration

Press [Enter] to configure advanced items.
¢ SATA Controller

- Enable/Disable SATA controller.

- Options available: Enabled/Disabled. Default setting is Enabled.

¢ SATA Mode Selection

— Configures on chip SATA type.

— AHCI Mode: When set to AHCI, the SATA controller enables its
AHCI functionality. Then the RAID function is disabled and cannot
be access the RAID setup utility at boot time.

- RAID Mode: When set to RAID, the SATA controller enables both
its RAID and AHCI functions. You will be allowed to access the
RAID setup utility at boot time.

— Options available: AHCI/RAID. Default setting is AHCI.

*  SATAPort 0/1/2/3/4/5

— The category identifies SATA hard drives that are installed in the

computer. System will automatically detect HDD type.

SATA Configuration
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Parameter

Description

Press [Enter] to configure advanced items.
¢ BIOS Lock

Security Configurati
ety ontgaraton _ Enable/Disable the PCH BIOS Lock Enable feature.
- Options available: Enabled/Disabled. Default setting is Disabled.
Press [Enter] to configure advanced items.
HD Audio Configuration Onboard Audio Controller

- Enable/Disable Onboard Audio Controller.
- Options available: Enabled/Disabled. Default setting is Enabled.

BIOS Setup
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2-4  Security Menu

The Security menu allows you to safeguard and protect the system from unauthorized use by setting up
access passwords.

merican

Administrator

There are two types of passwords that you can set:
+  Administrator Password
Entering this password will allow the user to access and change all settings in the Setup Utility.
+  User Password
Entering this password will restrict a user’s access to the Setup menus. To enable or disable
this field, a Administrator Password must first be set. A user can only access and modify the
System Time, System Date, and Set User Password fields.

Parameter Description

Administrator Password Press [Enter] to configure the administrator password.

User Password Press [Enter] to configure the user password.
RuntimeVariable Protection Enable/Disable Runtime Variable protection support.
Support Options available: Enable/Disable. Default setting is Disable.
Secure Boot Press [Enter] to configure advanced items.

-59- BIOS Setup



2-4-1  Secure Boot
The Secure Boot submenu is applicable when your device is installed the Windows® 8 (or above) operating
system.

tup Utility

re Boot

Parameter Description

System Mode Displays if the system is in User mode or Setup mode.

Enable/ Disable the Secure Boot function.

Secure Boot ) ) ) o
Options avaiable:Enabled/Disabled. Default setting is Disabled.

Secure Boot requires all the applications that are running during the
booting process to be pre-signed with valid digital certificates. This way,
the system knows all files being loaded before Windows loads to the login
screen have not been tampered with.

Secure Boot Mode™®) When set to Standard, it will automatically load the Secure Boot keys
form the BIOS databases.
When set to Custom, you can customize the Secure Boot settings and
manually load its keys from the BIOS database.
Options available: Standard/Custom. Default setting is Standard.

(Note)  Advanced items prompt when this item is set to Custom.
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Parameter

Description

Key Management

Press [Enter] to configure advanced items.
Please note that this item is configurable when Secure Boot Mode is set
to Custom.

*

Factory Key Provision

— Allows to provision factory default Secure Boot keys when system is in
Setup Mode.

— Options available: Enabled/Disabled. Default setting is Disabled.

Restore Factory Keys

— Installs all factory default keys. It will force the system in User Mode.

— Options available: Yes/No.

Enroll Efi Image

— Press [Enter] to enroll SHA256 hash of the binary into Authorized
Signature Database (db).

Restore DB defaults

- Restore DB variable to factory defaults.

Secure Boot variable

— Displays the current status of the variables used for secure boot.

Platform Key (PK)

— Displays the current status of the Platform Key (PK).

— Press [Enter] to configure a new PK.

— Options available: Set New.

Key Exchange Keys (KEK)

— Displays the current status of the Key Exchange Key Database (KEK).

— Press [Enter] to configure a new KEK or load additional KEK from
storage devices.

— Options available: Set New/Append.

Authorized Signatures (DB)

— Displays the current status of the Authorized Signature Database.

— Press [Enter] to configure a new DB or load additional DB from storage
devices.

— Options available: Set New/Append.

Forbidden Signatures (DBX)

— Displays the current status of the Forbidden Signature Database.

— Press [Enter] to configure a new dbx or load additional dbx from
storage devices.

— Options available: Set New/Append.

Authorized TimeStamps (DBT)

— Displays the current status of the Authorized TimeStamps Database.

— Press [Enter] to configure a new DBT or load additional DBT from
storage devices.

— Options available: Set New/Append.

OsRecovery Signatures

- Displays the current status of the OsRecovery Signature Database.

- Press [Enter] to configure a new OsRecovery Signature or load
additional OsRecovery Signature from storage devices.

— Options available: Set New/Append.
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2-5 Boot Menu

The Boot menu allows you to set the drive priority during system boot-up. BIOS setup will display an error
message if the legacy drive(s) specified is not bootable.

Setup Utility - 9 American

Setup Prompt Timeout

Parameter Description

Boot Configuration

Number of seconds to wait for setup activation key. 65535 (OxFFFF)
Setup Prompt Timeout means indefinite waiting.
Press the numeric keys to input the desired values.

Enable/Disable the Bootup NumLock function.
Options available: On/Off. Default setting is Off.

Enable/Disable showing the logo during POST.
Options available: Enabled/Disabled. Default setting is Enabled.

Bootup NumLock State

Quiet Boot

If enabled, the BIOS will shorten the booting process by skipping some
Fast Boot tests and shortening others.
Options available: Enabled/Disable Link. Default setting is Disable Link.

Selects the boot mode.

Boot mode select
Options available: LEGACY/UEFI. Default setting is UEFI.
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Parameter

Description

FIXED BOOT ORDER Priorities

Boot Option #1/ #2 | #3 | #4 | #5

Press [Enter] to configure the boot priority.

By default, the server searches for boot devices in the following

sequence:
1. Hard drive.
2. CD-COM/DVD drive.
3. USB device.
4. Network.
5. UEFI.

UEFI USB Drive BBS Priorities

Press [Enter] to configure the boot priority.

UEFI Network Drive BBS
Priorities

Press [Enter] to configure the boot priority.

UEF!I Application Boot Priorities

Press [Enter] to configure the boot priority.
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2-5-1 UEFI USB Drive BBS Priorities

The UEFI USB drive BBS priorities submenu allows you to specify the boot device priority from the available
UEFI USB drives during system boot-up. BIOS setup will display an error message if the legacy drive(s)
specified is not bootable.

Aptio Setup Utility - Cr 9 American

Boot Option #1 HIL: 0 ash Disk
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2-5-2 UEFI NETWORK Drive BBS Priorities

The UEFI network drive BBS priorities submenu allows you to specify the boot device priority from the
available UEFI network drives during system boot-up. BIOS setup will display an error message if the legacy
drive(s) specified is not bootable.

ptio Setup Utility - 9 American

Boot Option #1
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2-5-3 UEFI Application Boot Priorities

The UEFI application boot priorities submenu allows you to specify the boot device priority from the available
UEFI applications during system boot-up. BIOS setup will display an error message if the legacy drive(s)
specified is not bootable.

Apt i up Utilitu - cCop

Boot Option #1 [UEFI: Built-in EFI 8hell]
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2-6 Save & Exit Menu

The Save & Exit menu displays the various options to quit from the BIOS setup. Highlight any of the exit

options then press <Enter>.

p Utility - 9 American Me

Parameter

Description

Save Options

Save Changes and Exit

Saves changes made and closes the BIOS setup.
Options available: Yes/No.

Discard Changes and Exit

Discards changes made and exits the BIOS setup.
Options available: Yes/No.

Save Changes and Reset

Restarts the system after saving the changes made.
Options available: Yes/No.

Discard Changes and Reset

Restarts the system without saving any changes.
Options available: Yes/No.

Save Changes

Saves changes made in the BIOS setup.
Options available: Yes/No.

Discard Changes

Discards changes made and closes the BIOS setup.
Options available: Yes/No.
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Parameter

Description

Default Options

Restore Defaults

Loads the default settings for all BIOS setup parameters. Setup Defaults
are quite demanding in terms of resources consumption. If you are using
low-speed memory chips or other kinds of low-performance components
and you choose to load these settings, the system might not function
properly.

Options available: Yes/No.

Save as User Defaults

Saves the changes made as the user default settings.
Options available: Yes/No.

Restore User Defaults

Loads the user default settings for all BIOS setup parameters.
Options available: Yes/No.

Boot Override

Press [Enter] to configure the device as the boot-up drive.
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2-7 BIOS POST Codes
2-7-1 AMI Standard - PEI

PEI_CORE_STARTED 0x10
PEI_CAR_CPU_INIT 0x11
PEI_CAR_NB_INIT 0x15
PEI_CAR_SB_INIT 0x19
PEI_MEMORY_SPD_READ 0x2B
PEI_MEMORY_PRESENCE_DETECT 0x2C
PEI_MEMORY_TIMING 0x2D
PEI_MEMORY_CONFIGURING 0x2E
PEI_MEMORY_INIT 0x2F
PEI_MEMORY_INSTALLED 0x31
PEI_CPU_INIT 0x32
PEI_CPU_CACHE_INIT 0x33
PEI_CPU_AP_INIT 0x34
PEI_CPU_BSP_SELECT 0x35
PEI_CPU_SMM_INIT 0x36
PEI_MEM_NB_INIT 0x37
PEI_MEM_SB_INIT 0x3B
PEI_DXE_IPL_STARTED Ox4F
DXE_CORE_STARTED 0x60
IIRecovery

PEI_RECOVERY_AUTO 0xFO
PEI_RECOVERY_USER 0xF1
PEI_RECOVERY_STARTED 0xF2
PEI_RECOVERY_CAPSULE_FOUND 0xF3
PEI_RECOVERY_CAPSULE_LOADED OxF4
/1S3

PEI_S3_STARTED OxEO
PEI_S3_BOOT_SCRIPT OxE1
PEI_S3_VIDEO_REPOST 0xE2
PEI_S3_0S_WAKE 0xE3

2-7-2 AMI Standard - DXE

DXE_CORE_STARTED 0x60
DXE_NVRAM_INIT 0x61
DXE_SBRUN_INIT 0x62
DXE_CPU_INIT 0x63
DXE_NB_HB_INIT 0x68
DXE_NB_INIT 0x69
DXE_NB_SMM_INIT 0x6A
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DXE_SB_INIT 0x70
DXE_SB_SMM_INIT 0x71

DXE_SB_DEVICES_INIT 0x72
DXE_ACPI_INIT 0x78
DXE_CSM_INIT 0x79
DXE_BDS_STARTED 0x90
DXE_BDS_CONNECT_DRIVERS 0x91

DXE_PCI_BUS_BEGIN 0x92
DXE_PCI_BUS_HPC_INIT 0x93
DXE_PCI_BUS_ENUM 0x94
DXE_PCI_BUS_REQUEST_RESOURCES 0x95
DXE_PCI_BUS_ASSIGN_RESOURCES 0x96
DXE_CON_OUT_CONNECT 0x97
DXE_CON_IN_CONNECT 0x98
DXE_SIO_INIT 0x99
DXE_USB_BEGIN 0x9A
DXE_USB_RESET 0x9B
DXE_USB_DETECT 0x9C
DXE_USB_ENABLE 0x9D
DXE_IDE_BEGIN 0xA0
DXE_IDE_RESET 0xA1
DXE_IDE_DETECT 0xA2
DXE_IDE_ENABLE 0xA3
DXE_SCSI_BEGIN OxA4
DXE_SCSI_RESET 0xA5
DXE_SCSI_DETECT 0xAG
DXE_SCSI_ENABLE OxA7
DXE_SETUP_VERIFYING_PASSWORD 0xA8
DXE_SETUP_START 0xA9
DXE_SETUP_INPUT_WAIT 0xAB
DXE_READY_TO_BOOT 0xAD
DXE_LEGACY_BOOT OxAE
DXE_EXIT_BOOT_SERVICES OxAF
RT_SET_VIRTUAL_ADDRESS_MAP_BEGIN 0xBO
RT_SET_VIRTUAL_ADDRESS_MAP_END 0xB1

DXE_LEGACY_OPROM_INIT 0xB2
DXE_RESET_SYSTEM 0xB3
DXE_USB_HOTPLUG 0xB4
DXE_PCI_BUS_HOTPLUG 0xB5
DXE_NVRAM_CLEANUP 0xB6
DXE_CONFIGURATION_RESET 0xB7
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2-7-3 AMI Standard - ERROR

PEI_MEMORY_INVALID_TYPE 0x50
PEI_MEMORY_INVALID_SPEED 0x50
PEI_MEMORY_SPD_FAIL 0x51

PEI_MEMORY_INVALID_SIZE 0x52

PEI_MEMORY_MISMATCH 0x52
PEI_MEMORY_NOT_DETECTED 0x53
PEI_MEMORY_NONE_USEFUL 0x53
PEI_MEMORY_ERROR 0x54
PEI_MEMORY_NOT_INSTALLED 0x55
PEI_CPU_INVALID_TYPE 0x56
PEI_CPU_INVALID_SPEED 0x56
PEI_CPU_MISMATCH 0x57
PEI_CPU_SELF TEST_FAILED 0x58
PEI_CPU_CACHE_ERROR 0x58
PEI_CPU_MICROCODE_UPDATE_FAILED 0x59
PEI_CPU_NO_MICROCODE 0x59
PEI_CPU_INTERNAL_ERROR 0x5A
PEI_CPU_ERROR 0x5A
PEI_RESET_NOT_AVAILABLE 0x5B
I[Recovery

PEI_RECOVERY_PPI_NOT_FOUND OxF8
PEI_RECOVERY_NO_CAPSULE 0xF9
PEI_RECOVERY_INVALID_CAPSULE OxFA
/IS3 Resume

PEI_MEMORY_S3_RESUME_FAILED OxE8
PEI_S3_RESUME_PPI_NOT_FOUND 0xE9
PEI_S3_BOOT_SCRIPT_ERROR OxEA
PEI_S3_0OS_WAKE_ERROR OxEB
DXE_CPU_ERROR 0xD0
DXE_NB_ERROR 0xD1
DXE_SB_ERROR 0xD2
DXE_ARCH_PROTOCOL_NOT_AVAILABLE 0xD3
DXE_PCI_BUS_OUT_OF RESOURCES 0xD4
DXE_LEGACY_OPROM_NO_SPACE 0xD5
DXE_NO_CON_OUT 0xD6
DXE_NO_CON_IN 0xD7
DXE_INVALID_PASSWORD 0xD8
DXE_BOOT_OPTION_LOAD_ERROR 0xD9
DXE_BOOT_OPTION_FAILED 0xDA
DXE_FLASH_UPDATE_FAILED 0xDB
DXE_RESET_NOT_AVAILABLE 0xDC
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2-7-4 Intel UPI POST Codes

topology tree in SetupSbspPathToAllSockets(), there

are some errors occur in the data structure.

No retry.

RC Behavior: The current Socket is not added to the tree.
When SBSP setups the boot path for the parent

which is not directly connected to Legacy CPU

in SetupSbspPathToAllSockets(). The Child is

not an immediate neighbor of Parent.

No retry.

Initialize KTIRC inuput structure default values 0xA0

Collect info such as SBSP, Boot Mode, Reset type etc OxA1

Setup 10 SADs in SBSP to access the config space 0xA2

Setup up minimum path between SBSP & other sockets 0xA3

Add the node to the tree

Parse the LEP of the discovered socket

Check if the system has the supported topology

Setup the boot path for the parent which is not

directly connected to Legacy CPU

Setup path from SBSP to the new found node

Setup 10 SADs in PBSP to access the config space 0xA4

System configurations that require some kind of reset 0xA5

Sync up with PBSPs 0xA6

Topology discovery and route calculation 0xA7

Program final route 0xA8

Program final |0 SAD setting 0xA9

Protocol layer and other Uncore settings 0xAA

Transition links to full speed operation 0xAB

Phy layer settings 0xAC

Link layer settings 0xAD

Coherency Settings OxAE

KTIRC is done OxAF
2-7-5 Intel UPI Error Codes

When system BSP tries to setup path for remote sockets 0xD8

or sends a Boot_Go command to remote socket in

SetupSbspPathToAllSockets() or SyncUpPbspForReset().

If the remote socket(s) hasn't checked-in, assert; itis a

fatal condition, this error will be logged. No retry.

RC Behavior: System Halt

When SBSP tries to add this remote socket into system 0xDA
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SAD setup error 0xDB
RC Behavior: System Halt
Unsupported topology 0xDC
RC Behavior: System Halt
SBSP cannot find KPIRC TXEQ Parameters for this 0xDD
link in GetSocketLinkEparams(). No retry.
RC Behavior: System Halt
2-7-6 Intel MRC POST Codes
Detect DIMM population 0xBO
Set DDR frequency 0xB1
Gather remaining SPD data 0xB2
Program registers on the memory controller level 0xB3
Evaluate RAS modes and save rank information 0xB4
Program registers on the channel level 0xB5
DDRIO Initialization 0xB6
Train DDR 0xB7
Initialize CLTT/OLTT 0xB8
Hardware memory test and init 0xB9
Execute memory init 0xBA
Program memory map and interleaving 0xBB
Program RAS configuration 0xBC
Rank margin tool 0xBD
MRC is done 0xBF
2-7-7 Intel MRC Error Codes
No memory was detected OxE8
Memory test failure 0xEB
Different dimm types are detected installed in the system 0xED
Number of HAs found in system greater than OxEE
MAX_HA defined in MRC build
Indicates a CLTT table structure error OxEF
Invalid VR mode, unable to set DRAM VDD 0xFO
Failure occurred reserving memory for |OT OxF1
Reference code assert 0xF2
Unsupported MC frequency set 0xF3
Unable to get current MC frequency OxF4
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2-7-8 Intel PM POST Codes

Start of PPM structure initialization 0xDO
PPM CSR programming 0xD1
PPM MSR programming 0xD2
Start of PState transition init 0xD3
PPM exit 0xD4
PPM On ready to boot event 0xD5
2-7-9 Intel PM POST Codes
Start of 110 early Initialization 0xEQ
Pre Link training OxE1
Start of Gen3 EQ training OxE2
Start of PState transition init OxE3
Gen3 parameters override OxE4
End of |10 Early Initialization 0xE5
Start of 110 Late initialization OxE6
PCIE port initialization OxE7
IOAPIC initialization OxE8
VTD initialization 0xE9
IOAT initialization OxEA
DFX initialization 0xEB
NTB initialization 0xEC
Security Initialization OxED
110 late initialization OxEE
110 On ready to boot event OxEF
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2-8 BIOS POST Beep code (AMI standard)
2-8-1 PEI Beep Codes

# of Beeps

Description

1

Memory not Installed.

Memory was installed twice (InstallPeiMemory routine in PEI Core called twice)

Recovery started

DXEIPL was not found

DXE Core Firmware Volume was not found

Recovery failed

S3 Resume failed

~N A s lw w

Reset PPl is not available

2-8-2 DXE Beep Codes

# of Beeps

Description

1

Invalid password

Some of the Architectural Protocols are not available

No Console Output Devices are found

No Console Input Devices are found

Flash update is failed

Reset protocol is not available

®© Noo|o o~

Platform PCI resource requirements cannot be met
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