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Using Your Gigabyte Management Console

The Gigabyte Management Console has a user-friendly Graphics User Interface (GUI) called the
Gigabyte Management Console GUI. It is designed to be easy to use. It has a low learning curve
because it uses a standard Internet browser. You can expect to be up and running in less than five
minutes. This chapter allows you to become familiar with the Gigabyte Management Console
GUI’s various functions. Each function is described in detail.




Gigabyte Management Console Key Features and Functions

e Support IPMI v2.0

e QOut-of-band monitoring and control for sever management over LAN.

e FRU information report includes main board part number, product name, and manufacturer, etc.)
e Health status/Hardware monitoring report.

e Events log, view, and clear.

e Event notification via PET (Platform Event Trap).

e Platform Event Filtering (PEF) to take selected action for selected events.

e Chassis management includes power control and status report, front panel buttons and LEDs

control.

e Support multi-session user, and alert destination for LAN channel.



Initial Setup

Configuring the Management Network

Select whether you want to use your CMC’s Ethernet port for stacking (daisy-chained) or use the
two CMC Ethernet ports in a redundant manner (ringed).

Stacking is best for customers who would like to take advantage of the cable consolidation feature
of Multiple-Nodes. It is easy to use an in-band agent like Gigabyte Management Console in the
rare case of a CMC port failure.

Select the redundant network connection method for a more reliable connection to the
management network. This type of network connection changes the default CMC setting before
connecting to the network switch.

To use this configuration, make sure your top LAN switch supports spanning tree protocol.

Standard Shipping Configuration: with one hub and one CMC LAN port.

Optional Configuration (Sold Separately): Add an additional hub for stacking or redundant
configuration.

Stacking Configuration Redundant Configuration

Cloud computing Cloud computing




Software Install

Prerequisites on remote management PC
Before installing Java tool, please check your system for the following required configuration
requirements:
@ Supported Browsers:
B Internet Explorer 8 - 11
B Google chrome Version 29.0.1547.66m
B Firefox 2.0
® JAVA Recommended Version 8 Update 25 or later version (file size: ~ 623KB)

Install Java Tool
Please follow the instruction to install Java in Windows operating system.

Go to http://www.java.com
Click Download on the middle of the home page.
Click on Agree and Start Free Download
Click see all Java downloads
Select the operating system you are using.
Choose the folder location. (Save the file to a known location on your computer)
Click Save.
Click Yes to replace.
Verify that the
® Name of the file is JavaSetup8u25.exe
® Size is approximately 623KB.
10. Close all applications including the browser.
11. Double-click on the saved file icon to start the installation process.

© oo N O wDdPRF



Gigabyte Management Console Network Configuration

Please follow the instruction to enable the console redirection function.
1. Plug the VGA port to one of the node system.

2. Boot up your node system.

3. You can gather the BMC IP address on the POST screen.

GIGABYTE

Or, Go to BIOS setup menu.

Select Server Management.

Select BMC network Configuration

Define Configuration Address source to DynamicbmcDhcp or Static.
Save and Exit.

The BMC IP Address will appear on the IPv4 Address parameter.

Aptio Setup Utility - Copyright (C) 2016 American Meg

© ©o N o g M

Server Mgmt

--BMC network configuration-- A
Bt = e S B s

Select to configure LAN
channel parameters

configure IPV4 support
AR HAAAAARHAHARAAK

Lan channel 1

current Configuration
Statlon IF address
Subnet mask
Station MAC address
Router IP address
Router MAC address

Configure IPVG support
etk R ok

Lan channel 1

DynamicAddressBmcbhep
10.1.6.113
255.255.255.0
40-Bd-5c-16-a5-0a
10.1.6.253
00-00-00-00-00-00

-

statically or
dynamicallu(by BIOS or
BMC) . Unspecified
option will not modify
any BMC network
parameters during BIOS
phase

++: Select Screen

T: select Item

Enter: Select

+/=: Change Opt.

Fi: General Help

F3: Previous Values
F3: Optimized Defaults
Flo: Save & Exit

ESC: Exit

10. Save the configuration and exit BIOS setup menu.
11. Open a web browser and type in your identified IP.

Logon to:

Username:

Password:




12. Enter the following values:
Username: admin
Password: password
13. Go to the Properties page.
14. Gathering the CMC identified IP address.

Embeddesd Management Sofltware Support Help About Logout

GIGABYTE

Properties

Platfarm Infarmation

Welcome admin (Administrator) ! Thu Apr 26 2018, 07:02:55 (UTCHO000)



Using the CMC Web Ul

The CMC firmware features an embedded web server, enabling users to connect to the CMC using an

Internet browser (Microsoft® Internet Explorer™).

The web server shall support 4 concurrent connections
Web-based GUI is supported on the following browsers:
Microsoft Windows:

« Internet Explorer 8 ~ 12

* Mozilla® Firefox® 2.0 or later

Linux:

Mozilla Firefox 2.0 or later



Gigabyte Management Console Overview

Logon to:

Username: | |

P | \

1. Open a web browser and type in your identified IP. The IP address can be found using your
DHCP server.

A dialog box prompts you to enter Username and Password.
Enter the following values:

Username: admin

Password: password

;g When you log in using the root user name and password, you have full administrative

powers. It is advised that once you log in, you change the root password.



Enter Gigabyte Management Console

After you successfully log into your Gigabyte Management Console, the Remote Management
Console GUI appears.

Properties
Properties displays the firmware version of current remote client system.

Embedded Management Software Support Help Absut Logout

Properties

Firmware Information

CPLD Information

Walcoma admin (Administrator) ! Thu Apr 12 2018, 09:31:51 (UTC+0000)
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Configuration

Network

You can view and modify the network settings on this screen. Select the Network Mode from the
drop-down list.

1. Dedicate Mode

When set to Dedicate Mode, you can configure the CMC related settings through the CMC port.

Click Apply Change to save the settings.

Embedded Management Software Support Help Absut Logout

Network

General Settings
@ To change the: Netwark setlings may change IP address settings.
[Each change to setings may cause a loss in connectivity and the termination of all sessions.
Changes may not take effect immexdiatedy.

les
ormation

IPv4 Enabled IPv4 Addres: IFvé Enabled IFv6 Address
Enabled 10.1111.85 Disabled

Ne:
Node MAC Address

Welcome admin (Administrator) | Thu Apr 12 2018, 09:37:35 (UTC+0000)
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Network Security
You can configure the network security settings on this screen. Check the IP Blocking Enabled

box and input the desire value of IP Blocking Fail Count, IP Blocking Fail Window, and IP
Blocking Penalty Time. After you finish the configuration, click Apply Change to save the
settings.

Embedded Management Software Support Help About Logout

Network Security

Apply Changes

Utz this page e configure the netwerk security sellings

Utalitses

Profiles

er Information
S Monitor
B Power

Welcome admin (Administrator) | Thu Apr 12 2018, 09:43:32 (UTC+0000)
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Security
The Security page shows the current certificate status.

To generate a new certificate, click Generate Certificate.
To upload a certificate, click Upload Certificate.

Embedded Management Software Support Help About Logout

Security

Generate Certificate Upload Certificate

Current Certificate:

Walcome admin (Administrator) | Thu Apr 12 2018, 09:44:12 (UTC+0000)
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Users

To configure a specific user, click the Users ID. To display new user information, click Refresh.
NOTE: CMC convention for enabling an ‘anonymous’ login is to configure the entry for User ID
1 with a null username (all zero’s) and a null password (all zero’s). Applications may then present
this to the user as an anonymous login.

Embedded Management Software Support Help Absut Logout

To configure a partoular user, chck the User 1D, If Password pelicy chick is enabled, password stiength checking will be enabled while updating user configuration.

[ Password Policy Check Enable

[
g
8
=]
3

HEE
!
i

State User Name User Role IPMI LAN Privilege IPMI Serial Privilege

|
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i
:

5 Nane Nane
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1
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i
£
i
f

Welcome admin (Administrator) | Thu Apr 12 2018, 10:06:50 (UTC+0000)
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Services
You can configure the web server parameters (such as, HTTP Port Number, HTTPS Port Number,

and Timeout) on a remote computer. By default, the timeout is 1800 seconds.
When you finish the configuration, click Apply Changes.

Embedded Management Software Support Help Absut Logout

Services

Apply Changes

L
Utalitses
Fan Profiles

B Server Information

= Mode Information
Nesle 5

ddress

Walcoma admin (Administrator) ! Thu Apr 12 2018, 10:07:50 (UTC+0000)
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Time Setting

This page provides the mechanism to configure the Network Time acquisition method. With
Administrator or Operator privilege level, you can modify configuration settings and click the
Apply Changes button to execute the settings, as well as click the Sync Time Now button (when in
Requested Mode) to request an immediate clock set.

Network Time Protocol

Operation Mode

Configures the Operation Mode. You can Disable NTP, set Requested Mode, or Daemon Mode
in this parameter.

In Requested Mode, you can request an immediate clock synchronization with the NTP server;
request will be sent when click the Sync Time Now button.

The Daemon Mode runs NTP daemon which sends a NTP request at approximately 5 minute
intervals. Multiple NTP servers may be specified to provide redundancy.

Time Synchronization Method

Specifies the synchronization method for Requested Mode. Select Slew mode when you want to
adjust the time smoothly over time if there are time sensitive applications in place. Select Step
mode to aggressively change the time using settimeofday() system call.

Time Zone Setting
Configure the client time zone in this parameter.

When you finish the configuration, click Apply Changes.

Embedded Management Software Support Help About Logout

Time Settings

[Sorerms | =
Uz this page 1 configure the Network Time: Protocol and Time Zone seflings.
Network Time Protocol
Operation Mode
NTP Server 1
NTP Server 2
Sensor Momto } A
= Power NTP Server 3
Eunmi Requested Mode's Update Frequency (minutes)
onsumption e R ——
System Event Log Time Synchronization Method ° SlepMede  Slew Mode
B2 b
i Time Zone Setting
Email Sattings y
= Node Information D The Chent Time Zone can be changed from modify the time zone of chient aperating system
Nesle Status
Node MAL Address [T== or Time Zone * Server Time Zone | Client Time Zone
—— | Ea e

Welcome admin (Administrator) | Thu Apr 12 2018, 10:08:51 (UTC+0000)
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Language
This page allow users to choose preferred language when using the WebUI.

When you finish the configuration, click Apply Change.

Embedded Management Software Support Help About Logout

Language
e

Thic page provides the language display setting for WebGUI, Virtual KM Viewer, and Virtual Media Session.

(e

Utalitses
Fan Profiles
B Server Information
Sersor Monatar
= Power

Welcome admin (Administrator) | Thu Apr 12 2018, 10:10:03 (UTC+0000)
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Sessions

This screen displays information on Active Sessions. Additionally, the trash can icon provides the
delete function for privileged users. Click Session log to view the session log. Click Refresh to
refresh the Sessions status.

Embedded Management Software Support Help About Logout

Sessions

== e

Uz this page o view information about the active sessions. Additenally, privileged users can click on the trash can icon 1o kill an active session.

User Name IP Address Session Type
1 Gl

Utalitses
Fan Profiles

B Server Information
Sersor Monatar

g5
= Mode Information
Mesd atus
Nesde MAC Address

Welcome admin (Administrator) | Thu Apr 12 2018, 10:10:42 (UTC+0000)
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LDAP
LDAP screen allows download user list of LDAP server then create Gigabyte Management

Console user account from this list directly.
Check the box below to enable LDAP authentication and enter the required information to access
the LDAP server. Click Apply Changes to save your changes.

Tenbedded Mansgeenent maftwars

LDAP Configuration Page

Wakcome sdmin {Adesnistrator] | Thi Ape 12 2018, 10:11; 23 (UTE+000D)
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Firmware Updates

The firmware can be updated remotely.

To update firmware, follow the instruction below:

1. Select Update Type.

2. Select the file on your local system by using Browse.
Click Upload to update to the new version of firmware.

Fmbedded Management Soltware Support Help About L ogout

Firmware Update

Upload

0D Select an images fle and click upload. The uplcad process will tarminate all cther sassions including Virtual KVM Viewsr and Virtual Media Session
After the upload process is started, any attempt to redresh, logout or navigate away from the update page will restart the system

Firmwase Type Jmc

Welcome admin (Administrator) ! Thu Apr 12 2018, 10:14:16 (UTCH000)
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Utilities
Utilities provides CMC reboot and Factory default restore functions.
1.

To reboot system, click Reboot.

To restore factory default, click Factory Default.

To Adjust the PWM offset for the system fans, enter offset values and click Submit.
To update Logo, select the file on your local system using Browse and click Update.

Support Help About L ogout

Utilities

Reboot
Chek ‘Heboot button 1o reboot Embedded Management Software. m
Factory Default

Click ‘Factory Default’ buttcon to reset Embedded Management Software to default

Backup Configuration
Click ‘Batkup’ bution 1o Backup Configuration m

Restore Configuration

@) Sedect a restore file to upicad, Then Click Restore’ bution i restors configurabon

e - =

Welcome admin (Administrator) ! Thu Apr 12 2018, 10:15:07 (UTC+0000)
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Fan Profiles
Fan Profiles provides user to configure the system fan control policy.

Fmbedded Management Soltware Support Help About L ogout

Fan Profiles

R e

Profile Name Status Action

Welcome admin (Administrator) ! Thu Apr 12 2018, 10:36:25 (UTCH000)
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Server Information

Sensor Monitor

The Sensor monitor provides general configuration for related system hardware monitoring.
To view the Probe list, click Show Graph. And click Refresh to update current probe list.

Embedded Management Software

Support Help About Logout

Sensor Monitor

General Settings

n
Probe List
Lowar Uppar Lowar Uppar Lower u

Status Proba Name MNon-Critical MNon-Critical Critical Critical Non-Hecoverable N4 3

1\-p Fes we HiA Nia

_r: HODI_GPU_DTS Unacatatie 3 (23 ik

: NOG2._DIMM_Termp nc WA sac src A

—T T — " v

s
Weleomn admin [Administralor]) | The Apr 12 2018, 10:36:53 (UTC+0000)
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Power Control
The Power Control allows you to power on/off/cycle the remote host system. Additionally you can

see the remote power status.
To perform the power control operation, select the operation and click Apply Changes.

Embeddesd Management Software Support Help About Logout

Power Control

ey

form and

o, select th tion you wish b

In this page, you can view your server's power stalus and click Refresh o refresh the screen. To perfarm a power

chck Apply Changes.

Welcome admin (Administrator) ! Thu Apr 12 2018, 10:37:39 (UTCH0000)
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Power Consumption
This section allows user to configure the power policies for the system.

Embeddesd Management Software Support Help About Logout

Power Consumption

Time Settings
Language L |
LDAP

Update
utilities

Max Power Consumption 203 W | 693 BTN

Welcome admin (Administrator) ! Thu Apr 12 2018, 10:38:01 (UTCHO000)
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System Event Log
It records the event when sensor has an abnormal state. When the log matches the pre-defined alert,
the system sends out the notification automatically, if it is pre-configured.

Embeddesd Management Sofltware Support Help About Logout

System Event Log

= e

vent Count (Cument / Maximum) 224/ 1024

r
y
H
H
=
2
o
g
g
2
E]
-

‘I.
2
§
2

Description
2018-02-11 14:49:05 (UTC+0000) CME Evenl HDDAD Drive Shol gensor, Drive Presence was deasserled

2018-02-11 14:49:15 (UTC+0000) CME Evenl HDDOS Dirt Siol stnsor, Dive Presence was deasserned

- 20180211 14:49:32 (UTC+0000) CMC Event: HDDOT Drive Siot sensor, Drive Presence was asserted

*®

|

2018-02-21 (33746 (UTC+0000) CMC Event: HODOT Drive Siot sensor, Diive Presence was deassened

L |

F018-02-21 (53847 (UTC+D000) CME Evenl HDDAD Drive Shol gensor, Drive Presence was deasserled

m_“” . o .. ve Siot se . ose .

- 7-11-30 1905257 (UTC+0000) CMC Event: PSLZ Power Supply sensor, Presence detecied was assered

*®

2017-11-30 19:52:36 (UTC+0000) CMC Event: PSLI1 Power Supply senser. Presence setected was assened

L |

m.’-".”‘: ot FEL of Supply s . esente .. ,“

<

2NT-12-15 15:02:31 (UTC+0000) CME Evenl HDD1S Dire Siol stnsor, Dive Presence was deassened

Welcome admin (Administrator) ! Thu Apr 12 2018, 10238328 (UTCHMIN)
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Event Management

Platform Event

A platform event filter (PEF) can trigger an action and generate an alert when a critical
hardware-related event occurs. For each PEF, you can choose the action to be taken when a
platform event occurs.

You can also choose to generate and send an alert when a platform event occurs. In the Platform
Events screen, you can enable the generation of platform event alerts globally by clicking Global
Alerting Enable.

When you finish the configuration, click Apply Changes.

Embeddesd Management Sofltware Support Help About Logout

Platform Events

Platform Event Filters (PEF) Action Global Control List -

Flatform Event Filters (PEF) List

1] Glotial Aterting Enable Hate: (This enables/disables both PEF and email alerts)

Node MAC Address

Welcome admin (Administrator) ! Thu Apr 12 2018, 10:39:21 (UTCHO000)
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Trap Settings

In the Trap Settings, user can set the IPv4 and Ipv6 Destination List.

IPv6 and IPv4 are two completely separate protocols. IPv6 is not backwards compatible with IPv4,
and IPv4 hosts and routers will not be able to deal directly with IPv6 traffic.

IPv6 has a significantly larger address space than IPv4. This results from the use of a 128-bit
address, whereas IPv4 uses only 32 bits.

When you finish the configuration, click Apply Changes.

Embeddesd Management Sofltware Support Help About Logout

Trap Settings

© Before sending test trap, ple sure changes et O and Community String have been saved by chcking Apply Changes. -

IP Destination List

@ sena Test Trap 10 196 destinalions &5 Geanied due 10 e IPVE's disabillty of (e system.

Enable _ IPv4/lPvé IP Address Test .
o ohe 10.202.21.122 Send Test Trap

[192.145.1. 160

=
10.1.111.132

System Event
B Y Man;

Community String W

Welcome admin (Administrator) ! Thu Apr 12 2018, 10:40:11 (UTCHO000)
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Email Settings

If you want the alert to be sent by email, you can configure to specify the e-mail address, subject
and message in the Email Settings. After you finish the configuration, click Apply Change to save
the settings.

SMTP

Set E-mail (SMTP) server IP address for sending alert notification to user.

Check the SMTP Authentication Enabled box and enter the SMTP IP address, User Name,
Password; select the STARTTLS Mode and SASL Mode from the drop-down list.

When you finish the configuration, click “Apply Changes”.

Embeddesd Management Software Support Help About Logout

Email Settings
) Betore sending alert, please make sufe changes 1o Sender Information, target Destination Email Address, SMTP (emall) Server Setings, and SMTP Auhentication have been saved by
clicking Agply Changes A
Sender Information
: |
gl |

Destination Email A

Destination Email Address

Welcome admin (Administrator) ! Thu Apr 12 2018, 10:40:41 (UTCHO000)
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Node Information

Node Status
This page displays the technical specifications of the connected node.

Click Refresh to refresh current connected node information.

Embeddesd Management Software Support Help About Logout

Node Information

Node Status
D Model DC Node CPU DIMM T T2 Healthy Version
MNodeNB  ZU4N ON 144 Watls 61 Watts 1 Watls. 59°C NiA NOALERT 148

mption

System Event Log

Node MAC Address

Welcome admin (Administrator) ! Thu Apr 12 2018, 10:42:12 (UTCHO000)
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Node MAC Address
This page displays the connected node MAC address information.

Click Refresh to refresh current connected node MAC address information.

Embeddesd Management Software

Support Help About Logout

Node Information

BMC MAC Address LAN1 MAC Address LAN2 MAC Address BMC IPv4 Address BMC IPvE Address
Node(18 ZUSN eloeh5e: 1eThi e el Se e 7hi1a eloghSe: 187 1b 10.1.111.119 199911

Welcome admin (Administrator) ! Thu Apr 12 2018, 10:42:44 (UTCHO000)
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