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The document describe how to update BMC firmware under DOS, Linux, Windows procedure and customer can direct use firmware package provide script or batch file update firmware. Please remember our script or batch file is use force mode update BMC firmware. If you want limit user don’t downgrade or upgrade please see the firmware update utility help.
1. Firmware Update under MS-DOS
1 Extract 3ATSH_xxx.rar to DOS bootable USB storage device.

2 Plug USB storage device to the MB where BMC needs to be updated.

3 Power on system.
4 Made your USB storage device as first priority to boot at BIOS setup menu.
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5 Boot into DOS.
6 Change directory to “utility\fwud\dos” folder

7 Run below command to update BMC firmware

If you needn’t reserve configuration, use below command that restore all configurations to default. ALL configurations will be lost!!!
UtilityFwudDos:\>ud.bat

or
[Recommended] If you need to reserve configurations, please use below command that will NOT restore all configurations to default.
UtilityFwudDos:\>udr.bat
[image: image2.jpg]File View Macros Tools Power Help
del fu.log

\6UASUZN\BMCNBBSNUTILITYNFUUDNDOSSbncfuud ¢ —f - N NPUNFUBBS . ing
MergePoint ENS Firmuare Update Utility
Copyright 2818 Avocent Corporation. A1l Rights Reserved.
pdate firmuare from USB device
Validate image header of . \PUNFuBBS . ing : OK
Firnuare Uersion Current
MergePoint EMS ........... Firnuare Version 8.5
Firnuare Revision 1

Bootloader Uersion  8.8.28

Force MergePoint EMS firmuare update

Please reboot the OS to enable virtual devices and
then execute BMCFUUD.EXE again within 38 minutes.

Note: System Services will be unavailable on the next boot.

:\6UASUZ\BHCNBBS\UTILITYNFWUDNDOS>

0A7.40] 1004248563) 526 s 4370 Kb |




8 Please press “CTRL+ALT+DEL”, reset system
9 Run below command when system boot into DOS.

If you needn’t reserve configuration, use below command that restore all configurations to default. ALL configurations will be lost!!!
UtilityFwudDos:\>ud.bat

or
[Recommended] If you need to reserve configurations, please use below command that will NOT restore all configurations to default.
UtilityFwudDos:\>udr.bat
10 It will start firmware update when “Detecting USB Device : OK “ is showed.
Please wait for firmware update.
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11 Change directory to “utility\sdrfru\dos” folder
     Note: If you use ufru.bat to update FRU, information such as asset tag and service tag configured will be lost.
12 Run below command to update FRU
     Ex: UtilitySdrfruDos:\>ufru.bat
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13 Run below command to update SDR

Ex: UtilitySdrfruDos:\>usdr.bat
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2. Firmware Update under Windows

For Windows 2003 R2 (32 bit or 64 bit):

For Windows Server 2003 R2, Microsoft IPMI Driver should be installed.

Please refer Appendix-A for Windows Server 2003 R2, Microsoft IPMI Driver Installation.

1. Extract 3ATSH_xxx.rar in Windows Server 2003 R2 Standard
2. Change directory to “utility\fwud\windows” folder

3. Run below command to update BMC firmware

If you needn’t reserve configuration, use below command that restore all configurations to default. ALL configurations will be lost!!! and please know your system is 32bits or 64bits, those are difference library.
UtilityFwudWindows:\>ud32.bat or ud64.bat

or
[Recommended] If you need to reserve configurations, please use below command that will NOT restore all configurations to default and please know your system is 32bits or 64bits, those are difference library.
UtilityFwudWindows:\>udr32.bat or udr64.bat
4. It will start firmware update when “Detecting USB Device: OK” is showed.

Please wait for firmware update.
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5. Change directory to “utility\sdrfru\windows” folder
     Note: If you use ufru.bat to update FRU, information such as asset tag and service tag configured will be lost.
6. Run below command to update FRU
     Ex: UtilitySdrfruWindows:\>ufru32.bat or ufru64.bat
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7. Run below command to update SDR

Ex: UtilitySdrfruWindows:\>usdr32.bat or usdr64.bat
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For Windows 2008 R2 Standard (32bit or 64 bit):

For Windows Server 2008, Microsoft IPMI Driver should be installed.
Please refer Appendix-B for Verification for Windows 2008 IPMI driver.
1. Extract 3ATSH_xxx.rar in Windows Server 2008 R2 Standard
2. Change directory to “utility\fwud\windows” folder
3. Run below command to update BMC firmware

If you needn’t reserve configuration, use below command that restore all configurations to default. ALL configurations will be lost!!! and please know your system is 32bits or 64bits, those are difference library.
UtilityFwudWindows:\>ud32.bat or ud64.bat

or
[Recommended] If you need to reserve configurations, please use below command that will NOT restore all configurations to default and please know your system is 32bits or 64bits, those are difference library.
UtilityFwudWindows:\>udr32.bat or udr64.bat
4. It will start firmware update when “Detecting USB Device: OK” is showed.

Please wait for firmware update.
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5. Change directory to “utility\sdrfru\windows” folder

Note: If you use ufru.bat to update FRU, information such as asset tag and service tag configured will be lost.
6. Run below command to update FRU

Ex: UtilitySdrfruWindows:\>ufru32.bat or ufru64.bat
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7. Run below command to update SDR

Ex: UtilitySdrfruWindows:\>usdr32.bat or usdr64.bat
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3. Firmware Update under Linux system (32bit or 64bit)
OpenIPMI Driver installation in its installation package

Please refer Appendix-C for Linux IPMI Driver Installation.

If your Linux system is RHEL, Please watch out big or small character. If it is big character, Please follow the steps shown to solve the problem.
EX: into sdrfru/linux/32bit or sdrfru/linux/64bit folder

# cd /root/6UASV2_xxx/utility/sdrfru/Linux/32bit
# mv SLFLD slfld
1. Copy firmware folder to your Linux system.

Ex: # cp –arf 3ATSH_xxx/ /root/
2. Into F/W Linux folder.

Ex: # cd /root/3ATSH_xxx/utility/fwud/Linux/
3. Run below commands

a) chmod +x udr32.sh or chmod +x udr64.sh
b) chmod +x ud32.sh or chmod +x ud64.sh
4. Run below command to update BMC firmware
If you needn’t reserve configuration, use below command that restore all configurations to default. ALL configurations will be lost!!!

#./ud64.sh or ./ud32.sh
Or
[Recommended] If you need to reserve configurations, please use below command that will NOT restore all configurations to default.

#./udr64.sh or ./udr32.sh
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5. It will start firmware update when “Detecting USB Device: OK” is showed.
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6. Into FRU and SDR Linux folder.

Ex: # cd /root/3ATSH_xxx/utility/sdrfru/Linux/
Note: If you use ufru.bat to update FRU, information such as asset tag and service tag configured will be lost.
7. Run below command to update FRU

Ex: # ./ufru32.sh or ./ufru64.sh
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8. Run below command to update SDR

Ex: # ./usdr32.sh or ./usdr64.sh
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Start to backup SR record ID 0001h, type 1h
Start to backup SR record ID 0002h, type 1h
Start to backup SR record ID 0003h, type 1h
Start to backup SR record ID 0004h, type 1h
Start to backup SR record ID 0005h, type 1h
Start to backup SDR record ID 0006h, type 1h
Start to backup SR record ID 0007h, type 1h
Start to backup SR record ID 0003h, type 1h
Start to backup SDR record ID 0009h, type 1h
Start to backup SR record ID 0004h, type 1h
Start to backup SR record ID 000Bh, type 1h
Start to backup SDR record ID 000Ch, type 1h
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(1Bh SDR records downloaded!)
Run Initialization Agent Command
/6uasv2/ utility/ sdrfru/ Linux #

Completed





4. Firmware Update under FreeBSD system (32bit or 64bit)
For FreeBSD, OPEN IPMI Driver should be installed.

Please refer Appendix-D for FreeBSD, OPEN IPMI Driver Installation.

1. Extract 3ATSH_xxx.rar in FreeBSD
2. Change directory to “utility\fwud\freebsd” folder

3. Run below command to update BMC firmware

If you needn’t reserve configuration, use below command that restore all configurations to default. ALL configurations will be lost!!! and please know your system is 32bits or 64bits, those are difference library.
UtilityFwudFreeBSD:\>ud32.csh or ud64.csh
or
[Recommended] If you need to reserve configurations, please use below command that will NOT restore all configurations to default and please know your system is 32bits or 64bits, those are difference library.
UtilityFwudFreeBSD:\>udr32.csh or udr64.csh
4. It will start firmware update when “Detecting USB Device: OK” is showed.
Please wait for firmware update.
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mass1: at uhubl port 1 (addr 3) disconnected
(dal:umass-sim1:1:8:8): lost device
(dal:umass-sin1:1:8:8): removing device entry
EOM_LABEL: Label msdosfs/scrtch removed.
mass1: detached

mass2: at uhubl port 1 (addr 3) discomnected
(cdB:umass-sin2 lost device
(cdB:umass-sin2 removing device entry
(daz:umass-sin2:2:8:1): lost device

(da2 :umass-sin2 removing device entry
(da3:umass-sin2 lost device
(da3:umass-sin2:2:8:2): removing device entry
mass2: detached

Get Firmuare Update Status ukbdB: <Avocent USB Composite Device-8, class 8/8
rev 2.88/8.88, addr 3> on uhubl

bd2 at ukbdd

ms8: <Avocent USB Composite Device-8, class 8/8, rev 2.88,8.88, addr 3> on uhub

1

ns@: X report B8xBAAZ not supported
evice_attach: ums@ attach returned 6
msB: <Avocent USB Composite Device-8, class 8/8, rev 2.88,8.88, addr 3> on uhub

1

ms8: 3 buliu 2 dir

Firnuare update status: 8 percentl

1153484208 | 35.21ps || 3.828 Kbis.
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at uhubl port 1 (addr 3) disconnected
ns8: detached

Checking new firmuare version ... \Nov 16 15:22:37 noused: unable to open
dev/uns@: No such file or directory

Checking new firmuare version /ukbd@: <Avocent USB Composite Device-8
lass 8/8, rev 2.88,8.88, addr 3> on uhubl
bd2 at ukbdd
msB: <Avocent USB Composite Device-8, class 8/8, rev 2.88,8.88, addr 3> on uhub

1
ns@: X report B8xBAAZ not supported

evice attach: uns@ attach returned 6

ms8: <Avocent USB Composite Device-8, class 8/8, rev 2.88,8.88, addr 3> on uhub
1
ms@: 3 buttons and Z dir.

Wait 8 more seconds to make sure BMC functions properly after reset.

vait 3

MergePoint ENS Inage
Firnuare Uersion 8.4 8.4
Firnuare Revision 1 1
Bootloader Version 8.0.28 8.0.28

Firnuare update successful

10.1.7.160 || 460840570 | 35.0 fps | 3.828 Khis.




5. Change directory to “utility\sdrfru\freebsd” folder

Note: If you use ufru.bat to update FRU, information such as asset tag and service tag configured will be lost.
8. Run below command to update FRU

Ex: UtilitySdrfruFreeBSD:\>ufru32.csh or ufru64.csh
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64bit ud3z.csh
# pud

root B84 utility/fuud freebsd
t cd

# cd
t 1s
wud  sdefruo

# cd sdefr

drfr: No such file or directory.
it cd sdrfrus

o 1s
os freebsd linux  windows

# cd freebsd/

s

2bit ufru3z.csh usdr32.csh
64bit ufrubd.csh usdr64.csh

/ufru3z.csh

SDR-FRU Loader Utility
Copyright 2881-2818 Avocent Corporation. ALl Rights Reserved.

RU Inventory area size = Bx188 Bytes
tart to dounload FRU datat
ounload FRU data successful

460840570 | 35.0 fps | 3.828 Khis




9. Run below command to update SDR

Ex: UtilitySdrfruFreeBSD:\>usdr32.csh or usdr64.csh
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Start to dounload
Start to dounload
Start to dounload
Start to dounload
Start to dounload
Start to dounload
Start to dounload
Start to dounload
Start to dounload # Eh SDR record
Start to dounload # Fh SDR record
Start to dounload #18h SDR record
Start to dounload #11h SDR record
Start to dounload #12h SDR record
Start to dounload #13h SDR record
Start to dounload #14h SDR record
Start to dounload #15h SDR record
Start to dounload #16h SDR record
Start to dounload #17h SDR record
Start to dounload #18h SDR record
Start to dounload #19h SDR record
Start to dounload #1Ah SDR record
Start to dounload #1Bh SDR record .

ounload SDR data Successful. (1Ch SDR records dounloaded?)

un Initialization Agent Command... Completed

6h SDR record
7h SDR record
8h SDR record
Sh SDR record
Ah SDR record
Bh SDR record
Ch SDR record
Dh SDR record

smszssssss

7.160 | 460840570 || 57.0 fps || 6.503 Kbis.




Appendix-A  Installation for Windows Server 2003 R2 IPMI driver

   Need to enable "Hardware Management" by the following installation

   Steps:

   In Windows Server 2003 R2, you can install Hardware Management is available from the Management and Monitoring Tools section of the Add/Remove Windows Components Wizard.

         1. In Control Panel, select Add or Remove Programs.

         2. Select Add/Remove Windows Components.

         3. Select Management and Monitoring Tools and press the Details button to bring up the following window.

         4. Choose the Hardware Management option.

         5. If no 3rd party IPMI drivers are installed or they have been removed from the system, press the OK button to continue. Otherwise, press the Cancel button, remove the 3rd party IPMI driver and reinstall the Hardware Management Component.

         6. Press the OK button to select the Hardware Management Component, and then press the Next button. Hardware Management will be installed.

If succeeded, you could see “Microsoft Generic IPMI Compliant Device” item in Device Manager.
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Appendix-B Verification for Windows 2008 IPMI driver
1. In “Control Panel”, select “System”
2. Select “Device Manager”
3. In “Device Manager”, select “System devices”
4. You can see “Microsoft Generic IPMI compliant Device”
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Appendix-C Installation for Linux IPMI driver

1. Please use following command to check if IPMI driver is loaded.
# lsmod | grep ipmi
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1pmi_devintf 44753
1pmi_si 77453
1pmi_msghandler 72985

[root@localhost Linux]# []

Footolocalhost:~/temp/045/Linux

Help

[root@localhost Linux]# Lsmod | grep ipmi

0
0
2 ipmi_devintf,ipmi_si





If you see above 3 driver entries, IPMI driver is ready for use.
If no, please following commands to install IPMI driver, and check if IPMI driver is loaded again.
#service ipmi start
# lsmod | grep ipmi
[image: image32.png]Linux: ~/ 6uasv2/ utility/ fwud/ linux # service ipmi start
Starting ipmi drivers

done
Linux: -/ 6uasv2/ utility/ fuud Linux # lsmod | grep ipm

ipmi_devintf 5221 0
ipmi_si 37193 0
ipmi_msghandler 34430 2 ipmi_devintf, ipmi_s:

Linux: ~/ 6uasv2/ utility/ fuud/ Linux # /ud32. sh




Appendix-D Verification for FreeBSD OPEN IPMI driver
1. Please into FreeBSD console mode

2. Typing “kldstat” check open ipmi driver already installation
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AUTOMATICALLY LOADING MODULES
Some modules (pf, ipfu, ipf, etc.) may be automatically loaded at boot
tine uhen the corresponding rc.conf(5) statement is used. Modules may
also be auto-loaded through their addition to loader.conf(5).

SEE ALSO
kldload(2), loader.conf(5), rc.conf(5), kldconfig(8), kldstat(8),
kldunload(8)

HISTORY
The kldload utility first appeared in FreeBSD 3.8, replacing the lkm
interface.

AUTHORS
Doug Rabson <dfrBFreeBSD.org>

FreeBsD 7.2 October 13, 2086 FreeBSD 7.2
t kldunload ipni

ipniB: detached

kldstat

d Refs Address  Size Nane

1 3 8xcd488808 9fab28  kernel
2 1 BxcBAfbEAR 6adSc  acpi.ko
Nov 16 14:31:86 login: ROOT LOGIN (root) ON ttyuz

10

160 1804289383 || 113.21ps | 11.777 Kbis




3. if no install open ipmi driver, please typing “kldload ipmi”, install open ipmi driver and check again
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AUTHORS
Doug Rabson <dfrBFreeBSD.org>

FreeBSD 7.2 October 13, 2086 FreeBSD 7.2
t kldunload ipni

ipni@: detached
t kldstat

Id Refs Address  Size Nane

1 3 B8xc8468B8A 97ab28  kernel

z 1 BxcBdfb@Be ba45c  acpi.ko
t Nou 16 14:31:86  login: ROOT LOGIN (root) ON ttyvZ
Idload ipni

ipniB: <IPMI System Interface> port BxcaZ,Bxca3 on acpiB
ipniB: KCS mode found at io Bxcaz on acpi

ipni@: IPHI device rev. 1, firmuare rev. 8.2, version 2.8
ipni@: Number of chammels 5

ipniB: Attached watchdog

ppcB: parallel port not found.

t kldstat

[d Refs Address  Size Nane

1 5 Bxc8468BAA 97ab28  kernel

2z 2 BxcBAfbEEA badSc  acpi.ko
4 1 Bxc5cf1088 888 ipni.ko
5 1 Bxc5chdess 2e08 smbus . ko

10.1.7.160| 1804289383350 fhs | 3.828 Kbis





